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04. Do any categories of employee need to have
special certification in order to undertake duties for
financial services employers? If so, what are the
requirements that apply?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

Anyone in an executive position (i.e. members of the legal administrative body, the effective management
and independent controllers) at a financial institution must, at all times, have the necessary professional
standing and expertise to perform their duties.

This will be assessed by the NBB through standard forms to complete if there is a new appointment, new
elements during employment, termination of appointment or renewal of appointment.

"N-1" effective managers must meet the same criteria, but authorisation by the NBB is not necessary (see
question 2).

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

Yes, special certification is required for financial services employers to undertake their duties.

The CPA-10 (ANBIMA Series 10 Professional Certification) is designed for professionals who distribute
investment products for retail in bank branches or service platforms.

The CPA-20 (ANBIMA Series 20 Professional Certification) is for professionals who distribute investment
products to clients in the high-income retail, private, corporate, and institutional investor segments in bank
branches or on service platforms.
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The CEA (ANBIMA Certification of Investment Specialists) is a certification that qualifies financial market
professionals to act as investment specialists. These specialists can recommend investment products to
clients in different segments and advise account managers.

The CFG (ANBIMA Certification of Fundamentals in Management) is for certified professionals who know the
sector's technical basis, which is an advantage for occupying various positions in asset-management
companies.

The CGA (ANBIMA Manager Certification) qualifies professionals to work with the management of third-
party resources in fixed-income investment funds, shares, foreign exchange, multimarket, managed
portfolios, and index funds.

The CGE (ANBIMA Manager Certification for Structured Funds) qualifies professionals to work with third-
party resource management in the structured products industry.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

Since 1 July 2010, the FMA General Regulation requires investment services providers to pass an
examination to ensure that certain employees have a minimum knowledge base in the field.

This applies to salespersons, managers, financial instrument clearing managers, post-trade managers,
financial analysts, financial instruments traders, compliance and internal control officers, and investment
services compliance officers.

Since 1 January 2020, the following must also obtain certification: natural persons acting as a financial
investment advisor; natural persons with the power to manage the legal person authorised as a financial
investment advisor; and persons employed to provide investment advice by the legal person authorised as
a financial investment advisor.

FMA certification must be obtained within a maximum of six months of the beginning of that person’s
employment with an investment services provider. Certification is issued by FMA-certified organisations.

People already in practice before 1 July 2010 are exempt from this certification. This is known as a
grandfather clause.

In addition to this minimum knowledge requirement, certain professionals are subject to an assessment of
their knowledge and skills. This applies to natural persons who provide not only information but also
financial advice, and generally takes the form of an annual evaluation interview.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Taking on certain tasks requires prior proof of competence, which varies depending on the financial
services sector and the role. As an example, investment services must notify BaFin of investment advisors,
sales representatives, and compliance officers, who in each case must be knowledgeable and reliable, and
whose expertise must be reviewed at least annually (section 87, WpHG and the corresponding Employee
Notification Ordinance). Institutions must deliver proof of professional suitability (ie, sufficient theoretical
and practical knowledge of the relevant business and management experience) and reliability for certain
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key employees, managing directors, and members of the supervisory or administrative board (sections 25c
paragraph 1 and 25d paragraph 1 KWG, sections 20 and 21 WpIG).

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

SFC

The “Guidelines on Competence” published by the SFC lists the necessary qualifications for employees
carrying on regulated activities. For academic qualifications, employees should attain at least Level 2 in
either English or Chinese as well as in Mathematics in the Hong Kong Diploma of Secondary Education or
equivalent. In addition, employees are expected to obtain recognised industry qualifications and pass the
local regulatory framework paper. For responsible officers (ROs), the SFC requires higher levels of
educational qualifications and experience.

1A

The “Guideline on ‘Fit and Proper’ Criteria for Licensed Insurance Intermediaries Under the Insurance
Ordinance” published by the IA sets out the education requirements for licenced employees under the 10.
Higher levels of educational qualifications are required for responsible officers.

Last updated on 22/01/2023

< INndia
Author: Vikram Shroff
at AZB & Partners

The recruitment of financial services employees for public-sector enterprises may be done through
competitive scores secured through multi-level tests held for generalist and specialist posts. For instance,
the Institute of Banking Personnel Selection conducts tests for selection for public sector banks; and the
Securities and Exchange Board of India (SEBI), LIC, etc, hold similar tests for their recruitment.

In terms of industry practice, eligibility to appear at the preliminary levels or the final interview stages of
the above tests may sometimes require certain specific certifications (eg, computer certifications for
clerical posts in the banking sector. These certifications are prescribed by industry regulators and are
actioned by industry collectives. For instance, the RBI[1] has made it mandatory for all banking and non-
banking financial institutions to obtain certification for their employees. Industry collective the Indian
Banking Association provides such certifications in specific areas like treasury operations, risk
management, accounting and credit management. Along with this, further certifications may also be
required for Anti-Money Laundering (AML), Know Your Customer (KYC), compliance with foreign exchange
regulations, awareness of legal aspects of cyber security, etc.[2]

Similarly, the National Institute of Securities Markets (NISM), an institute promoted by SEBI, accredits
institutions that coach and certify wealth management advisors. NISM-accredited qualifications are
compulsory for wealth managers in the capital market segment. Also, the Indian Institute of Banking and
Finance (IIBF) gives certification for Debt Recovery Agents based on RBI guidelines. Various collectives like
the Fixed Income Money Market and Derivatives Association of India, Foreign Exchange Dealers Association
of India and the Institute of Company Secretaries of India, inter alia, collaborate with the IIBF in the
certification process in the treasury, forex and compliance sectors. The IIBF’s certification for customer
service, KYC/AML programmes of the IIBF, and other similar certified courses from the NISM/AMFI/IRDA etc,
are essential before hiring employees for certain specialised roles.
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As part of the registration process, the SEBI regulations relating to portfolio managers and investment
advisors require certain specific employees to be employed with minimum qualifications.

[1] Capacity Building in Banks and AlFls, August 11, 2016 available at <
https://rbidocs.rbi.org.in/rdocs/notification/PDFs/NOTI36A5A106C515E84422947AB1D42F6EB391.PDF>; IBA
Circular no. CIR/HR&IR/KSC/2017-18/2602.

[2]RBI mandate on capacity building in banks, KPMG, available at
<https://home.kpmg/in/en/home/services/learning-academy/aas-learning-solutions/rbi-mandate-capacity-
building-banks.html>

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes, under the Minimum Competency Regime (see question 1), employees who perform certain prescribed
functions and roles in prescribed RFSPs such as insurance businesses and credit unions, must meet the
required competencies and qualifications standards.

The 2023 Act also introduces a new requirement that persons can only be permitted to perform a CF role
(including a PCF role) where a certificate of compliance with the F&P Standards given by the firm is in force
(Certification Regime).

As part of the Certification Regime, a certificate of compliance may only be given if:

1. the firm is satisfied on reasonable grounds that the person complies with the F&P Standards; and
2. the person has agreed to abide by the F&P Standards and to notify the firm without delay if for any
reason they no longer comply with the F&P Standards.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Yes, please see question 2.

Any individual performing a prescribed key role must be pre-approved by the loM FSA and be certified as
“fit and proper”. The IoM FSA has issued detailed guidance for financial institutions that set out the criteria
that they normally apply in considering the fitness and propriety of individuals who wish to undertake
Controlled Functions. Appendix 2 of the guidance contains a table setting out which Controlled Functions
require consent and which functions are notification only.

Guidance can be found here:
https://www.iomfsa.im/media/2464/regulatoryguidancefitnessandpropriety.pdf

Last updated on 17/04/2024
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Author: Héctor Gonzalez Graf
at Marvan, Gonzalez Graf y Gonzdlez Larrazolo

Employees in general positions are not required to obtain specific certification to perform their duties
within financial entities. However, in brokerage houses, individuals involved in operations with the public,
counselling, promotion and, if applicable, acquisition and sale of securities, must be authorised by the
CNBV and obtain a certification issued by a regulated body recognized by the CNBV.

The CNBV and CNSF, as applicable, may caution, remove, adjourn, or disqualify board members and the
general manager if they believe the individual does not comply with legal requirements to occupy such
positions or if their conduct constitutes a breach of applicable laws and regulations.

Last updated on 14/03/2023

= Netherlands

Author: Sjoerd Remers
at Lexence

According to Dutch law, financial services sector companies must guarantee the quality of their services.
This means, among other things, that they must have skilled employees for the subjects on which they
advise. After all, the consumer must be able to trust that an employee has the right knowledge and skills to
provide appropriate advice.

Therefore, all financial services sector employees with substantive customer contact must have up-to-date
professional competence at all times. This means that employees must be skilled, aware of current
developments in their field, and can apply these in their work. The obligation to maintain up-to-date
professional competence at all times is an open standard. Financial services companies may, therefore,
decide for themselves how to implement this standard.

There is, however, a mandatory Wft diploma requirement for employees who provide financial advice.
Which products and services an employee may provide advice on depends on the specific Wft diplomas he
or she has obtained (after passing an exam). A Wft diploma is valid for a definite period (with a maximum of
three years). To renew a Wft diploma, an employee must pass a new exam.

Furthermore, all candidates who will (co-)determine the policy of a financial services company must also be
assessed by local authorities and will be tested for reliability and suitability.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Representatives, senior management employees and other office holders may require MAS’ approval prior
to an appointment or assuming an office (see question 2).

In particular, MAS must be notified of the appointment of representatives providing financial advisory
services under the Financial Advisers Act 2001 or carrying out regulated activities under the Securities and
Futures Act 2001 (dealing in capital markets products, advising on corporate finance, fund and REIT
management, product financing, providing credit ratings or custodial services). With some exceptions, they
must be at least 21 years old, satisfy minimum academic qualification requirements, and complete
prescribed modules of the Capital Markets and Financial Advisory Services examinations.

Last updated on 16/04/2024
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€) Switzerland

Author: Simone Wetzstein, Matthias Létscher, Sarah Vettiger
at Walder Wyss

Depending on the status of the employing entity and the position of the financial services employee, a
special certification or, more generally, proof of relevant work experience and sufficient education is
required.

As a general rule, persons holding executive, overall management, oversight or control functions (eg, a
member of the board, CEO, compliance officer, risk officer or their deputies) in regulated companies such
as banks, insurance companies, securities firms, fund management companies, managers of collective
assets or asset managers are required to demonstrate to FINMA that they have sufficient relevant work
experience and education. As proof, FINMA requests current CVs, diplomas, certifications and contact
details of references. The scope and nature of the future business activity and the size and complexity of
the company in question also need to be considered.

Furthermore, client advisers of so-called financial service providers (eg, investment advisers) must have
sufficient expertise on the code of conduct and the necessary expertise required to perform their work.
Client advisors often prove that these requirements have been met by successfully attending special
courses. In addition, insurance intermediaries registered with FINMA'’s insurance intermediary register have
to prove that they have undergone sufficient education and have sufficient qualifications. For this purpose,
FINMA has published a list of different Swiss and foreign educational qualifications deemed to be sufficient
on its website.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

As noted in question 2 -, employees undertaking certain regulated roles must obtain the pre-approval of the
relevant regulatory authority. The regulators in each case will assess the fitness and propriety of the
relevant individual.

Last updated on 24/04/2024

5 United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

See question 2.

All individuals performing an SMF, as classified by the FCA or PRA, will be subject to the SMR. SMFs are
described in the Financial Services and Markets Act 2000 (FSMA) as functions that require the person
performing them to be responsible for managing one or more aspects of a firm’s affairs authorised by the
FSMA, and those aspects involve, or might involve, a risk of serious consequences for the firm or business
or other interests in the UK. As noted, any individual performing an SMF will need to be pre-approved by the
relevant regulator before they can start their role, and thereafter they must be certified as fit and proper by
their firm annually. Applications to the regulator for pre-approval must disclose all matters relating to a
candidate’s fitness and propriety and be accompanied by a statement of responsibilities. Firms must carry
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out a criminal records check as part of the application for approval.

Additionally, employees of firms who are not senior managers but who, because of their role, could still
pose a risk of significant harm to the firm or any of its customers, may be subject to the CR. The
certification functions that place an employee within the ambit of the CR are different under the rules of the
FCA and the PRA but include persons such as those dealing with clients or those subject to qualification
requirements. These employees must be certified by their firm as fit and proper for their roles both at the
outset of their employment and on an annual basis thereafter (certified staff). Firms are not required to
carry out criminal records checks for certified staff, but firms can choose to do so to the extent it is lawful.

The regulators have set out detailed guidance for firms to consider when assessing an individual’s fitness
and propriety. This includes assessing an individual’s honesty, integrity and reputation; competence and
capability; and financial soundness.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

For an individual’s FINRA registration to become effective, they must pass the Securities Industries
Essentials examination. FINRA rules also require registered persons to participate in continuing education
courses. Failure to do so may result in a covered person’s registration being deemed inactive until the
requirement has been satisfied.

California Financing Law requires the licensing and regulation of finance lenders and brokers making and
brokering consumer and commercial loans, unless exempt.

Last updated on 22/01/2023

11. Are there any particular requirements that
employers should implement with respect to the
prevention of wrongdoing, for example, related to
whistleblowing or the prevention of harassment?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

EU Directive 2019/1937 on whistleblowing has been transposed in Belgium by the Act of 28 November
2022. Financial services are included in its material scope (article 2, 1°, b)). In general, companies with
more than 250 employees had to create an internal whistleblowing system by 15 February 2023. For
companies with between 50 and 250 employees, the deadline was 17 December 2023. However, these
thresholds do not count for legal entities who are active in financial services, therefore they needed to
install an internal whistleblowing system no matter their employee count and respect the deadline of 15
February 2023 (article 57, §3). The FSMA will have to verify whether the financial institutions are respecting
their whistleblowing obligations (article 36). Furthermore, persons who report violations relating to financial
services receive better protection and are awarded higher lump sum compensation if they are the victim of
a retaliation measure (six months gross remuneration; article 27, §3).

Regarding the prevention of money laundering, financial institutions were already required to provide a
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procedure to enable their personnel, agents or distributors to report a violation of the legislation, through a
specific, independent and anonymous channel (article 10, Act of 18 September 2017).

The employer must ensure the wellbeing of its employees, which includes the prevention of harassment. If
harassment has occurred, they must provide appropriate support, including remediating measures,
protection against dismissal and investigation by a prevention advisor specialising in psychosocial risks
(Wellbeing Act of 4 August 1996, Wellbeing Code of 28 April 2017). The procedure must be detailed in the
work rules of the financial institutions.

Last updated on 16/04/2024

& Brazil

Author: Caio Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

No specific law determines what employers should implement to prevent wrongdoing. However,
implementing reporting channels and policies to prevent and combat harassment is based on general
corporate governance rules.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

Financial services companies, like any private employer, must implement procedures to prevent
wrongdoing.

Concerning harassment, the Labour and the Penal Codes punish acts constituting moral and sexual
harassment. It is the employer's responsibility, under their safety obligation, to prevent and, if necessary,
deal with any behaviour constituting moral harassment. In this respect, an individual must be appointed by
the social and economic committee to combat sexual harassment and sexist behaviour.

For whistleblowing, following Directive 2019/1937/EU, the system for whistleblowers that already existed in
France was strengthened by Law 2022-401 of 21 March 2022 on the protection of whistleblowers. From
now on, companies with more than 50 employees must internally set up a procedure for collecting and
handling whistleblowers. Without an internal procedure, the whistleblower can go through an external
channel, which presents a risk to the company's reputation.

In addition, following Law 2022-401, the FMA and the French Prudential Supervision and Resolution
Authority have set up special procedures allowing any person to report to them, even anonymously, any
infringement of European legislation, the Monetary and Financial Code or the AMF General Regulation
(articles L. 634-1 to L. 634-4 of the Monetary and Financial Code).

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Employers are generally required under German law, regardless of their industry, to exercise a duty of
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protection regarding their employees. If they become aware of allegations of employee harassment, the
employer must investigate and take appropriate steps to either dispel the suspicion (and protect the
employee incorrectly accused of harassment) or sanction the perpetrator. As such, many employers have a
process or policy in place governing this.

From July 2023, employers must observe the mandatory regulations of the Whistleblower Protection Act,
implementing the EU Whistleblower Directive. This regulation applies automatically to many institutions in
the financial sector, and beyond that to others based on their number of employees (starting with a
headcount of over 50) or by virtue of belonging to the public sector. In corporate groups, multiple
employers can set up a joint office to receive reports and conduct further investigations. Public sector
employers must, in principle, establish an internal reporting office regardless of the number of employees.
In addition, employees will also have the option to report breaches externally. The purpose of the new
legislation is to strengthen the protection of whistleblowers and ensure that they do not face any
disadvantages within the framework of the legal requirements - including, inter alia, where the
whistleblowing concerns matters such as breaches of European law concerning financial services, financial
products and financial markets, as well as the prevention of money laundering and terrorist financing.

An office at the Federal Ministry of Justice will be established as the governing body for the new law. In
addition, the Federal Antitrust Office and BaFin will be responsible for sanctioning certain breaches under
their respective remit (antitrust and financial services, respectively).

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

Anti-money laundering and counter-financing of terrorism

Financial services employees are required to receive training on anti-money laundering and counter-
financing of terrorism. New staff should be required to attend initial training as soon as possible after being
hired or appointed. Apart from the initial training, refresher training should be provided regularly to ensure
that staff are reminded of their responsibilities and are kept informed of new developments (see question
8).

Whistleblowing

There is no single comprehensive whistleblowing legislation to protect whistleblowers in Hong Kong.
However, piecemeal provisions in various ordinances may protect specific whistleblowers for the reporting
of specific offences. For example, the Employment Ordinance provides that an employer shall not
terminate (or threaten to terminate) the employment of, or in any way discriminate against, an employee
because the employee has given evidence or information in any proceedings or inquiry in connection with
the enforcement of the Employment Ordinance, work accidents or breach of work safety legislation.

While it is not legally required, as good practice, employers should consider implementing a whistleblowing
policy to set out, among others, the type of incidents that should be reported and the procedures for filing
the report.

Workplace harassment

Under the Sex Discrimination Ordinance, Disability Discrimination Ordinance and Race Discrimination
Ordinance, any harassment in the workplace based on sex, pregnancy, disability and race (which includes
colour, descent, ethnic or national origins) is unlawful.

As employers are vicariously liable for the wrongful acts of their employees (whether or not the act was
done with the employer’s knowledge or approval), one of the statutory defences is for employers to
establish that they took “reasonably practicable steps” to prevent the wrongful act in the workplace.
Employers should therefore put in place anti-harassment policies and procedures to prevent harassment
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from happening in the workplace and to provide complaint or reporting procedures to handle such
incidents.

Last updated on 22/01/2023

< India

Author: Vikram Shroff
at AZB & Partners

Corporate whistleblowing is still at a nascent stage in India and there isn’t a robust legislative framework
for it. Section 177[1] of the Companies Act 2013, clause 49 on “Corporate Governance” of the Listing
Agreement between a listed entity and a stock exchange and the guidelines issued by RBI under Section
35(A) of the Banking Regulation Act 1949 [2] constitute the corpus of early whistleblower jurisprudence in
India. Publicly listed financial services companies are required to have whistleblowing policies.

In terms of generally applicable laws, the IDA lists “Unfair Labor Practices” that the employer is prohibited
from engaging in. There are certain state-specific laws which reiterate the same. There might also be
sector-specific initiatives. One such example is the “Protected Disclosures Scheme for Private Sector and
Foreign Banks” by the RBI, which cover areas such as corruption, criminal offences, non-compliance with
rules, misuse of office, suspected or actual fraud causing financial and reputational loss and detriment to
the public interest.

When it comes to the prevention of harassment, the general statutes are also applicable to financial sector
organisations. Employers are required to comply with the Sexual Harassment of Women at Workplace
(Prevention, Prohibition and Redress) Act, 2013, by taking reasonable steps to assist affected women
workers. If harassment is coupled with any other issue like caste-based discrimination, then employees may
register complaints through well-established civil or criminal redress mechanisms in the legal system.

[1] Section 177, Companies Act 2013, available at <https://ca2013.com/177-audit-committee/>

[2]Section 35A, Banking Regulation Act 1949, available at
<https://indiankanoon.org/doc/587034/#:~:text=it%20is%20necessary%20t0%20issue,to%20comply%20wit
h%?20such%?20directions>

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes. Concerning the prevention of wrongdoing, RFSPs should implement a written protected
disclosures/whistleblowing policy that explains the secure and confidential internal and external reporting
channels available to workers who wish to report relevant wrongdoings. The anti-retaliation protection
should be explained and workers should understand from the policy how a report of relevant wrongdoing
will be dealt with by the RFSP.

RFSPs should ensure that they have clear, up-to-date and fully compliant policies governing:

e dignity at work (including anti-harassment and anti-bullying measures); and
e grievance and disciplinary policies.

RFSPs should ensure that employees are trained on the RFSP's dignity at work (anti-bullying and
harassment) policies to ensure that the RFSP's values, culture and commitment to preventing harassment
and bullying are clear regarding their rights and obligations.
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Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Yes, from 1 January 2017 financial institutions must have an internal whistleblowing policy in place.
Financial services employees are encouraged to first raise issues with their employer. However, employees
may also raise serious concerns with the IoM FSA if they remain unsatisfied at the end of the employer’s
process.

Under employment legislation, if an employee is dismissed because they have made a “protected
disclosure” (ie, blown the whistle), that dismissal is automatically unfair. Compensatory damages for
whistleblowing are uncapped in the Isle of Man Employment and Equality Tribunal.

While there is no sector-specific guidance on harassment in the workplace, all employers have a legal duty
to ensure that employees are not harassed at work (this would extend to bullying and being subjected to
discrimination). Failure to have and enforce appropriate policies on bullying and harassment is likely to
impair any defence that the employer may raise to a legal claim because it will not be able to show that it
took “all reasonable steps” to prevent such acts.

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzalez Graf
at Marvan, Gonzalez Graf y Gonzdlez Larrazolo

In addition to the obligations previously described, employers and employees are subject to Official
Mexican Rule NOM-035-STPS-2018 Employment Psychological Risks - Identification, Analysis and
Prevention.

The purpose of NOM-035 is to establish the criteria to identify, analyse and prevent psychosocial risks; and
to promote a favourable organisational environment in the workplace.

NOM-035 establishes specific obligations for employers, including:

¢ informing employees about policies to prevent psychosocial risk factors and labour violence, and
promoting a favourable organisational environment;

e identifying and analysing factors of psychosocial risk;

e assessing the organisational environment;

e adopting measures to prevent psychosocial risk and promote a favourable organisational
environment;

e adopting corrective actions when identifying psychosocial risk factors;

e identifying workers that could have been exposed to traumatic events and providing help; and

e keeping records of the analysis and identification of psychosocial risks, evaluations of the
organisational environment, and corrective action.

To prove compliance, employers must adopt the following measures:

e develop a psychosocial risk policy;

e establish a complaints channel to receive and deal with reports of possible practices preventing a
favourable organizational environment and report acts of workplace violence;

e conduct surveys to identify employees that have been exposed to psychosocial risks;

e conduct surveys to identify psychosocial risk factors and potential threats to the organisational
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environment; and
e create intervention programmes with specific actions based on the results obtained.

The Ministry of Labour and Social Welfare is the authority that inspects compliance with these obligations.
NOM-035 does not establish specific sanctions for non-compliance, but inspectors may apply fines derived
from the FLL. Also, employers must regularly carry out evaluations, research and follow-up on complaints.
They must also prepare regular reports on the subject.

These provisions apply to all employers and there are no particular provisions regarding the prevention of
harassment in financial entities.

Last updated on 14/03/2023

= Netherlands

Author: Sjoerd Remers
at Lexence

Financial services companies must create a safe and healthy work environment. Furthermore, financial
services sector companies have a statutory responsibility to protect consumers from unethical,
unprofessional and negligent behaviour and services. In this regard, it is advisable (and common) to
implement an internal code of conduct.

Under Dutch law, financial services companies must set up an internal reporting procedure (with specific
requirements) where suspected misconduct can be reported.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

MAS’ Guidelines on Individual Accountability and Conduct provide that appropriate policies, systems and
processes should be put in place to enforce expected conduct, including transparent investigation and
disciplinary procedures, formal whistleblowing programmes, and a process for the reporting and escalation
of issues to senior management on any issues related to employee conduct. Anti-workplace discrimination
legislation is also expected in 2024.

Last updated on 16/04/2024

€) Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

There are no specific whistleblowing laws in Switzerland, but employees have a right to report grievances
and misconduct to their employer, provided that they do not commit a breach of a fiduciary duty or cause
damage (eg, malicious false reports).

However, employees must also report material facts or incidents of misconduct and the misconduct of
other employees discovered in the course of their work to their employer under the employee's duty of
loyalty.

On the other hand, an employee’s duty of loyalty and, in particular, an employee’s statutory duty of
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confidentiality flowing from it may also give rise to a duty to not report.

Based on the current legal situation, there may be a conflict between an employee’s need to report
grievances (internally or externally) and a possible duty to not report with regard to an external report. An
attempt to resolve this conflict through legislation has failed, and a new attempt to introduce
whistleblowing legislation in Switzerland is not expected anytime soon.

Concerning whistleblowing by employees to a public authority or even to the public, employees are
regularly prevented from doing so by confidentiality obligations under criminal law. Any justification for
such a disclosure will usually only be examined in the context of a criminal investigation against the
employee.

However, larger companies have taken measures and set up certain processes to uncover and prevent
wrongdoing without having to do so under mandatory laws. For instance, companies have implemented
internal or external reporting offices.

When it comes to harassment, an employer is explicitly required to protect employees from sexual
harassment (prevention) and to protect any victims from further disadvantages (active protection).
According to the Gender Equality Act, victims of sexual harassment may be awarded compensation of up to
six months' wages by the courts, in addition to damages and restitution, unless the employer can prove
that they have "taken all measures that are necessary and appropriate according to experience to prevent
sexual harassment and that they can reasonably be expected to take”. Employers are therefore advised to
actively address the issue of sexual harassment (as well as general discrimination and bullying) in the
workplace and include it in their regulations or directives.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

Whistleblowing

In the DIFC, whistleblowing is addressed both by the DFSA, who introduced its regulatory regime for
whistleblowing in 2022 through amendment to its Regulatory Law 2004, as well as the more general
obligations contained in the Operating Law of the DIFC Authority.

Under the Regulatory Law, any person who makes a qualifying disclosure to a specified person is entitled to
protection under the law. Similar provisions are contained in the Operating Law.

The disclosure may be made internally within the company, for example, to a director, officer or any person
in a management position of the relevant company, or any person designated by that company to receive
the disclosure of such information; or externally, for example, to the Registrar, Financial Services Regulator,
Office of Data Protection, or criminal law enforcement agency in the UAE.

The qualifying disclosure must relate to the disclosure of information made in good faith, that relates to a
reasonable suspicion that a regulated entity, or any of its employees or officers, has or may have,
contravened a provision of legislation administered by the DFSA, or has engaged in money laundering,
fraud, or other financial crime.

A person making a protected disclosure shall not be subject to any civil or contractual liability for making
the disclosure, nor shall they be dismissed or otherwise suffer a detriment or disadvantage in connection
with making the disclosure.

The corresponding DFSA module sets out the DFSA’s expectations that companies should implement
appropriate written policies in order to facilitate the reporting of any regulatory concerns by whistleblowers,
and to assess, and, where appropriate, escalate regulatory concerns reported to it.
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The ADGM published Guiding Principles on Whistleblowing in December 2022, which whilst non-binding,
were designed to assist entities and individuals in the ADGM in establishing whistleblowing frameworks and
ensure that potential whistleblowers were encouraged to speak up and were fairly treated when they did
so. In March 2024, the ADGM announced a public consultation on proposals for a whistleblowing
framework, which will lead to the introduction of Whistleblower Protections Regulations and amendments to
the Employment Regulations.

Harassment

Harassment is not dealt with in the regulatory framework outlined above, but is contained in the applicable
employment legislation.

Last updated on 24/04/2024

=& United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

Whistleblowing

In addition to the requirements of the SM&CR outlined above which relate to the prevention of wrongdoing
(including the Conduct Rules, fitness and propriety assessments, Senior Managers’ Duty of Responsibility,
the certification and approvals processes and associated training requirements), the PRA and the FCA
maintain rules on whistleblowing. These are intended to encourage whistleblowers to come forward to
report wrongdoing and protect them from retaliation when they do.

For certain types of SM&CR firms, the rules mandate measures that employers must implement, for others
they provide guidance on measures to consider.

The key measures are as follows:

e Whistleblowers’ champion - a non-executive director and senior manager with responsibility for
whistleblowing compliance within the firm, including oversight of internal policies and procedures and
certain reporting requirements.

e Whistleblowing channel - a system which allows whistleblowers to report concerns confidentially and
anonymously, and which allows such concerns to be assessed, addressed, and escalated where
appropriate.

¢ Notification regarding external whistleblowing channels - that is, making staff aware of their right to
report matters directly to the PRA and FCA and explaining how they can do so.

e Whistleblowing training - this must cover arrangements on whistleblowing within the firm and be
provided (and tailored) to employees based in the UK, their managers, and employees responsible for
operating the firm’s whistleblowing arrangements.

Prevention of harassment

Harassment and related unacceptable workplace behaviours (such as bullying and discrimination) are not
specifically addressed in the SM&CR rules on individual accountability. However, it is clear from regulators’
public statements that the culture of firms (in its broadest sense) is central to their approach. Having a
healthy firm culture is seen as critical to consumer protection and well-functioning markets, and firms with
healthy cultures are considered to be less prone to misconduct.

Firms that are subject to the SM&CR need to be alive to the possibility that instances of harassment and
other non-financial misconduct could amount to breaches of the individual accountability regime or trigger
certain requirements under it, such as a requirement to investigate, reassess an individual’s fithess and
propriety, or notify certain matters to the regulators. The same could apply to any failure by relevant staff
to investigate and deal appropriately with allegations of this kind, such as a senior manager who turns a
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blind eye to reports of sexual harassment or workplace bullying. While there have been relatively few
instances of non-financial misconduct resulting in an enforcement action to date, this is likely to become an
emerging trend.

Last updated on 22/01/2023

£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

Whistleblowing in the United States is governed by two main statutory sources, the Sarbanes-Oxley Act
(SOX) and the Dodd-Frank Act (Dodd-Frank).

SOX protects whistleblowers who report violations of securities laws to:

o federal regulatory bodies or law enforcement;
e members of Congress or congressional committees; or
e supervisors or persons authorised by the employer to investigate, discover, or terminate misconduct.

Dodd-Frank generally only protects whistleblowers who report violations of the securities or commodities
laws to the SEC or CFTC. However, it also prohibits employers from discriminating against financial services
employees for objecting or refusing to participate in any activity that would be a violation of securities law
(note that Dodd-Frank prohibits mandatory arbitration of retaliation claims under the Act).

Whistleblowers in the banking industry are also protected under both federal and applicable state laws for
reporting violations of banking law to the US Department of Justice.

Under Dodd-Frank and banking laws, employees may be offered a bounty for whistleblowing activities that
results in successful enforcement actions.

Employment Discrimination and Sexual Harassment Claims are not subject to mandatory FINRA arbitration,
though the claims may be arbitrated if all parties agree.

Californian employers with at least five employees globally must implement policies and provide training on
the prohibition of harassment, discrimination, and retaliation in the workplace.

Last updated on 22/01/2023
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