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02. Are there particular pre-screening measures that
need to be taken when engaging a financial services
employee? Does this vary depending on seniority or
type of role? In particular, is there any form of
regulator-specified reference that has to be provided
by previous employers in the financial services
industry?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

Members of management should at all times be of good repute and possess sufficient knowledge, skills and
experience to perform their duties (article 91, Directive 2013/36/EU; and article 9, Directive 2014/65/EU).

Anyone in an executive position (i.e. members of the legal administrative body, the effective management
and independent controllers) at a financial institution must exclusively be natural persons and must at all
times have the necessary professional standing and expertise to perform their duties (article 19, Act of 25
April 2014). Since 2023, it is specified that “in particular, these persons must demonstrate honesty,
integrity and independence of mind which, in the case of members of the legal administrative body, enable
them to effectively evaluate and, if necessary, question the decisions of the actual management and to
ensure the effective supervision and monitoring of the management decisions taken” (Art. 19, Act of 25
April 2014).

In addition, they must not have been convicted of any of the offences listed in article 20 of the Act of 25
April 2014. This concerns convictions with a professional ban and violations of financial legislation,
company codes and insurance law.

The NBB will verify that these persons meet the conditions listed above. Forms for a new appointment,
additional elements during the employment, termination of an appointment or renewal of an appointment
are available on the NBB website (www.nbb.be). These forms require information mainly regarding
education, past financial services experience, training, any criminal or administrative or civil proceedings or
investigations, disciplinary decisions, bankruptcy, insolvency, potential conflicts of interest, and time
commitments for the new appointment.
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The NBB will assess the ability of the person based on five criteria:

e expertise, covering knowledge, experience and skills;

e professional repute;

e independence of mind;

e time commitment; and

e collective suitability for the board (ie, to verify whether the expertise within the said body is
sufficiently guaranteed, given the person’s knowledge, experience and skills (NBB Fit & Proper
Handbook of 22 December 2022, 2:26, p. 16)).

Concerning "N-1" effective managers (managers who exercise direct and decisive influence over the
management of the institution, but who are not members of the management committee) other than
branch managers, the supervisory authority does not have to authorise them (NBB Fit & Proper Handbook
of 22 December 2022, 2:9, p. 14). This does not mean that these persons must not have the required
expertise and professional reputation, but only that the NBB will not conduct an assessment.

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

The law does not require specific procedures or measures before hiring. However, depending on the
activities the employee performs, specific certification may be necessary.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

In the financial services sector, candidates must comply with standard recruitment practices, but also with
suitability, requirements and, for certain positions, with supervision by the ACPR or the European Central
Bank (ECB).

Traditionally, employees in the financial services sector are required to provide the usual documents
requested when applying for a job: a cover letter and a curriculum vitae. This is especially important
because, as we will see, access to certain positions is conditional. For example, investment advisors must
provide proof of either a national diploma attesting to three years of study, or training, or professional
experience in the field.

Also, due to the very nature of the financial services business, employees of companies in the sector are
required to be honourable.

The Monetary and Financial Code provides that certain operational activities in the financial services
sector, such as being a managing director, are barred in the event of a felony conviction, a prison sentence
of at least six months with a suspended sentence in connection with the financial world, or a management
ban (article L. 500-1 of the Monetary and Financial Code). For this reason, the criminal record of a
concerned candidate is generally requested at the time of hiring.

In addition, the appointment or renewal of a senior executive of a credit institution, a finance company, an
investment firm other than a portfolio management company, a payment institution or an electronic money
institution must be ratified by the ACPR, and by the ECB in the case of major credit institutions. Validation
of the appointment or renewal is based on good reputation and competence, which is assessed based on
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five criteria: experience, reputation, absence of conflicts of interest and independence of mind, availability,
and collective ability.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Different notification procedures exist before employees may take up their roles.

Investment firms may only entrust employees to provide investment advice if they are knowledgeable and
have demonstrated the required reliability - as evidenced, inter alia, by not having a relevant and unspent
prior criminal record. Furthermore, such employees’ identities must be disclosed to BaFin before they
commence their activities. The active registration of employees is intended to impart upon employers the
significance of employee selection and responsibility for their decisions.

Representatives of regulated entities of the financial services sector (typically, members of management)
must be approved by BaFin before they can take up their role (colloquially known as BaFin’s “driver’s
licence”). To obtain approval, a request must be filed with BaFin, showing the experience and suitability of
the candidate for the role. Depending on the financial services delivered by the company, information that
must be filed include the following:

a CV (including information on professional training, career, and references);

e information on reliability (a form or summary to be completed by the manager, including, for example,
mandatory declarations on prior criminal or administrative offences);

e a "certificate of good conduct for submission to an authority", a "European certificate of good conduct
for submission to an authority", or "corresponding documents" from abroad (depending on the
countries of residence in the last 10 years);

e an extract from the central commercial register;

e an overview of other mandates as a managing director or in administrative and supervisory bodies;
and

¢ information about the manager’s ability to dedicate sufficient time to the role.

Non-management employees responsible for specific key functions at an insurance provider are subject to
a similar notification process. Further, financial services employers must perform a risk analysis under the
Anti-Money Laundering Act and take internal security measures, which also includes assessing the
reliability of employees.

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

There are no particular pre-screening measures specified by the financial regulators in Hong Kong.
Nevertheless, financial institutions would generally conduct background checks on prospective employees
(especially those taking on senior positions) to ensure they comply with the “fit and proper” requirements
of the financial regulators.

There is no particular form of regulator-specified reference to be provided by previous employers in the
financial services industry. Nevertheless, the SFC has specified disclosure obligations for licensed
corporations in respect of outgoing employees who were subject to internal investigations (see question
10).
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< India

Author: Vikram Shroff
at AZB & Partners

The pre-screening measures, when employing a financial service employee, are carried out in compliance
with the frameworks laid down by the respective industry regulators. For instance, the Reserve Bank of
India (RBI), the central banking sector regulator in India, periodically issues certain guidelines for banking
and non-banking employers to conduct mandatory employee background checks. These regulators also
recognise certain “Self-Regulatory Organisations” (SROs), who then play the primary role in conducting
grassroots verifications. SROs conduct character and antecedent verification of employees registered with
them as per the standards set by the regulator. Strict police verification of at least the last two addresses is
usually mandated and verifications are periodically updated and shared on a common database at an
industry level. For instance, the Finance Industry Development Council is an SRO of Non-Banking Finance
Companies (NBFCs) and is registered with the RBI.

A financial services employer should be sensitive to the data being used for pre-screening measures as
India protects individual privacy. Hence, both the employer and the service provider engaged by the
employer should obtain prior consent from the prospective employee before pre-screening. If the pre-
screening measures include the collection of “sensitive personal data information[1]”, then an employer
must seek the individual's consent, which would also help mitigate risks for any claims concerning the
invasion of an employee’s privacy. Employers should ideally ensure that pre-screening is complete before
the employee is hired. A comprehensive pre-screening will include verification of educational qualifications,
checks with past employers, verification of residential addresses, police records, and passport status.
Usually, with seniority of the role, checks with past employers happen more rigorously, while for entry-level
employees, checks with academic institutions about educational qualifications may be done more
rigorously. Similar standards must be met by contract employees empanelled by the service providers.

There is no regulator-specified reference that must be provided by previous employers in the financial
services industry. However, in practice, most public sector banks (eg, Bank of India) and many central
public sector undertakings in financial services (eg, Life Insurance Corporation of India (LIC)), as per their
selection or onboarding protocols, require at least two “Character Certificates”, one of which should be
from the head of the educational institution last attended or the present employer and the other should be
from gazetted officers[2] or bank officers, without any familial ties to the employee.

[1] Information Technology Act, 2000 & Information Technology (Reasonable Security Practices and
Procedures and Sensitive Personal Data or Information) Rules 2011.

[2] A ‘gazetted officer’ is a high rank government official working as an officer for the government of India
or any state government whose name and credentials are published in the Gazette of India.

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

RFSPs must satisfy themselves that all CF and PCF candidates or employees comply with the F&P
Standards. Pre-employment due diligence must be performed, including asking the candidate to certify they
will comply with the F&P Standards and notify the RFSP immediately of any change in circumstance that
may mean they no longer comply. Employers must continue to ensure that in scope employees comply
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with the F&P Standards and must complete an annual declaration to this effect. This means that due
diligence must continue throughout the employment relationship and not just at the recruitment stage.

Candidates for PCF roles must complete an online individual questionnaire, which is submitted to the CBI in
advance of appointment to the role through the Central Bank portal. The CBI must grant its approval for the
PCF appointment before a candidate can take up the role. Any PCF offer of employment must be conditional
on that approval being obtained. The CBI may request applicants attend an interview as part of the
approval process.

Employers should take all reasonable steps to secure references from previous employers in order to due
diligence the candidate's compliance with the F&P Standards and their suitability for the role. However, an
employer is not obliged to issue a reference in respect of a former employee which means that a
prospective employer may not be able to secure a reference from a previous employer. The CBI does not
oblige employers to either issue or obtain a reference as part of screening checks, however employers must
make good efforts to do so.

There are material obstacles from a data privacy and practical perspective to employers conducting
criminal background checks in relation to prospective employees. Data relating to criminal convictions is
special category data under the GDPR. Employers would need to satisfy both Article 6 and Article 9
requirements under the GDPR to justify the processing of this data. In terms of Article 9, this means
employers would need to show reasons of substantial public interest or that they are carrying out their
legal obligations in processing the data. In terms of Article 6 the employer will need to show that the
processing is necessary to comply with a legal obligation to which the employer is subject or the processing
is necessary for the employer's legitimate interests for example to ensure the suitability and honesty of its
employees and to protect its reputation. Employers are also prevented from asking candidates about
"spent convictions" which are usually minor criminal offences dating back over seven years.

Pre-employment medical checks must also have a clear legal basis justifying the processing of an
employee's medical and health information.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

There is a general obligation on employers in the Isle of Man to undertake legal working checks to ensure
that the prospective employee has the right to work lawfully in the Isle of Man.

In addition, financial institutions must take reasonable steps to ensure that individuals who perform any
regulated activity in the course of their employment, or under any contract with the financial institution, are
fit and proper for the tasks they perform, by providing adequate training and supervision and (where
necessary) undertaking additional checks. Where the financial institution wishes to employ an individual in
a Controlled Function, the financial institution must carry out sufficient due diligence to satisfy itself that
the candidate is fit and proper to perform the proposed functions.

There are two types of Controlled Functions, those that require notification to, and acceptance by, the IoM
FSA and those that require notification only. In either case, the financial institution is required to notify the
IoM FSA of the appointment or intended appointment of certain key roles at least 20 business days before
the appointment takes effect. Where the Controlled Function also requires acceptance, the financial
institution will require the 1oM FSA’s consent to the appointment of a prospective candidate to a particular
role. It is recommended that job offers in such circumstances are made subject to the written acceptance of
the loM FSA.

While the loM FSA does not specify any particular pre-screening measures, it provides guidance on the
nature of the expected due diligence that it would expect a financial institution to carry out, particularly
where the individual will be undertaking a key role. Such due diligence includes carrying out a professional
body check (ie, any memberships held and if disciplinary action has been taken), capacity check[1],
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criminal record check, credit check and website checks. The financial institution should also consider the
individual’s qualifications, training and competency.

The IoM FSA may ask for evidence of the due diligence carried out by the financial institution at any time,
either remotely or during a supervisory visit.

The loM FSA recommends financial institutions request a reference from the prospective candidate’s
current employer and previous employers covering, as a minimum, the past ten years of employment.

[1] For instance, does the individual have enough time to devote to the role when considering other roles
held with the regulated entity and other roles held elsewhere?

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzalez Graf
at Marvan, Gonzalez Graf y Gonzdlez Larrazolo

For employees with general positions, there are no pre-screening measures. Under article 1 of the
Constitution and article 21 of the FLL, discrimination is prohibited. Furthermore, article 21 of the FLL
establishes that distinctions will not be deemed discriminatory if certain qualifications are required for
certain work. Specifically, if there is no legal ground or work-related justification to request criminal records
for a determined position, conditioning the position on that information may be deemed discriminatory.

For example, financial entities must include a list of the expected members of the board of directors,
general manager, and main officers, including their respective professional and academic backgrounds, in
the filing to obtain authorisation of the CNBV (except insurance and bond institutions) to start operations.
These positions require certain special requirements, and thus financial entities must verify - by prior
appointment and thereafter, at least every year - that general managers and officers:

¢ have a standing reputation;

¢ have expertise in legal, financial and management matters;
e have a satisfactory credit record and credit eligibility;

e are residents in Mexico (for credit entities); and

e have no other legal impediment (see below).

All financial entities must guarantee that high-level employees are capable, experienced and not subject to
any procedure involving conduct contrary to financial stability or compliance with business or financial
business standards. General managers and officers in controlling entities and auxiliary credit organisations,
and in exchange bureaus and brokerage houses, and general managers in insurance and bonding
institutions must have at least five years’ experience at a high decision-making level that required financial
and management expertise.

Also, these individuals must not have any of the following legal impediments:

e a pending dispute with the financial entity or any other financial entities in the group;

e a conviction for a wilful economic crime;

a disqualification from owning a business, public service positions or the Mexican financial system;

declared bankruptcy or insolvency;

e carried out regulation, inspection, and monitoring of the financial entity or any other financial entities
in the group; or

e participated in the board of directors of the financial entities.

Additionally, for exchange bureaus and brokerage houses, such individuals must not have been an external
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auditor of the exchange bureau or related entity in the 12 months before their appointment.
Specifically, in credit organisations, general managers and officers must not:

e be a partner or have a position within entities or associations that render services to the entity or its
related entities;

e be a client, provider, debtor, creditor, partner, member of the board of directors or employee of an
entity that is a client or provider (whose services or sales represent more than 10% of the client’s
services or sales), or a debtor or creditor (of which the debt is higher than 15% of the assets);

e be an employee of a foundation, association or civil society that receive important contributions from
the entity (which represent more than 15% of the total contributions received by such entities in a
fiscal year).

e be a general manager, officer, or employee of another entity that is part of the financial group;

* be a spouse or domestic partner of any individual mentioned above, or be in a cohabiting relationship
with them; or

e carry out regulation duties of credit organisations and exchange bureaus.

Financial entities must inform the CNBV, CNSF, or CONSAR, as applicable, of general managers’ and
officers’ appointments, resignations or removals, within five business days of such events. Meanwhile,
controlling entities, brokerage houses, surety deposit institutions and compensation chambers must inform
the CNBV, CNSF, or CONSAR within 10 days of the same.

There are also limits to employees participating in the board of directors of these companies. Only the
general manager and officers two levels below may be members, and no other employees may occupy
these positions.

According to the Insurance and Bonds Regulations, officers and employees of credit institutions, insurance
institutions, bond institutions, brokerage houses, stock market specialists, auxiliary credit organisations,
investment companies, operating companies of investment companies, exchange houses, financial
commissioners, retirement fund managers, specialised investment companies of retirement funds, and
controlling companies with 10% or more of representative shares of such companies will not be authorised
to act as insurance or bond agents.

Last updated on 14/03/2023

< Netherlands

Author: Sjoerd Remers
at Lexence

Under Dutch law, all financial services sector companies must make substantiated assessments on the
reliability and integrity of candidates to be appointed in integrity-sensitive positions. However, in practice,
almost all financial services sector companies have made a pre-employment screening mandatory for all
candidates (for any position).

The exact pre-screening process differs per financial service industry and company. In general, the
following components are part of the pre-screening process: proof of identity; insolvency check; highest
level of education; work experience (reference check); certificate of conduct (VOG, see question 3); and an
integrity questionnaire.

Reference checks that go back five years are common in the financial services sector.

Last updated on 16/04/2024

Singapore
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Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Pre-screening measures are only required if the FI employee is going to be involved in the provision of
financial services (or other MAS-regulated activities).

Such employees need to pass a fit-and-proper assessment, referring to the MAS Guidelines on Fit and
Proper Criteria. Criteria to be considered include the employee’s honesty, integrity and reputation;
competence and capability; and financial soundness.

In considering the employee’s honesty, integrity and reputation, relevant factors include whether the
employee has been the subject of proceedings or investigations (whether criminal or disciplinary) or has
been dismissed or asked to resign. MAS’ Circular CMI 01/2011 also sets out MAS’ expectations on due
diligence checks, declarations and documentation concerning employees who are expected to be
representatives of specific FIs. Among other things, this entails conducting reference checks with the
previous employers of the FI's proposed employees.

In December 2023, MAS issued its response to a May 2021 consultation paper which sought to address
issues arising from the recycling of “bad apples” through Fls. In doing so, the MAS noted it will proceed with
its proposal to impose mandatory requirements to conduct and respond to reference checks. The
anticipated reference check regime will apply to specific groups of employees, with the information to be
addressed in reference checks standarised. The MAS will look to consult on the relevant draft notices in this
respect in due course, and this will bear watching.

For more senior roles (eg, senior managers, material risk personnel, directors, committee members,
chairpersons and key executives), FIs are expected to ensure that they are fit and proper for their roles.
MAS’ prior approval may also have to be obtained or notices may have to be made, depending on the
licence, registration and role sought. Fls in these sectors are expected to conduct more rigorous checks
before seeking MAS’ approval or submitting a notice, with a greater emphasis on considering
circumstances that may give rise to a conflict of interest.

Last updated on 16/04/2024

€) Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

Under Swiss civil law, there is no requirement to apply pre-screening measures. However, while not a
statutory requirement under Swiss financial market laws per se, companies subject to these laws apply pre-
screening measures to ensure that a prospective financial services employee meets the requirements set
forth by these laws. In particular, regulated companies such as banks, securities firms, insurance
companies, fund management companies, managers of collective investment schemes and asset managers
are required to obtain authorisation from the Swiss Financial Market Supervisory Authority (FINMA) relating
to strategic and executive management and each change thereto.

As a general rule, the higher the responsibility or position of a person, the more requirements financial
services employees may need to fulfil. Persons holding executive or overall management functions (eg, a
member of the board or members of the senior management) are required to fulfil certain requirements set
forth by the applicable Swiss financial market regulations. Such requirements may include providing current
CVs showing relevant work experience and education as well as excerpts from the debt and criminal
register. It may also include providing various declarations (eg, concerning pending and concluded
proceedings, qualified participations and other mandates). Furthermore, financial services employees
holding certain control functions (eg, compliance officer, risk officer and their deputies) may also be
required to prove that they are suitable for the position by providing, for example, a current CV showing
relevant work experience and education.

Last updated on 16/04/2024
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€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

In the DIFC, an individual who performs a “licensed function” must be approved in advance by the DFSA.
The roles which fall within the meaning of an authorised person for the DFSA includes someone appointed
as:

e the Senior Executive Officer, who has ultimate responsibility for the day-to- day management,
supervision and control of one or more (or all) of an authorised firm’s financial services carried on, in
or from the DIFC;

¢ the Finance Officer;

e Compliance Officer;, and

e Money Laundering Reporting Officer.

Where a firm proposes to appoint an authorised individual, an application to the DFSA must be made in
advance; the DFSA will make an assessment of the individual in order to satisfy itself that they are fit and
proper to be an authorised individual. The Regulator will consider the individual’s integrity, competence
and capability, financial soundness, their proposed role, and any other relevant matters. That individual
may not be considered as fit and proper where they have been declared bankrupt, convicted for a serious
criminal offence, or incapable - through mental or physical incapacity - of managing their affairs.

In the ADGM, an individual who performs a “controlled function” must be approved in advance by the
ADGM. A controlled function includes someone appointed as the Senior Executive Officer, Finance Officer,
Compliance Officer, and Money Laundering Reporting Officer.

Where a firm proposes to appoint someone in a controlled function, an application to the ADGM must be
made in advance, The ADGM will make an assessment of that individual in order to satisfy itself that they
are fit and proper to be an approved individual. The Regulator will consider the individual’s integrity,
competence and capability, financial soundness, their proposed role and any other relevant matters. That
individual may not be considered as fit and proper where they have been declared bankrupt, convicted for
a serious criminal offence, or incapable - through mental or physical incapacity - of managing their affairs.

Last updated on 24/04/2024

5 United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

For employees subject to the SMR, anyone performing an SMF must be pre-approved by the relevant
regulator before they can start their role. Generally, firms that wish to employ a senior manager must first
carry out sufficient due diligence to satisfy themselves that the candidate is a fit and proper person to
perform their proposed functions. In this regard, firms must consider the individual’'s qualifications, training,
competency and personal characteristics. The firm must also carry out a criminal records check. They may
then apply to the relevant regulator for that candidate’s pre-approval. In the firm’s application, all matters
relating to the candidate’s fitness and propriety must be disclosed. The firm must also enclose a statement
of that individual’s proposed responsibilities and (depending on the firm) the latest version of the firm’s
management responsibilities map.

For employees subject to the CR, before the appointment and annually thereafter, these employees must
be certified by the employing SM&CR firm as being fit and proper. Certification does not involve pre-
approval by the FCA or PRA.


https://www.internationalemploymentlawyer.com/profiles/rebecca-ford
https://www.internationalemploymentlawyer.com/profiles/louise-skinner
https://www.internationalemploymentlawyer.com/profiles/thomas-twitchett
https://www.internationalemploymentlawyer.com/profiles/oliver-gregory

Additionally, firms must comply with the regulatory reference rules for all candidates subject to either the
SMR or CR before their employment. These rules require employing firms to request a regulatory reference
from all previous employers covering the past six years of employment. Information must be shared
between regulated firms using a particular template, which includes information relevant to assessing
whether a candidate is fit and proper. Firms are also expected to retain records of disciplinary and fit and
proper findings going back six years for their employees (or longer for findings of gross misconduct), and
they must update regulatory references that they have previously given where new significant information
comes to light that would impact the content of a previously given regulatory reference.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

In addition to the standard hiring measures that must be taken when engaging an employee, several
additional steps must be taken when engaging financial services employees in the United States. Generally,
financial services employees must pass certain screening and disclosure steps, including:

e background checks;
e criminal background disclosures; and
e fingerprinting.

Broker-dealers and investment advisors must register with FINRA (see below).
Background checks

FINRA-regulated entities must investigate each person they plan to register with FINRA to ensure that they
meet FINRA Form U4 requirements regarding that person’s history of formal charges and indictments.

If the applicant has previously registered with FINRA, broker-dealers must also review an applicant’s most
recent Form U5 or be able to demonstrate to FINRA that it has made reasonable efforts to review Form U5
but has been unable to do so. If the applicant has previously registered with a CFTC-registered firm, the
broker-dealer must review CFTC Form 8-T.

Bank employees must undergo a background check. Certain criminal conduct may statutorily disqualify an
applicant from employment. For example, federal law prohibits any person convicted of a criminal offence
involving dishonesty or breach of trust (or who has entered into a pre-trial diversion or similar programme
regarding such an offence) from serving as a director, officer, or employee of an FDIC-insured bank without
the FDIC's consent. Banks must conduct reasonable inquiries into an applicant’s background to avoid hiring
persons barred from employment by this law. Banks may be protected from claims of disparate impact
(under state “ban-the-box” laws) when terminating or withdrawing offers from disqualified employees
under this law. Both California and New York explicitly provide such carve-outs. However, these are
position-specific rather than employer-specific, and employees with positions not subject to FINRA or other
statutorily required background checks or disqualifiers based on criminal history may still be subject to
state or local “fair chance” or ban-the-box laws. Therefore, as a best practice, non-bank financial services
employers should avoid relying on these exceptions for all of their employees. Relatedly, the FDIC does not
consider “de minimus” criminal violations disqualifying, including minor offences by young adults, bad
cheques for less than $1,000 and simple theft of less than $500.

Fingerprinting

Entities covered by the SEC are also subject to fingerprinting requirements. Every member of a national
securities exchange, broker, dealer, registered transfer agent, registered clearing agency, registered
securities information processor, national securities exchange, and national securities association must
ensure that each of its partners, directors, officers, and employees are fingerprinted and must submit such
fingerprints, or cause the same to be submitted, to the Attorney General of the United States for
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identification and appropriate processing. Employees who will not be selling, keeping, or handling securities
or supervising those who do are exempt from this requirement.

While New York generally prohibits fingerprinting, there is an exception where, as here, fingerprinting is
statutorily required.

California Financing Law requires fingerprinting for certain individuals seeking to license in California.

Please note, during the COVID-19 epidemic, the SEC temporarily paused the fingerprinting requirements.
This pause was lifted in September 2022.

Last updated on 22/01/2023

04. Do any categories of employee need to have
special certification in order to undertake duties for
financial services employers? If so, what are the
requirements that apply?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

Anyone in an executive position (i.e. members of the legal administrative body, the effective management
and independent controllers) at a financial institution must, at all times, have the necessary professional
standing and expertise to perform their duties.

This will be assessed by the NBB through standard forms to complete if there is a new appointment, new
elements during employment, termination of appointment or renewal of appointment.

"N-1" effective managers must meet the same criteria, but authorisation by the NBB is not necessary (see
question 2).

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

Yes, special certification is required for financial services employers to undertake their duties.

The CPA-10 (ANBIMA Series 10 Professional Certification) is designed for professionals who distribute
investment products for retail in bank branches or service platforms.

The CPA-20 (ANBIMA Series 20 Professional Certification) is for professionals who distribute investment
products to clients in the high-income retail, private, corporate, and institutional investor segments in bank
branches or on service platforms.

The CEA (ANBIMA Certification of Investment Specialists) is a certification that qualifies financial market
professionals to act as investment specialists. These specialists can recommend investment products to
clients in different segments and advise account managers.
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The CFG (ANBIMA Certification of Fundamentals in Management) is for certified professionals who know the
sector's technical basis, which is an advantage for occupying various positions in asset-management
companies.

The CGA (ANBIMA Manager Certification) qualifies professionals to work with the management of third-
party resources in fixed-income investment funds, shares, foreign exchange, multimarket, managed
portfolios, and index funds.

The CGE (ANBIMA Manager Certification for Structured Funds) qualifies professionals to work with third-
party resource management in the structured products industry.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

Since 1 July 2010, the FMA General Regulation requires investment services providers to pass an
examination to ensure that certain employees have a minimum knowledge base in the field.

This applies to salespersons, managers, financial instrument clearing managers, post-trade managers,
financial analysts, financial instruments traders, compliance and internal control officers, and investment
services compliance officers.

Since 1 January 2020, the following must also obtain certification: natural persons acting as a financial
investment advisor; natural persons with the power to manage the legal person authorised as a financial
investment advisor; and persons employed to provide investment advice by the legal person authorised as
a financial investment advisor.

FMA certification must be obtained within a maximum of six months of the beginning of that person’s
employment with an investment services provider. Certification is issued by FMA-certified organisations.

People already in practice before 1 July 2010 are exempt from this certification. This is known as a
grandfather clause.

In addition to this minimum knowledge requirement, certain professionals are subject to an assessment of
their knowledge and skills. This applies to natural persons who provide not only information but also
financial advice, and generally takes the form of an annual evaluation interview.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Taking on certain tasks requires prior proof of competence, which varies depending on the financial
services sector and the role. As an example, investment services must notify BaFin of investment advisors,
sales representatives, and compliance officers, who in each case must be knowledgeable and reliable, and
whose expertise must be reviewed at least annually (section 87, WpHG and the corresponding Employee
Notification Ordinance). Institutions must deliver proof of professional suitability (ie, sufficient theoretical
and practical knowledge of the relevant business and management experience) and reliability for certain
key employees, managing directors, and members of the supervisory or administrative board (sections 25c
paragraph 1 and 25d paragraph 1 KWG, sections 20 and 21 WpIG).

Last updated on 16/04/2024
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Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

SFC

The “Guidelines on Competence” published by the SFC lists the necessary qualifications for employees
carrying on regulated activities. For academic qualifications, employees should attain at least Level 2 in
either English or Chinese as well as in Mathematics in the Hong Kong Diploma of Secondary Education or
equivalent. In addition, employees are expected to obtain recognised industry qualifications and pass the
local regulatory framework paper. For responsible officers (ROs), the SFC requires higher levels of
educational qualifications and experience.

1A

The “Guideline on ‘Fit and Proper’ Criteria for Licensed Insurance Intermediaries Under the Insurance
Ordinance” published by the IA sets out the education requirements for licenced employees under the 10.
Higher levels of educational qualifications are required for responsible officers.

Last updated on 22/01/2023

< India

Author: Vikram Shroff
at AZB & Partners

The recruitment of financial services employees for public-sector enterprises may be done through
competitive scores secured through multi-level tests held for generalist and specialist posts. For instance,
the Institute of Banking Personnel Selection conducts tests for selection for public sector banks; and the
Securities and Exchange Board of India (SEBI), LIC, etc, hold similar tests for their recruitment.

In terms of industry practice, eligibility to appear at the preliminary levels or the final interview stages of
the above tests may sometimes require certain specific certifications (eg, computer certifications for
clerical posts in the banking sector. These certifications are prescribed by industry regulators and are
actioned by industry collectives. For instance, the RBI[1] has made it mandatory for all banking and non-
banking financial institutions to obtain certification for their employees. Industry collective the Indian
Banking Association provides such certifications in specific areas like treasury operations, risk
management, accounting and credit management. Along with this, further certifications may also be
required for Anti-Money Laundering (AML), Know Your Customer (KYC), compliance with foreign exchange
regulations, awareness of legal aspects of cyber security, etc.[2]

Similarly, the National Institute of Securities Markets (NISM), an institute promoted by SEBI, accredits
institutions that coach and certify wealth management advisors. NISM-accredited qualifications are
compulsory for wealth managers in the capital market segment. Also, the Indian Institute of Banking and
Finance (IIBF) gives certification for Debt Recovery Agents based on RBI guidelines. Various collectives like
the Fixed Income Money Market and Derivatives Association of India, Foreign Exchange Dealers Association
of India and the Institute of Company Secretaries of India, inter alia, collaborate with the IIBF in the
certification process in the treasury, forex and compliance sectors. The IIBF’s certification for customer
service, KYC/AML programmes of the IIBF, and other similar certified courses from the NISM/AMFI/IRDA etc,
are essential before hiring employees for certain specialised roles.

As part of the registration process, the SEBI regulations relating to portfolio managers and investment
advisors require certain specific employees to be employed with minimum qualifications.

[1] Capacity Building in Banks and AlFls, August 11, 2016 available at <
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https://rbidocs.rbi.org.in/rdocs/notification/PDFs/NOTI36A5A106C515E84422947AB1D42F6EB391.PDF>; IBA
Circular no. CIR/HR&IR/KSC/2017-18/2602.

[2]RBI mandate on capacity building in banks, KPMG, available at
<https://home.kpmg/in/en/home/services/learning-academy/aas-learning-solutions/rbi-mandate-capacity-
building-banks.html>

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes, under the Minimum Competency Regime (see question 1), employees who perform certain prescribed
functions and roles in prescribed RFSPs such as insurance businesses and credit unions, must meet the
required competencies and qualifications standards.

The 2023 Act also introduces a new requirement that persons can only be permitted to perform a CF role
(including a PCF role) where a certificate of compliance with the F&P Standards given by the firm is in force
(Certification Regime).

As part of the Certification Regime, a certificate of compliance may only be given if:

1. the firm is satisfied on reasonable grounds that the person complies with the F&P Standards; and
2. the person has agreed to abide by the F&P Standards and to notify the firm without delay if for any
reason they no longer comply with the F&P Standards.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Yes, please see question 2.

Any individual performing a prescribed key role must be pre-approved by the oM FSA and be certified as
“fit and proper”. The IoM FSA has issued detailed guidance for financial institutions that set out the criteria
that they normally apply in considering the fitness and propriety of individuals who wish to undertake
Controlled Functions. Appendix 2 of the guidance contains a table setting out which Controlled Functions
require consent and which functions are notification only.

Guidance can be found here:
https://www.iomfsa.im/media/2464/regulatoryguidancefitnessandpropriety.pdf

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzédlez Graf
at Marvan, Gonzalez Graf y Gonzéalez Larrazolo

Employees in general positions are not required to obtain specific certification to perform their duties
within financial entities. However, in brokerage houses, individuals involved in operations with the public,
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counselling, promotion and, if applicable, acquisition and sale of securities, must be authorised by the
CNBV and obtain a certification issued by a regulated body recognized by the CNBV.

The CNBV and CNSF, as applicable, may caution, remove, adjourn, or disqualify board members and the
general manager if they believe the individual does not comply with legal requirements to occupy such
positions or if their conduct constitutes a breach of applicable laws and regulations.

Last updated on 14/03/2023

< Netherlands

Author: Sjoerd Remers
at Lexence

According to Dutch law, financial services sector companies must guarantee the quality of their services.
This means, among other things, that they must have skilled employees for the subjects on which they
advise. After all, the consumer must be able to trust that an employee has the right knowledge and skills to
provide appropriate advice.

Therefore, all financial services sector employees with substantive customer contact must have up-to-date
professional competence at all times. This means that employees must be skilled, aware of current
developments in their field, and can apply these in their work. The obligation to maintain up-to-date
professional competence at all times is an open standard. Financial services companies may, therefore,
decide for themselves how to implement this standard.

There is, however, a mandatory Wft diploma requirement for employees who provide financial advice.
Which products and services an employee may provide advice on depends on the specific Wft diplomas he
or she has obtained (after passing an exam). A Wft diploma is valid for a definite period (with a maximum of
three years). To renew a Wft diploma, an employee must pass a new exam.

Furthermore, all candidates who will (co-)determine the policy of a financial services company must also be
assessed by local authorities and will be tested for reliability and suitability.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Representatives, senior management employees and other office holders may require MAS’ approval prior
to an appointment or assuming an office (see question 2).

In particular, MAS must be notified of the appointment of representatives providing financial advisory
services under the Financial Advisers Act 2001 or carrying out regulated activities under the Securities and
Futures Act 2001 (dealing in capital markets products, advising on corporate finance, fund and REIT
management, product financing, providing credit ratings or custodial services). With some exceptions, they
must be at least 21 years old, satisfy minimum academic qualification requirements, and complete
prescribed modules of the Capital Markets and Financial Advisory Services examinations.

Last updated on 16/04/2024

€) Switzerland
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Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

Depending on the status of the employing entity and the position of the financial services employee, a
special certification or, more generally, proof of relevant work experience and sufficient education is
required.

As a general rule, persons holding executive, overall management, oversight or control functions (eg, a
member of the board, CEO, compliance officer, risk officer or their deputies) in regulated companies such
as banks, insurance companies, securities firms, fund management companies, managers of collective
assets or asset managers are required to demonstrate to FINMA that they have sufficient relevant work
experience and education. As proof, FINMA requests current CVs, diplomas, certifications and contact
details of references. The scope and nature of the future business activity and the size and complexity of
the company in question also need to be considered.

Furthermore, client advisers of so-called financial service providers (eg, investment advisers) must have
sufficient expertise on the code of conduct and the necessary expertise required to perform their work.
Client advisors often prove that these requirements have been met by successfully attending special
courses. In addition, insurance intermediaries registered with FINMA’s insurance intermediary register have
to prove that they have undergone sufficient education and have sufficient qualifications. For this purpose,
FINMA has published a list of different Swiss and foreign educational qualifications deemed to be sufficient
on its website.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

As noted in question 2 -, employees undertaking certain regulated roles must obtain the pre-approval of the
relevant regulatory authority. The regulators in each case will assess the fitness and propriety of the
relevant individual.

Last updated on 24/04/2024

N LA . :
5 United Kingdom
Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

See question 2.

All individuals performing an SMF, as classified by the FCA or PRA, will be subject to the SMR. SMFs are
described in the Financial Services and Markets Act 2000 (FSMA) as functions that require the person
performing them to be responsible for managing one or more aspects of a firm’s affairs authorised by the
FSMA, and those aspects involve, or might involve, a risk of serious consequences for the firm or business
or other interests in the UK. As noted, any individual performing an SMF will need to be pre-approved by the
relevant regulator before they can start their role, and thereafter they must be certified as fit and proper by
their firm annually. Applications to the regulator for pre-approval must disclose all matters relating to a
candidate’s fitness and propriety and be accompanied by a statement of responsibilities. Firms must carry
out a criminal records check as part of the application for approval.

Additionally, employees of firms who are not senior managers but who, because of their role, could still
pose a risk of significant harm to the firm or any of its customers, may be subject to the CR. The
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certification functions that place an employee within the ambit of the CR are different under the rules of the
FCA and the PRA but include persons such as those dealing with clients or those subject to qualification
requirements. These employees must be certified by their firm as fit and proper for their roles both at the
outset of their employment and on an annual basis thereafter (certified staff). Firms are not required to
carry out criminal records checks for certified staff, but firms can choose to do so to the extent it is lawful.

The regulators have set out detailed guidance for firms to consider when assessing an individual’s fitness
and propriety. This includes assessing an individual’'s honesty, integrity and reputation; competence and
capability; and financial soundness.

Last updated on 22/01/2023

#E United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

For an individual’'s FINRA registration to become effective, they must pass the Securities Industries
Essentials examination. FINRA rules also require registered persons to participate in continuing education
courses. Failure to do so may result in a covered person’s registration being deemed inactive until the
requirement has been satisfied.

California Financing Law requires the licensing and regulation of finance lenders and brokers making and
brokering consumer and commercial loans, unless exempt.

Last updated on 22/01/2023

05. Do any categories of employee have enhanced
responsibilities under the applicable regulatory
regime?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

Specifically, employees holding executive, overall management, oversight or control functions in regulated
companies are responsible for ensuring that the companies’ organization ensures the continued
compliance with applicable financial market laws. Swiss financial market laws do not have enhanced
responsibilities for different employee categories. Instead, a person’s fitness and propriety are assessed
within the context of the specific requirements and functions of a given company, the scope of activities at
that company, and the complexity of that company.

Last updated on 16/04/2024
& Brazil

Author: Caio Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados
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Responsibility differs based on the complexity and responsibility of the tasks assigned to the employee and
defined by the employer. However, all companies in the sector must comply with financial market
institutions, which may imply that employees have a responsibility towards different entities. We
summarise the institutions of the Brazilian financial market as follows:

The Securities and Exchange Commission (CVM)

This was created to monitor, regulate, discipline, and develop the Brazilian securities market. It is
responsible for creating rules for the market and supervising its functioning. The CVM is part of the
government and is linked to the Treasury Department, but it has administrative independence.

The Brazilian National Central Bank

This is a federal agency linked to the Treasury Department but with administrative independence, which
aims to guarantee the stability of the currency's purchasing power and maintain a solid and efficient
financial system. It controls monetary, exchange rate, credit, and financial relations policies abroad, in
addition to regulating the National Financial System. The national central bank also supervises financial
market institutions.

B3 (Stock Exchange)

This was created in 2017 from the merger of BM&FBOVESPA and Cetip, two crucial financial market
players. The new company began accumulating services that serve the market and its investors for fixed
and variable income transactions, among other duties.

The Credit Guarantee Fund

This is a non-profit civil association that aims to provide credit guarantees to customers of institutions
participating in the fund.

The Private Insurance Superintendence
This controls and supervises the insurance, open private pension, capitalisation, and reinsurance markets.
The Brazilian Association of Financial and Capital Market Entities (ANBIMA)

This has represented the market for over four decades and is responsible for more than 300 institutions.
The entity's activities are organised around four commitments: represent, self-regulate, inform and
educate. Its main objective is to strengthen the sector's representation and support the evolution of a
capital market capable of financing local economic and social development and influencing the global
market.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

The activities of certain categories of employees in the financial services sector benefit from greater
supervision, due to the risky nature of their activity. These include employees who have business dealings
with individuals and employees who may have exposure to the financial markets.

Thus, Article L.533-10 of the Monetary and Financial Code provides that portfolio management companies
and investment service providers must, on the one hand, put in place rules and procedures to ensure
compliance with the provisions applicable to them. On the other hand, they must put in place rules and
procedures defining the conditions and limits under which their employees may carry out personal
transactions on their behalf.

They must still take all reasonable steps to prevent conflicts of interest that could affect their clients. In
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practice, these employees may be referred to as "sensitive personnel".

In addition, Law No. 2013-672 of 26 July 2013, on the separation and regulation of banking activities
introduced several provisions constraining employees who may expose their company to the financial
markets. These employees must comply with strict obligations in their activity to limit risk-taking.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Employees who qualify as risk-takers have enhanced responsibilities due to their influence on an
institution’s risk profile, including documentation requirements. Investment brokers advising private clients
are also subject to strict rules and extensive documentation requirements, inter alia, on the investment
advice provided and how the investment was tailored to the preferences, investment objectives, and other
characteristics of the investor.

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

Under the SFO, ROs have enhanced responsibilities. They assume primary responsibility for compliance at a
licensed corporation and are involved in supervising the regulated activities. A licensed corporation is
required to appoint no less than two ROs to directly supervise the conduct of each regulated activity.
Similarly, under the BO, registered institutions are required to appoint no less than two executive officers to
be responsible for directly supervising the conduct of each regulated activity under the SFO. For each
regulated activity, at least one RO must be available at all times to supervise the business and must be an
executive director.

Under the 10, an RO of a licensed insurance agency or licensed insurance broker company has enhanced
responsibilities. Responsible officers must use their best endeavours to ensure the agency or broker has
established and maintains proper controls and procedures for securing compliance with the conduct
requirements under the IO.

Last updated on 22/01/2023

< India

Author: Vikram Shroff
at AZB & Partners

There are no provisions that lay down enhanced responsibilities for a particular category of employees in
the financial services sector.

However, the conduct rules for employees in the financial sector mandate employees to adhere to higher
standards of code of conduct and self-discipline. Their codes of conduct include inter alia anti-bribery
obligations, prohibition from accepting gifts in an official capacity, making representations to media,
making contribution to political parties, holding demonstration against public interest, exercising undue
influence to secure appointments of family members at same organisation or granting banking facilities
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without permission. They are supposed to observe secrecy in general and specifically, maintain financial
secrecy about stocks too.

This question was upheld in Harinarayan Seet v. Andhra Bank[1], wherein the Andhra Pradesh High Court
recognised that banking sector employees are mandated to exhibit higher standards of honesty, integrity,
devotion and diligence and any failure to discharge such duty with diligence may trigger dismissal.

[1] WP No. 23310 of 2011.

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes. Common Conduct Standards and Additional Conduct Standards were introduced by the 2023 Act and
employers need to update employees' contractual documents to reflect same.

The Common Conduct Standards set out standards of behaviour expected of individuals carrying out
Controlled Functions (CFs) within firms. The Common Conduct Standards are basic standards such as
acting with honesty and integrity with due skill, care and diligence and in the best interest of customers. An
individual that is subject to the Common Conduct Standards will be expected to take reasonable steps to
ensure that the Common Conduct Standards are met.

In addition, senior executives, which includes individuals performing PCF roles (e.g. the directors,
designated persons) and other individuals who exercise significant influence on the conduct of a firm's
affairs (CF1) will also have Additional Conduct Standards related to running the part of the business for
which they are responsible. An individual who performs a PCF/CF1 role should take reasonable steps to
ensure that the Additional Conduct Standards are met.

When SEAR comes into effect, those performing senior executive functions will be required to have detailed
statements of responsibility setting out the scope of their role. The Duty of Responsibility which the PCF will
have under SEAR is extensive. The duty extends to taking any step that is reasonable in the circumstances
to avoid a breach by their firm of its obligations in relation to an aspect of the firm's affairs for which the
PCF is responsible.

There are a number of General Prescribed Responsibilities that will need to be assigned to PCFs:
(a) Performance by the Firm of its obligations under SEAR

(b) Performance by the Firm of its obligations under the F&P framework

(c) Performance by the Firm of its obligations under the new Conduct Standards

(d) Responsibility for overseeing the adoption of the firm’s policy on diversity and inclusion.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Employees who carry out a Controlled Function will have a duty of responsibility to ensure compliance with
the financial institution’s ongoing regulatory requirements.

Last updated on 17/04/2024
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(*) Mexico

Author: Héctor Gonzdlez Graf
at Marvan, Gonzalez Graf y Gonzéalez Larrazolo

All employees, including general managers and officers, must keep information and documents confidential
and may only provide information to the competent authorities or authorised parties, with the prior express
authorisation of the user or client.

Also, employees must:

e not stop internal committees from carrying out their functions;

e disclose to the financial entity all information regarding the use of illegal resources, or any act against
goods, services, an individual’s life, or physical or emotional integrity, the use of toxic substances, or
terrorist acts, so that the financial entity may provide the SHCP with a report on the subject; and

e in insurance or bonding Institutes, not offer discounts, reduce premiums or grant different benefits
than those outlined in the corresponding policy.

General managers and officers must provide reports and information to the board of directors and the
corresponding authorities periodically. The general manager must also provide precise data and reports to
assist the board of directors in making prudent decisions.

General managers must develop and present to the board of directors, for its approval, adequate policies
for employment and the use of material and human resources, including restrictions on the use of goods,
supervision and control mechanisms, and the application of resources to the company’s activities
consistent with their business purposes.

Insurance and bond companies will respond to the conduct of the general manager and officers, without
prejudice to the civil and criminal liabilities that they may personally incur.

Also, if any conflict of interest exists or arises, general managers and officers must inform their employers
immediately and suspend any activity within the scope of the contract that gives rise to the conflict until
the matter is addressed.

Additionally, general managers and officers must verify the compliance of all individuals under their
responsibility with all applicable legal provisions for financial services. These include: confidential
obligations; the development of reports; informing their direct superior, officers, general manager or board
of directors if there is a conflict of interest; informing the SCHP and Prosecutor’s Office if there is an act,
operation or service using illegal resources, or an act that may harm the company, or the health or
wellbeing of an individual or the general public.

Specifically, general managers in brokerage houses must:

e design and carry out a communications policy regarding identifying contingencies;

e implement and distribute the continuity business plan within the brokerage house and establish
training programmes;

e inform the CNBV of contingencies in any of the systems and channels for clients, authorities and
central securities counterparties;

e ensure that the continuity business plan is submitted for efficiency testing; and

¢ inform the CNBV in writing of the hiring or removal of the responsible party for internal audit functions.

Last updated on 14/03/2023

< Netherlands
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Author: Sjoerd Remers
at Lexence

The reliability, propriety and fitness of (supervisory) directors and executives in the financial services
sector, as well as employees in an integrity-sensitive position, must be “beyond doubt”. This is also
assessed by local authorities.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Employees who are managers and executives or above generally have enhanced responsibilities,
particularly regarding corporate governance.

MAS’ Guidelines on Individual Accountability and Conduct provide that senior managers (ie, those
principally responsible for day-to-day management) should be clearly identified, fit and proper for their
roles, and responsible for the actions of employees and the conduct of the business under their purview. As
for material risk personnel (ie, individuals who have the authority to make decisions or conduct activities
that can significantly impact the FI's safety and soundness, or cause harm to a significant segment of the
FI's customers or other stakeholders), they should be fit and proper for their roles, and subject to effective
risk governance, appropriate incentive structures, and standards of conduct.

Subsidiary legislation or other MAS guidelines specific to the Fl’s sector also contain corporate governance
regulations, prescribing responsibilities to the board of directors, nominating committees, or senior
management.

MAS’ Guidelines on Risk Management Practices - Board and Senior Management further states that an Fl's
board and senior management are responsible for governing risk within an institution. This includes setting
up appropriate risk management systems, stress-testing programmes and business contingency plans.

Last updated on 16/04/2024

€) Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

Specifically, employees holding executive, overall management, oversight or control functions in regulated
companies are responsible for ensuring that the companies’ organization ensures the continued
compliance with applicable financial market laws. Swiss financial market laws do not have enhanced
responsibilities for different employee categories. Instead, a person’s fitness and propriety are assessed
within the context of the specific requirements and functions of a given company, the scope of activities at
that company, and the complexity of that company.

Last updated on 23/01/2023

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius
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There are no provisions that lay down enhanced responsibilities for a particular category of employees in
the financial services sector.

Last updated on 24/04/2024

=% United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

Every senior manager under the SMR has a “duty of responsibility” concerning the areas for which they are
responsible. If a firm breaches a regulatory requirement, the senior manager responsible for the area
relevant to the breach could be held accountable for the breach if they failed to take reasonable steps to
prevent or stop the breach.

In addition, for most firms, the FCA requires that certain responsibilities - “prescribed responsibilities” - are
allocated to appropriate senior managers. These responsibilities cover key conduct and prudential risks.
They include, among others, responsibility for a firm’s performance of its obligations under the SMR;
responsibility for a firm’s performance of its obligations under the CR; and responsibility for a firm's
obligations around conduct rules training and reporting. Firms must give careful thought to the best person
to allocate each prescribed responsibility.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

While there are certain responsibilities for financial employees, such as being able to pass applicable
certifications (see question 4) or registering with certain entities (see question 6), the American regulatory
system does not include statutory delineations that create enhanced responsibilities for certain categories
of employees.

Last updated on 22/01/2023

08. Are there particular training requirements for
employees in the financial services sector?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

To keep the “fit and proper” authorisation, the concerned persons must ensure that they follow the relevant
training.

Regarding the prevention of money laundering, financial institutions must ensure that personnel whose
function requires it is aware of the legislation, knows the internal policies, is aware of the internal reporting
procedure and receives special continuing education programmes (article 11, §1, Act of 18 September
2017).
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At a sectoral level, JC Nos. 310 and 341 provide for an individual right to five days of training per year per
full-time equivalent employee.

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

No uniform training is required by law, except for activities that require certification.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

In general, "the employer shall ensure that employees are adapted to their workstation" and "shall ensure
that their ability to hold a job is maintained, particularly with regard to changes in jobs, technologies and
organizations". This general obligation is imposed on the employer if there is a change in the job
description.

In addition, the FMA General Regulation requires all persons mentioned in article 325-24 of the Monetary
and Financial Code, including investment service providers, salespersons, managers, and persons
responsible for clearing financial instruments, to undergo annual training appropriate to their activity and
experience.

Law 2016-1691 of 9 December 2016 on transparency, the fight against corruption and the modernisation of
economic life also provides that in companies employing at least 500 people, or belonging to a group of
companies whose parent company has its registered office in France and whose workforce includes at least
500 people, and whose revenue or consolidated revenue is more than €100 million, a training system must
be set up for managers and staff most exposed to the risks of corruption and influence peddling.

Decree no. 2022-894 of 15 June 2022 on the conditions governing the exercise of the profession of
intermediary in banking operations and payment services introduces a new obligation in terms of
continuing training. From now on, all intermediaries in banking operations and payment services carrying
out intermediary activities in real estate credit and their staff must update their professional knowledge and
skills, as part of their continuing education, “through professional training of sufficient duration adapted to
their activities, taking particular account of changes in the applicable legislation or regulations” (article L.
519-11-3 of of the Monetary and Financial Code). Finally, as we have seen, some positions in the financial
services industry may require specific training and certification.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Qualification requirements exist for specific roles (eg, traders), and employers must ensure they comply
with them by only contracting employees with the required skills, certifications and experience. The
expertise of employees providing investment advice, sales representation, and compliance advice must


https://www.internationalemploymentlawyer.com/profiles/caio-medici-madureira
https://www.internationalemploymentlawyer.com/profiles/rodrigo-souza-macedo
https://www.internationalemploymentlawyer.com/profiles/angelo-antonio-cabral
https://www.internationalemploymentlawyer.com/profiles/rebeca-bispo-bastos
https://www.internationalemploymentlawyer.com/profiles/beatrice-pola
https://www.internationalemploymentlawyer.com/profiles/till-heimann
https://www.internationalemploymentlawyer.com/profiles/anne-kathrin-bertke
https://www.internationalemploymentlawyer.com/profiles/marina-christine-csizmadia

also be continuously maintained and regularly updated.

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

SFC

Persons engaging in regulated activities are required to continuously update their knowledge and skills
through continuous professional training (CPT). The “Guidelines on Continuous Professional Training”
published by the SFC provides for the following CPT requirements:

e a minimum of 10 CPT hours a year for licensed representatives and relevant individuals; and
e a minimum of 12 CPT hours a year for responsible officers and executive officers (including 2 CPT
hours on topics relating to regulatory compliance).

In addition, an individual should attend at least five CPT hours a year (out of the 10 hours for licensed
representatives and relevant individuals and 12 hours for responsible officers and executive officers) on
topics directly relevant to the regulated activities for which he or she is licensed at the time the CPT hours
are undertaken.

HKMA

The HKMA has implemented the “Enhanced Competency Framework”(ECF) for banking practitioners. While
the ECF is not a mandatory regime, banks are strongly encouraged to adopt it as the benchmark for
enhancing the level of core competence and ongoing professional development of banking practitioners.

1A

Under the “Guideline on Continuing Professional Development for Licensed Insurance Intermediaries”,
licensed insurance intermediaries who are individuals are required to receive training through CPD to
preserve their professional competence and standards in providing service to policyholders and potential
policyholders.

The minimum number of CPD hours for individual licensees is 15 CPD hours for each assessment period,
including a minimum of three compulsory CPD hours on “Ethics or Regulations” courses.

Financial services employees are also required to receive training on anti-money laundering and counter-
financing of terrorism. New staff should be required to attend initial training as soon as possible after being
hired or appointed. Apart from the initial training, refresher training should be provided regularly to ensure
that staff are reminded of their responsibilities and are kept informed of new developments.

Last updated on 22/01/2023

< India

Author: Vikram Shroff
at AZB & Partners

Financial services employees may undergo necessary training once they are selected and onboarded.

Financial services sectors categorise employees as specialists and generalists. On one hand, those in
charge of specialist roles are deployed in treasury, derivatives trading, IT, forex, risk management, service
delivery groups, product roles, legal, etc., while on the other, the generalists are deployed in branches,
administrative functions, finance, some areas of treasury, taxation, general management, operations,
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relationship or sales managing, etc. They should possess differentiated requisite academic qualifications
with skill certifications (if any) or obtain competitive scores in recruitment tests.

As such, there are no legal requirements for prior training of employees in the financial services sector.
There are various certificate courses, workshops and diplomas by financial institutions and agencies, which
are recommended to be attended regularly to stay abreast of industry knowledge and to secure an edge in
intra-organisational promotions.

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes. A CF employee, subject to the Minimum Competency regime, will be required to complete CPD
training. Evidence of meeting that CPD requirement is also a factor in determining a person's F&P. RFSPs
must maintain records of CPD training provided to CFs to demonstrate compliance with the minimum
competency regime.

The 2023 Act also introduces new training obligations for those subject to the Common and Additional
Conduct Standards, with firms being required to train those persons on how these obligations apply to
them and their new duties of responsibility. Attendance at, or completion of, training in respect of the
Conduct Standards should be mandatory and such attendance should be carefully documented with
refresher training rolled out periodically.

Employers within the scope of the Criminal Justice (Money Laundering and Terrorist Financing) Acts 2010 -
2021 (including RFSPs) are required to provide annual training to relevant staff and directors on its
requirements and the RFSP must have procedures in place to comply with that legislation and associated
guidance.

Depending on the RFSP's business, additional mandatory training may be needed annually, for example, on
topics such as market abuse.

The designated person for responding to protected disclosures should be trained and competent in the
identification and handling of protected disclosures.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

The loM FSA’s “Training and Competence Framework” sets the minimum standards that must be achieved
by individuals working in the financial services industry. The framework sets out the IoM FSA’s expectations
regarding competency, not only for employees who carry out a Controlled Function (and who are subject to
fithess and propriety criteria) but for all staff.

The framework is split into two segments: general training and competence requirements for all staff; and
training and competence expectations for Controlled Functions and Other Functions - essentially additional
expectations for individuals undertaking or aspiring to undertake certain Controlled Functions or other
designated functions.

The loM FSA also sets requirements concerning continuing professional development (CPD) for different
types of regulated entities and staff at different levels. For example, Rule 8.5 of the Rule Book specifies
that directors and key persons within a licence holder must undertake a minimum of 25 hours of relevant
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CPD per year or meet the level prescribed by their professional body (where higher). There are further CPD
requirements on individuals who provide investment advice to retail investors.

Even absent a prescribed minimum level of CPD, the oM FSA believes that ongoing training and CPD for all
financial services staff and officers is good practice. Such training and CPD should be relevant to the role of
the individual and take account of new developments (ie, changes to tax legislation, new regulatory
requirements and new products).

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzalez Graf
at Marvan, Gonzalez Graf y Gonzdlez Larrazolo

In terms of articles 132, 153-A to 153-X of the FLL, employers must provide employees with training so they
can render their services and comply with the duties of their positions, and employees should receive such
training under the plans and programmes formulated by mutual agreement of the employer and
employees. Nevertheless, as indicated in previous questions, for employees to occupy certain positions,
they must meet the requirements, and for brokerage houses proxies must be authorised to exercise their
duties under their position within the brokerage houses.

According to article 117 bis 9 of the general provisions applicable to brokerage houses, general managers
are responsible for implementing, maintaining and distributing the continuity plan of the business within
the brokerage house. Therefore, the general manager must establish a training programme outlining the
actions to be carried out if an operation contingency arises.

On the other hand, the AMIB provides courses and training for interested individuals to obtain the
necessary skills and capacity to perform the activities of proxies in brokerage houses, and thereafter, to
obtain authorisation from the AMIB and CNBV to act and perform the corresponding duties of the position.

A Finance Educational Committee has been created by several financial institutions, authorities, and the
Bank of Mexico and is presided over by the SHCP. This committee is in charge of, among other things,
defining a finance educational policy; preparing a national strategy for financial education and guidelines;
and identifying new work areas and proposing new actions and programmes in financial education.

Last updated on 14/03/2023

< Netherlands

Author: Sjoerd Remers
at Lexence

Please see question 4.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Examinations (see question 4) and continuing education requirements apply to certain employees in the
capital markets services, financial advice and insurance sectors.
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Last updated on 16/04/2024

€ Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

In general, regulated companies (eg, banks, insurance companies or asset managers) are required to set

up and maintain an organisation that ensures compliance with applicable financial market laws. Given the
organisational measures and depending on the regulatory status of the employing entity and the position

and activities of the financial services employee, there are training requirements.

While Swiss financial market regulations do not have an exhaustive list of exact training requirements,
FINMA requires, among others, that the highest bodies of supervised companies (eg, executives of board
members of banks, securities firms, insurance and reinsurance companies, fund management companies,
managers of collective assets or asset managers) can fulfil the requirements of the so-called fit and proper
test. These requirements extend to all character-related and professional elements that enable an
officeholder to manage a supervised company in compliance with applicable laws. Part of the professional
elements are relevant work experience and education. In addition, persons holding key positions (eg,
compliance and risk officers and their deputies) are required to demonstrate sufficient know-how because
of their work experience and education.

That said, the Swiss financial services and insurance supervisory regulations provide for more concrete
training requirements. In particular, client advisers of Swiss and foreign financial service providers (eg,
investment advisers) may need to demonstrate that they have sufficient knowledge of the code of conduct
rules of the Swiss financial services regulation and the necessary expertise required to perform their
activities. In addition, insurance intermediaries registered with FINMA’s insurance intermediary register
have to prove that they have undergone sufficient education and have sufficient qualifications. On its
website, FINMA has published a list of different educational Swiss and foreign qualifications that it deems to
be sufficient.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

The DFSA General Rulebook requires authorised entities to ensure that the Senior Executive Officer,
Compliance Officers, and Money Laundering Reporting Officer, must complete a minimum of 15 hours of
continuing professional development in each calendar year. This continuing professional development
must be relevant to the employee’s role and professional skill and knowledge, and consist of structured
activities, such as courses, seminars, lectures, conferences, workshops, web-based seminars or e-learning,
which require a commitment of 30 minutes or more. The employee must also ensure that they maintain
adequate records to be able to demonstrate that these requirements have been met.

The FSRA General Rulebook requires an authorised entity to ensure that its directors and senior managers
are fit and proper and its guidance suggests that whether any training has been untaken or is required
should be considered. In addition, an authorised entity should satisfy itself that an employee continues to
be competent and capable of performing the role, has kept abreast of market, product, technology,
legislative and regulatory developments that are relevant to the role, through training or other means, and
is able to apply this knowledge.

Last updated on 24/04/2024
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=& United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

The PRA and FCA training and competence regimes set the minimum standards that must be achieved by
individuals working in the financial services industry. These regimes aim to ensure that authorised firms
have arrangements in place to satisfy themselves that their employees are competent.

All FSMA-authorised firms are required to have adequately trained and competent senior management and
employees. The training and competence requirements include:

e Threshold conditions on suitability - All firms must show that persons connected with the firm are fit
and proper, taking into account all the circumstances. When assessing the suitability threshold of an
employee, the FCA and the PRA will consider:

o the nature of the regulated activity the firm carries on or is seeking to carry on;

o the need to ensure that the firm's affairs are conducted soundly and prudently;

o the need to ensure that the firm's affairs are conducted appropriately, considering especially the
interests of consumers and the integrity of the UK financial system; and

o whether those who manage the firm's affairs have adequate skills and experience and act with
probity.

e FCA Principles for Businesses or PRA Fundamental Rules - These rules lay out the parameters of the
“fit and proper” standard set for firms in the threshold condition on suitability, and require firms to
undertake the following:

o recruit staff in sufficient numbers;

o provide employees with appropriate training, with competence assessed continuously;

o make proper arrangements for employees involved with carrying on regulated activities to
achieve, maintain and enhance competence; and

o train employees to pay due regard to the interests of a firm’s customers and treat them fairly.

e Competent employees rule in chapters 3 and 5 of the Senior Management Arrangement Systems and
Controls Sourcebook - This is the main employee competence requirement in the training and
competence regime under the FSMA and applies to individuals engaged in a regulated activity in UK-
regulated firms. The application of this rule can be complex and dependent upon the firm and the
activities it undertakes, but in general, it provides that firms must employ personnel with the skills,
knowledge and expertise necessary for the discharge of the responsibilities allocated to them.

e Detailed training and competence requirements in the FCA’s training and competence handbook (TC) -
The TC rules are designed to supplement the competent employees rule, especially concerning retail
activities carried on by firms. Among others, these rules include the following:

o rules on assessing and maintaining competence;

o supervision of employees who have not yet been assessed as competent;

o appropriate qualifications; and

o recordkeeping and reporting for firms within its scope, including how a firm assessed its
employees as competent, and how it has ensured that its employees remain competent.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

All employees in some states, including California and New York, are required to receive periodic sexual
harassment training. Additionally, employees may be required to pass certain skills tests before registering
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with regulators or engage in continuing education programmes (most notably FINRA, see question 4).

Last updated on 22/01/2023

09. Is there a particular code of conduct and/or are
there other regulations regarding standards of
behaviour that financial services employees are
expected to adhere to?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

The NBB has issued a Fit & Proper Handbook, which was last updated on 22 December 2022.

Besides, Febelfin has adopted codes of conduct and regulations for relations between financial institutions
and their customers, which can be considered standard practice in the sector.

Each financial institution may also provide more concrete or more precise quality standards for its clientele.

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

There is no general code defined by law or regulation.
Each company can adopt its standard of behaviour as a rule.

Certain activities require specific protocols for the Prevention of Money Laundering and Combating the
Financing of Terrorism:

e the capture, intermediation, and investment of financial resources from third parties in national or
foreign currency;

¢ the purchase and sale of foreign currency or gold as a financial asset or exchange instrument; and

e the custody, issuance, distribution, settlement, negotiation, intermediation, or securities
administration.

Within the scope of the Brazilian System for Preventing and Combating Money Laundering and the
Financing of Terrorism, it is up to institutions and their employees to adequately comply with Central Bank
regulations. Also, institutions must promote the effectiveness of the apparatus to combat and prevent
money laundering, carry out risk management with the implementation of effective policies, procedures,
and controls, and help the Brazilian state locate suspicious financial operations so that they can be
investigated.

Last updated on 16/04/2024
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() France

Author: Béatrice Pola
at DS Avocats

First of all, various obligations discussed so far have the effect of forcing, if they were not already there,
employees in the financial services sector to behave in an honourable manner and respect prudential rules.

In addition, Law 2016-1691 of 9 December 2016 on transparency, the fight against corruption and the
modernisation of economic life states in article 17 that in certain large companies, managers must take all
measures to prevent and detect the commission, in France or abroad, of acts of corruption or influence
peddling.

This means setting up a code of conduct that will be integrated into the internal regulations, in compliance
with the procedure for consulting employee representatives provided for in article L. 1321-4 of the French
Labour Code.

This code of conduct involves the implementation of measures and procedures that will be monitored by
the French Anti-Corruption Agency. In particular, the code of conduct must define and provide examples of
the various types of behaviour to be prohibited as likely to constitute corruption or influence peddling. It
must also establish an evaluation and control system, as well as a disciplinary system, enabling the
company's employees to be sanctioned if there is a violation of the company's code of conduct.

In addition to this code of conduct, which is part of the internal regulations, almost all players in the
financial services sector have put in place charters and policies to protect confidential information and
regulate risky activities.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Employees must conduct themselves in line with their respective roles and responsibilities, which in client-
facing roles indirectly leads to them being subject to specific behavioural obligations (such as having to
adhere to certain procedures and documentation obligations before selling a service or product to a client).
In addition, company policies required by the regulator (eg, on sustainability or equal treatment) often
include behavioural standards.

In addition, there are voluntary standards adopted by various professional associations, such as the Code of
Conduct of the Federal Association of Financial Services, which apply to their respective members.

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

SFC

Under the SFO, licensed representatives and ROs are required to be “a fit and proper person” to carry on
the regulated activities and must adhere to the standards of behaviour set out in the “Code of Conduct for
Persons Licensed by or Registered with the Securities and Futures Commission”. Other relevant guidelines
regarding standards of behaviour include:
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e “Fit and Proper Guidelines”, which set out the general expectations of the SFC of what is necessary to
satisfy the licensing or registration requirements that a person is fit and proper.

e “Guidelines on Competence”, which set out the competence requirements and its objective to ensure
a person is equipped with the necessary technical skills and professional expertise to be “fit”, and is
aware of the relevant ethical standards and regulatory knowledge to be “proper” in carrying on any
regulated activities.

HKMA

Under the BO, employees of an authorised institution that carry on regulated activities under the SFO are
required to be fit and proper. In addition, the HKMA needs to be satisfied that the chief executive, directors,
controllers and executive officers of the authorised institutions are fit and proper. Other relevant guidelines
regarding standards of behaviour include:

e “Code of Banking Practice”, which is to be observed by authorised institutions in dealing with and
providing services to their customers.

e Supervisory Policy Manual CG - 2 “Systems of Control for Appointment of Managers”, which sets out
the system of control that authorised institutions should have for ensuring the fitness and propriety of
individuals appointed as managers.

1A

The conduct requirements for licensed insurance agents and brokers are set out in Division 4 of the 10.
Other relevant codes and guidelines include:

e “Code of Conduct for Licensed Insurance Agents”, which sets out the fundamental principles of
professional conduct that buyers of insurance are entitled to expect in their dealings with licensed
insurance agents.

e “Code of Conduct for Licensed Insurance Brokers”, which sets out the fundamental principles of
professional conduct that buyers of insurance are entitled to expect in their dealings with licensed
insurance brokers.

e “Guideline on ‘Fit and Proper’ Criteria under the Insurance Ordinance”

Last updated on 22/01/2023

< INndia
Author: Vikram Shroff
at AZB & Partners

Financial services regulators like the RBI, SEBI and Insurance Regulatory and Development Authority of
India (IRDAI) regulate employees through prescribed frameworks and their organisation-specific rules.

The obligations for the conduct of employees in financial services are determined depending upon the type
of organisation: public sector banks (majorly owned by the state) or private banks; sectors (banking, non-
banking, insurance, capital market); regions (different local laws); and level of seniority (liability of officers
or manager is different from regular employees or clerical staff). Though there are no statutory standards,
judicial pronouncements have set a higher threshold of duty of care for employees in the financial services
sectors. The Andhra Pradesh High Court in Harinarayan Seet v Andhra Bank[1] held dismissal of service as
a proportionate punishment for dereliction of duty by banking employees, which would have otherwise
attracted a lesser penalty for employees in less-critical sectors.

In terms of general labour legislation also applicable to financial services employees, financial services
organisations fall under the definition of “commercial establishments”, whose definition has been laid down
by the Shops & Commercial Establishments Act (state level). They provide certain conduct-specific
obligations, for example, a prohibition against discrimination, suspension or dismissal for misconduct.

The other major piece of labour legislation that lays down standards of conduct is the Industrial
Employment (Standing Orders) Act, 1946 (IESOA). However, its applicability to commercial establishments
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or to a specific industry is dependent upon state-wide laws. For example, the states of Haryana and
Karnataka have notified the application of the IESOA to commercial establishments with a minimum of 50
employees. This implies that financial services institutions in these states, meeting the above criteria, are
bound to comply with the IESOA. Upon the application of the IESOA, the establishments are required to
submit to the certifying officer draft standing orders proposed for their establishment, which should cover
acceptable standards for employees.

In the banking sector, employees of public-sector banks, private-sector banks and foreign banks are bound
by the obligations laid down by the RBI and their organisation rules. The provisions of these rules, which
are different from other industries, are stricter: observance of secrecy; prohibition against using influence
to secure employment for family members; bypassing regular compliance checks for availing of banking
facilities; prohibition against media contributions, participating in politics or standing for election;
demonstrations prejudicial to the public interest; and acceptance of gifts in an official capacity.

In terms of financial propriety, employees must not indulge in speculation in stocks and shares, but must
avoid personal insolvency and even disclose their moveable and immoveable assets. During employment,
they are also forbidden from engaging in any outside employment (stipendiary or honorary) without the
prior approval of the organisation. Higher managerial employees are subject to additional scrutiny. Those
belonging to public sector enterprises are brought within the jurisdiction of the Central Vigilance
Commission, the apex vigilance institution. It is due to the gravity of corruption cases that the senior
management of private sector banks is also included within the ambit of “public servant”, which usually
includes employees of only public sector organisations. This was upheld by the Supreme Court of India in
the case of Central Bureau of Investigation v Ramesh Gelli[2]. The organisations in the insurance and
capital markets sectors also have similar institution-wide conduct and disciplinary rules.

Directors of organisations in the financial services sector may also be subject to duties stated in Schedule
IV of the Companies Act 2013 and the SEBI (Listing Obligations and Disclosure Requirements) Regulations
2015.

When it comes to outsourcing activities, financial institutions formulate a board-approved “Code of
Conduct” as part of the “Outsourcing Agreement”, which is to be complied with by the outsourced service
providers and their employees.[3]

Though financial services employees are held to a higher set of moral standards, their right to participate in
trade union actions for voicing their concerns has been upheld time and again. Recently, the Madras High
Court in the case of D Thomas Franco Rajendra Dev v The Disciplinary Authority and Circle Development
Officer and State Bank of India[4] observed bank officers’ right to unionise. However, the right of bank
employees to go on a strike gets limited since banks and other financial institutions are declared as ‘Public
Utility Services’ (“PUS"”). Accordingly, while they are not barred from going on strike, they must adhere to
certain pre-requisites namely service of notice of at least 6 weeks before going on a strike, prohibition of
any strike within 14 days from date of service of above notice, prohibition of going on a strike before the
expiry of the date of that strike and non-authorization of any strike during the pendency of any conciliation
proceedings or 7 days after the conclusion of such a proceeding. Upon being declared a PUS, the concerned
industry must adhere to these conditions failing which the strikes would be declared as illegal.

[1] WP No. 23310 of 2011.

[2] (2016) 3 SCC 788.

[3]Directions on Managing Risks and Code of Conduct in Outsourcing of Financial Services by NBFCs,
November 9, 2017, available at

<https://rbidocs.rbi.org.in/rdocs/Notification/PDFs/NT87 _091117658624E4F2D041A699F73068D55BF6C5.PDF
>

[4] W.A. No. 432 of 2013 and W.P. No. 16746 of 2013

Last updated on 16/04/2024
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() lIreland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes there are. They are:

e the F&P Standards;
e the minimum competency regime; and
e the IAF and SEAR (see question 1).

There are also sector-specific conduct of business requirements in legislation and codes, including the
Consumer Protection Code 2012, the MiFID Il regime, and other regulatory requirements applicable to
RFSPs based on their industry sector that apply and deal with matters such as:

e error handling,

e disclosures to customers,

e acting in the best interests of customers; and
e complaints handling.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Yes, financial institutions are required to comply with the rules and standards of conduct as set out in the
Rule Book (as a minimum).

Financial institutions must notify the loM FSA of any departure or intended departure of an employee who
undertakes a Controlled Function within ten business days. Furthermore, where a financial institution
discovers an event which may lead to a final warning being given to, or other serious disciplinary action
being taken against, any of its employees, the financial institution must inform the loM FSA within ten
business days. The notice must specify the event, and the name of the employee where the employee
holds a Controlled Function or is a “key person”. Where the employee is not a “key person” and does not
hold a Controlled Function role, the financial institution is not required to inform the IoM FSA of the name of
the employee unless - following an investigation - the employee is given a final warning or other serious
disciplinary action is taken (in which case, the financial institution will have to inform the IoM FSA of the
employee’s name at that point).

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzédlez Graf
at Marvan, Gonzalez Graf y Gonzéalez Larrazolo

Financial entities must establish, implement and apply, among other things:

¢ confidentiality policies;

e policies for internal control to confirm the acts, operations and services of individuals are carried out in
an ethical, professional and legal manner;

e policies regarding the prevention of acts and operations with illegal resources;

e policies to prevent psychological risk factors;

¢ policies that allow the identification, follow-up and control of risks inherent to operations; and


https://www.internationalemploymentlawyer.com/profiles/karen-killalea
https://www.internationalemploymentlawyer.com/profiles/ciara-ni-longaigh
https://www.internationalemploymentlawyer.com/profiles/katherine-sheerin
https://www.internationalemploymentlawyer.com/profiles/lindsey-bermingham
https://www.internationalemploymentlawyer.com/profiles/kirsten-porter
https://www.internationalemploymentlawyer.com/profiles/emily-johnson
https://www.internationalemploymentlawyer.com/profiles/hector-gonzalez-graf

e conflict of interest resolution policies.

Under the general provisions applicable to operations with securities carried out by members of the board
of directors, officers and employees of financial entities and other obligated parties, the principles that
must be complied with are the following:

e transparency in operations;

e equal opportunity before all other market participants in sureties operations;

e compliance with fair stock market customs and practices;

e absence of a conflict of interest; and

e prevention of improper behaviour that may have as its origin the use of privileged or confidential
information.

Policies, manuals and codes must also include guidelines for the resolution of potential conflicts of interest,
as well as the mechanisms to avoid the existence of such conflicts.

Financial entities must inform the CNBV annually, within 15 days, a report on the conduct, operations, and
services of individuals. If any act or operation with illegal resources is detected, financial entities must
inform the authorities immediately, including the CNBV and the SHCP.

The board of directors of operating companies of investment funds, distribution entities, and stock
appraisers of investment funds must approve a code of conduct, which must consider:

e activities in compliance with the applicable laws;

e internal control rules for the compliance of provisions and policies contained in the code, including
investment provisions issued by the CNBV;

e security mechanisms to ensure confidential information is used solely for authorised purposes and
security measures to protect clients’ files from fraud, robbery or misuse;

e an obligation on the general manager, officers and employees to conduct themselves in a fair, honest
and professional manner in the performance of their activities; and

e a prohibition on officers, employees and proxies executing any type of operation with the public that
contravenes market practices.

Members of the board of directors, the general manager, officers, regulatory comptrollers, proxies, and
other employees must immediately report the existence of illegal or unethical conduct or activity to the
regulatory comptroller.

Last updated on 14/03/2023

= Netherlands

Author: Sjoerd Remers
at Lexence

Under Dutch law, financial services companies must maintain integrity and ensure safety, stability and
integrity within their company. This also means that financial services companies must prevent their
employees from committing criminal offences, other violations of the law or socially inappropriate
behaviour that undermines confidence in the financial services sector or financial markets. For these
reasons, it is common to implement company-specific codes of conduct.

There are many statutory general regulations and standards of behaviour that financial services employees
are expected to adhere to. Moreover, all industries have their own specific industry-wide guidelines and
codes of conduct.

An important statutory obligation for directors, (other) policymakers and employees with customer contact
is to take an oath or promise before entering into employment. The oath or promise contains a declaration
that - among other things - the employee will perform his or her duties with care and integrity, will put
customer interests first and will make every effort to maintain and promote confidence in the financial
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services sector.

In addition to the oath or promise as mentioned above, there is also the “banker's oath”. This oath goes
further than the oath or promise mentioned above and is mandatory for all employees who work for banks.

Breaching guidelines, codes of conduct or the statutory oath could lead to disciplinary sanctions being
taken by the company itself (such as termination of the employment contract) or by disciplinary supervisors
(such as a reprimand or a fine).

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Generally, MAS’' Guidelines on Individual Accountability and Conduct emphasises the importance of
reinforcing standards of proper conduct among all employees, while employees conducting regulated
activities must remain fit and proper for their roles under MAS’ Guidelines on Fit and Proper Criteria.

Guidelines, codes, directions, notices and legislation in relation to corporate governance and risk
management (including those mentioned in questions 5 and 6) should also be considered.

Last updated on 16/04/2024

€ Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

Depending on the regulatory status of the employing entity and, as the case may be, on the exact activities
of a financial service employee, a financial service employee needs to adhere to certain code of conduct
rules (eg, regarding transparency and care, documentation and accountability).

Supervised companies in Switzerland are, in principle, required to set up an organisation that ensures the
compliance with Swiss financial market laws and its statutory code of conduct rules. For this purpose,
among others, companies are required to issue regulations that their employees must follow.

Under Swiss financial market laws, code of conduct rules are generally based on abstract statutory rules
and concretized by recognised privately organised associations.

In particular, several professional organisations (eg, the Swiss Bankers Association or the Asset
Management Association) and self-regulated organisations issue their own set of code of conduct rules that
members are required to follow.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

In the DIFC, the DFSA General Rulebook provides that authorised individuals must adhere to six principles,
as follows:
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e Principle 1 - Integrity

e Principle 2 - Due skill, care and diligence

e Principle 3 - Market conduct

e Principle 4 - Relations with the DFSA

e Principle 5 - Management, systems and control
e Principle 6 - Compliance

In the ADGM, the FSRA General Rulebook provides that authorized individuals must adhere to eleven
principles, as follows:

e Principle 1 - Integrity

e Principle 2 - Due skill, care and diligence

e Principle 3 - Management, systems and control
e Principle 4 - Resources

e Principle 5 - Market conduct

e Principle 6 - Information and interests

e Principle 7 - Conflicts of Interest

e Principle 8 - Suitability

e Principle 9 - Customer assets and money

e Principle 10 - Relations with regulators

e Principle 11 - Compliance with high standards of corporate governance

Last updated on 24/04/2024
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== United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

Yes. Both the FCA and PRA have established their own high-level required standards of conduct known as
the Conduct Rules. The FCA’s conduct rules are set out in the FCA's Code of Conduct sourcebook. The
PRA’s conduct rules are set out in the PRA Rulebook (and different versions apply to different types of PRA-
regulated firms).

The FCA'’s conduct rules apply to most individuals working at an SM&CR firm. The PRA’s conduct rules apply
to more limited individuals working at dual-regulated SM&CR firms: senior managers (approved by the PRA
or FCA); individuals within the PRA’s certification regime; key function holders; and non-executive directors.

The Conduct Rules apply to conduct relating to the carrying out of an individual’s role. They do not extend
to conduct within an individual’s private life, provided that the conduct is unrelated to the activities they
carry out for their firm. Nevertheless, an individual’s behaviour outside of work can still be relevant to the
separate consideration of their fitness and propriety.

There are two tiers of Conduct Rules: a first tier of rules applicable to all individuals subject to the Conduct
Rules; and a second tier applicable to senior managers only.

The rules of the first tier are:

e Rule 1 - You must act with integrity.

e Rule 2 - You must act with due skill, care and diligence.

e Rule 3 - You must be open and cooperative with the FCA, PRA and other regulators.

e Rule 4 - You must pay due regard to the interests of the customer and treat them fairly.
e Rule 5 - You must observe proper standards of market conduct.

The rules of the second tier (applicable to senior managers) are:

e SC1 - You must take reasonable steps to ensure that the business of the firm for which you are
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responsible is controlled effectively.

e SC2 - You must take reasonable steps to ensure that the business of the firm for which you are
responsible complies with the relevant requirements and standards of the regulatory system.

e SC3 - You must take reasonable steps to ensure that any delegation of your responsibilities is to an
appropriate person and that you oversee the discharge of the delegated responsibility effectively.

e SC4 - You must disclose appropriately any information for which the FCA or PRA would reasonably
expect notice.

e SC5 (certain dual-regulated firms only) - When exercising your responsibilities, you must pay due
regard to the interests of current and potential future policyholders in ensuring the provision by the
firm of an appropriate degree of protection for their insured benefits.

Firms must notify the FCA if they take disciplinary action against an individual for a breach of the Conduct
Rules.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

Employees in some states, including California and New York, are required to receive periodic sexual
harassment training.

Employers are also required to implement anti-discrimination and anti-harassment policies that:

e contain information about where and how employees can report improper conduct;

e prohibit retaliation for reporting or opposing improper conduct, or participating in an investigation
regarding misconduct; and

e comply with state and local provisions that require employer policies to contain certain provisions (eg,
New York, Los Angeles and San Francisco).

New York law prohibits employers from mandating confidentiality or non-disclosure provisions when settling
sexual harassment claims (though it allows such provisions where it is the employee’s preference to
include them).

California law prohibits employers from mandating confidentiality or non-disclosure provisions in
employment agreements, settlement agreements, and separation agreements that are designed to restrict
an employee's ability to disclose information about unlawful acts in the workplace, including information
pertaining to harassment or discrimination or any other conduct the employee has reason to believe is
unlawful.

FINRA and the SEC both have requirements and recommendations for social media use.

FINRA requires that broker-dealers retain records of social media communications related to the broker-
dealer’s business made using social media sites and adopt policies and procedures designed to ensure that
their employees who use social media sites for business purposes are appropriately supervised and trained,
and do not present an undue risk to investors.

The SEC similarly requires that social media use complies with all federal security laws, including antifraud,
compliance, and recordkeeping provisions.

Banking regulators provide guidance stating that each financial institution is expected to carry out an
appropriate risk assessment that takes social media activities into consideration.

Last updated on 22/01/2023
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10. Are there any circumstances in which
notifications relating to the employee or their
conduct will need to be made to local or international
regulators?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

If a new element occurs that can influence one or more of the five criteria assessing the suitability of a
person for the “fit and proper” authorisation (see question 2), the financial institution must file the
adequate form with the NBB.

Notification to the NBB is also required in the event of termination or reappointment.

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

From a labour perspective, there are no circumstances in which notifications relating to the employee or
their conduct must be made to local or international regulators.

Considering that the National Financial System is extremely regulated, there may be cases in which a
mistake by an employee results in a duty to report to the authorities (information security breach,
prevention of money laundering, and prevention of terrorist financing, among others, which could not be
exhaustively included in this questionnaire).

There is no general code defined by law or regulation.
Each company can adopt its standard of behaviour, as a rule.

Some activities require specific protocols for the prevention of money laundering and combating the
financing of terrorism:

e the capture, intermediation, and investment of financial resources from third parties in national or
foreign currency;

e the purchase and sale of foreign currency or gold as a financial asset or exchange instrument; and

¢ the custody, issuance, distribution, settlement, negotiation, intermediation, or securities
administration.

Within the scope of the system for preventing and combating money laundering and the financing of
terrorism, it is up to institutions and their employees to adequately comply with Central Bank regulations;
promote the effectiveness of the apparatus to combat and prevent money laundering; carry out risk
management with the implementation of effective policies, procedures, and controls; and help the Brazilian
state to locate which financial operations are suspicious so that they can be investigated.

Last updated on 16/04/2024
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() France

Author: Béatrice Pola
at DS Avocats

In principle, the relationship between companies and employees in the financial services sector is private.
As such, companies do not have to communicate confidential information about their employees to third
parties, as this would constitute an infringement of their fundamental freedoms. However, in certain cases,
employers must alert the competent authorities in the event of behaviour or "suspicions" of behaviour by
one of their employees that is contrary to the law.

Thus, the Monetary and Financial Code provides that companies in the financial services sector, referred to
in article L.561-2 of the code (the list of which was updated by Ordinance no. 2023-1139 of December 6,
2023 on credit managers and credit buyers to include "Credit managers"), must report to the national
financial intelligence unit (Tracfin) all sums or transactions that they suspect to be the result of an offence
punishable by a prison sentence of more than one year, or related to the financing of terrorism or tax
evasion. This declaration may be made in respect of any employee of one of these companies.

In addition, when facts likely to constitute violations of the anticorruption code of conduct or to qualify as
corruption or influence peddling are brought to the attention of the company and its managers, an internal
investigation must be conducted (article 17 of Law No. 2016-1691 of 9 December 2016 on transparency). If
the investigation confirms the suspicions, the employer must, on the one hand, sanction the employee, but
also inform the prosecuting authority of the facts.

In smaller companies, the employer will also be able to report to the prosecution authorities any behaviour
that could lead to criminal sanctions.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Yes. Under section 87 WpHG, investment firms must notify BaFin of any changes regarding employees
providing investment advice, sales representation, and compliance advice. This includes, for example,
personal data or a change of the responsible sales representative, but also the termination of the activity.
Changes must be communicated to BaFin within one month.

Further, investment firms must notify BaFin as soon as a substantial customer complaint is made against
one or more employees based on his or her activities in connection with investment advice. This applies, for
example, to allegations of incorrect investment advice. The notification to BaFin must be submitted within
six weeks of receipt of the complaint. Details on the content of the notification are governed by section 8
paragraph 4 of the Securities Trading Act Employee Notification Ordinance.

There are further notification obligations if there are doubts about an employee’s reliability under the
relevant statutory rules. For example, in their initial declaration of reliability under section 24 paragraph 1
No. 1 KWG and section 5b Ordinance on Notifications and Submission of Documents under the KWG, future
managing directors and persons acting as sole representatives of credit institutions and financial services
institutions must immediately report to BaFin in writing any subsequent changes that may be relevant to
their reliability. This applies to all facts that were also relevant for the initial reliability assessment (eg,
because an employee was convicted of certain financial crimes). In addition, BaFin must also receive
notifications of preliminary proceedings, indictments and convictions of certain financial sector employees
according to the Order on Notifications in Criminal Matters.

Last updated on 16/02/2024
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Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

SFC - Self-reporting obligation

An SFC-licensed intermediary is subject to the self-reporting obligation under paragraph 12.5 of the “Code
of Conduct for Persons Licensed by or Registered with the Securities and Futures Commission”. A licensed
or registered person should report to the SFC immediately upon the occurrence of any material breach,
infringement or non-compliance with any laws, rules regulations, and codes administered or issued by the
SFC, exchange or clearing house of which it is a member or participant of, and the requirement of any
regulatory authority applicable to that intermediary. This encompasses both actual and suspected
breaches, infringements or non-compliance. In the report, the particulars of the actual or suspected breach,
infringement or non-compliance, and relevant information and documents must be included to fulfil the
obligation.

The same is to be reported by the registered institutions to the HKMA. The HKMA also requires authorised
institutions to submit an incident report on the same day of discovering the incident.

SFC - Internal investigation disclosure obligation

In addition, a licensed corporation is required to provide the SFC with information about whether a licensed
individual who ceases to be accredited to it (outgoing employee) was under any investigation commenced
by the licensed corporation within six months preceding his or her cessation of accreditation. If the internal
investigation commences after the notification of cessation of accreditation, the licensed corporation should
also notify the SFC as soon as practicable. In addition, even if a firm has completed its investigation and
made no negative findings against an outgoing employee, the firm will still be required to notify the SFC of
the investigation.

The SFC expects licensed corporations to proactively disclose information about all investigative actions
and the following is a non-exhaustive list of examples of investigations involving an outgoing employee
that a licensed corporation should disclose to the SFC:

e investigations about a suspected breach or breach of applicable laws, rules and regulations;

e investigations about a suspected breach or breach of the licensed corporation's internal policies or
procedures;

e investigations about misconduct that are likely to give rise to concerns about the fitness and
properness of the outgoing employee;

e investigations about any matter that may have an adverse market or client impact; and

e investigations about any matter potentially involving fraud, dishonesty and misfeasance.

HKMA - Reporting incidents to HKMA

According to the “Incident Response and Management Procedures” published by the HKMA, once an
authorised institution has become aware that a significant incident has occurred, the authorised institution
concerned should notify the HKMA immediately and provide it with whatever information is available at the
time. An authorised institution should not wait until it has rectified the problem before reporting the
incident to the HKMA.

According to the Supervisory Policy Manual SB-1 “Supervision of Regulated Activities of SFC-Registered
Authorized Institutions”, to be in line with the reporting requirements imposed by the SFC on licensed
representatives, authorised institutions will be required to notify the HKMA in writing within seven business
days upon knowledge of the occurrence of certain information (including any subsequent changes) of the
relevant individuals. The required information is on whether or not the person is or has been:

e convicted of or charged with any criminal offence (other than a minor offence) in Hong Kong or
elsewhere;
e subject to any disciplinary action, or investigation by a regulatory body or criminal investigatory body
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(as the case may be) in Hong Kong or elsewhere;

e subject to, or involved in the management of a corporation or business that has been or is subject to,
any investigation by a criminal investigatory body or any regulatory body in Hong Kong or elsewhere
concerning offences involving fraud or dishonesty;

e engaged in any judicial or other proceedings, whether in Hong Kong or elsewhere, that is material or
relevant to the fitness and propriety of the individual; or

e bankrupt or aware of the existence of any matters that might render him insolvent or lead to the
appointment of a receiver of his property under the Bankruptcy Ordinance.

HKMA - Guidance Note on Cooperation with HKMA Investigations

Under the “Guidance Note on Cooperation with the HKMA in Investigations and Enforcement Proceedings”,
the HKMA encourages and recognises the cooperation of authorised institutions, banks and their staff in
investigations and enforcement proceedings. Under this Guidance Note, cooperation includes early and
voluntary reporting of any suspected breach or misconduct, taking a proactive approach to assist the
HKMA's investigation, and making timely arrangements to provide evidence and information.

IA - Self-reporting obligation

Under “the Code of Conduct for Licensed Insurance Agents/Brokers”, there is a self-reporting obligation by
licensed insurance agencies or brokerages to the IA. A licensed insurance agency or brokerage is required
to have proper controls and procedures to ensure the following incidents are reported to the IA as soon as
is reasonably practicable:

e a disciplinary action taken by the HKMA, the SFC or the Mandatory Provident Fund Schemes Authority;

e a criminal conviction (other than a minor offence) by any court in Hong Kong or elsewhere;

e any material breaches of requirements under the 10 or any rules, regulations, codes or guidelines
administered or issued by the IA; and

e any material incidents which happen to the agency or brokerage.

Last updated on 22/01/2023

< INndia

Author: Vikram Shroff
at AZB & Partners

The RBI requires banks to conduct an annual review of fraud committed and provide a note of the total
number to the board of directors or the local advisory board. These reports are not to be sent to the RBI but
are to be preserved for verification by the RBI's inspecting officers[1]. Necessary disclosures may also need
to be made to SEBI under some of its regulations.

Publicly listed financial services companies may be required to make necessary disclosures, including to
the stock exchanges and their auditors, in case of workplace fraud.
[1]Master Directions on Frauds - Classification and Reporting by commercial banks and select Fls (Updated

as on July 03, 2017), available at <https://rbi.org.in/scripts/BS_ViewMasDirections.aspx?id=10477>

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

The CBI expects RFSPs to be open and transparent in their engagement, including concerning compliance with the F&P
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Standards and the Common Conduct Standards. While early versions of the IAF regulations and related guidance contained
an obligation on a RFSP to report to the CBI if disciplinary action had been taken against an individual, the obligation was
removed from the latest version of the draft legislation. The Guidance indicated that the CBI would expect that they would
have already received relevant details as it provides that firms and persons performing PCF roles are required to report to
the CBI where they suspect that a "prescribed contravention" may have occurred for the purposes of the CBI legislative
framework and the CBI states that a breach of the Common Conduct Standards and/or Additional Conduct Standards is a
"prescribed contravention" for these purposes.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Yes, please see question 9.

Financial institutions in the Isle of Man are required to comply with various statutory requirements.
Breaches of those statutory requirements impose an obligation on the relevant entity to self-report to the
IoM FSA. While ordinarily, businesses will endeavour not to supply information about individuals within the
business to the regulator as part of this reporting, from time to time this may be necessary to comply with
their regulatory obligations. Where this is the case, usually the regulator will be asked to use their powers
of compulsion to seek the information rather than such information being given voluntarily. This is
particularly the case where the regulator may have formed concerns about an individual’s fitness and
propriety and wishes to investigate this further.

Regulators from other jurisdictions may use certain reciprocal agreements and reciprocal enforcement
legislation to seek information from the loM FSA or more directly from a financial services business. Where
such requests are made, this may include information about individual employees (ordinarily those
exercising Controlled Functions). However, any mechanism for reciprocal enforcement or exchange of
information is subject to scrutiny and such information would normally only be offered by an employer
under compulsion.

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzdlez Graf
at Marvan, Gonzalez Graf y Gonzalez Larrazolo

Pursuant to the Federal Law for the Prevention and ldentity of Transactions with lllegally Obtained
Resources, all acts carried out by financial entities are considered a vulnerable activity; therefore, financial
entities must:

e set forth measures and procedures to prevent and detect acts and operations;

o file reports to the SHCP regarding acts, operations and services carried out by clients and employees if
they suspect illegal resources are involved; and

e keep for at least 10 years any information and documents related to the identification of clients and
users.

Given the above, if any action, operation or service is identified as undertaken with illegal resources or
there is a breach of any of the provisions outlined in the above law, employers must inform the SHCP and
prosecutor.

Also, if officers and general managers no longer comply with the legal requirements to occupy their
positions (eg, not having a satisfactory credit record, or no longer being in good standing), financial entities
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may inform the CNBV or CNSF, as applicable, so the authorities may disqualify or remove those individuals
from their positions.

Furthermore, if there is a breach of the code of conduct, the regulatory comptroller must inform the board
of directors and keep such information available to the CNBV at all times. The board of directors will be in
charge of establishing disciplinary measures.

Finally, if employees breach psychological risk prevention obligations (see question 11), employers must
inform the labour authorities to impose corresponding sanctions.

Last updated on 14/03/2023

= Netherlands

Author: Sjoerd Remers
at Lexence

Financial services companies must report to local regulators any behaviour or event that poses a serious
threat to the ethical conduct of the business of the company or may affect the reliability of policymakers,
sound and controlled business operations and continuity.

Furthermore, there are several local disciplinary authorities where reports can be made about financial
services employees who fail to comply with Dutch law, guidelines and rules of conduct.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Forms need to be submitted to the MAS when an individual ceases to act as a representative in regulated
activities or financial advisory services. Depending on the Fl, the MAS may also have to be informed of
appointments or changes of representatives, directors, chief executive officers, and other key officeholders
(see questions 2 and 4).

MAS notices are also required for the reporting of misconduct for employees who are representatives of
certain capital market service providers, financial advisers, and insurance broking staff. Examples of
reportable misconduct include acts involving fraud, dishonesty or other offences of a similar nature, and
non-compliance with regulatory requirements. Specific declaration forms and timelines may apply
depending on the Fl. An FI may also be required to submit updates on cases where investigations have not
concluded or disciplinary action was not taken, or submit a declaration that there was no misconduct
reported in a given calendar year.

While not specific to financial services employees, the Corruption, Drug Trafficking and Other Serious
Crimes (Confiscation of Benefits) Act 1992 requires any person with knowledge, or reasonable grounds to
suspect, that any property is being used in connection with criminal activity to file a Suspicious Transaction
Report with the Suspicious Transaction Reporting Office. MAS notices concerning the prevention of anti-
money laundering and incidents of fraud emphasise this obligation.

Last updated on 16/04/2024

€) Switzerland
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Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

As a general principle, supervised companies are required to ensure that persons holding, in particular,
executive, overall management, oversight or control functions fulfil the requirements of the “fit and proper”
test. Consequently, such persons must be of good repute and can guarantee compliance with applicable
laws and regulations.

If a person cannot guarantee that the regulatory requirements are fulfilled at all times (eg, because of a
material breach of its duties) the employing entity and its audit companies may be required to immediately
report to FINMA, respectively, any incident that is of significance.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

Both the DFSA General Rulebook and FSRA General Rulebook provide that where an authorised firm
requests the withdrawal of an authorised individual, they must provide to the regulator details of any
circumstances in which they consider the individual is no longer fit and proper. Where the individual is to
be dismissed or has requested to resign, the firm must provide to the regulator a statement of the reason,
or reasons, for the dismissal or resignation.

In addition, the DFSA and FSRA General Rulebooks contain broad obligations on any authorised firm to
report to the regulator if it becomes aware of a range of occurrences, including any matter which could
have a significant adverse effect on the authorised firm’s reputation, or a matter in relation the authorised
firm which could result in serious adverse financial consequences to the financial system or to other firms,
or a significant breach of a rule by the authorised firm or its employees.

Last updated on 24/04/2024

=& United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

Yes. There are multiple potential reporting obligations with various timing imperatives. We include below a
snapshot of some of the key obligations:

e under FCA Principle 11, firms have a general duty to inform the FCA of matters about which it would
reasonably expect notice;

e a firm must notify the FCA immediately it becomes aware, or has information which reasonably
suggests, that a matter which could have a significant adverse impact on the firm’s reputation has
occurred, may have occurred or may occur in the foreseeable future;

e a firm must notify the FCA immediately it becomes aware, or has information which reasonably
suggests, that a significant breach of a rule (including a significant breach of a Conduct Rule) has
occurred, may have occurred or may occur in the foreseeable future; and

e a firm must also notify the FCA if it takes disciplinary action against an individual for a breach of the
Conduct Rules. Where the relevant individual is a senior manager, the notification must be made
within seven business days. Where the relevant individual is certified staff, the notification must be
made in the firm’s annual reporting.

Last updated on 22/01/2023
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£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

FINRA members must report to FINRA within 30 calendar days after the firm has concluded, or reasonably
should have concluded, that an associated person of the firm or the firm itself has violated any securities,
insurance, commodities, financial or investment-related laws, rules, regulations or standards of conduct of
any domestic or foreign regulatory body or self-regulatory organisation.

While there is no requirement to report misconduct to regulators, the SEC routinely gives credit to
organisations that voluntarily choose to self-report, which can lead to reduced fines, non-prosecution
agreements, deferred prosecution agreements, waivers of disqualification following regulatory or criminal
actions, or more organisation-friendly language in settlement documents. However, such disclosed
information may later be discoverable by private plaintiffs.

The SEC has issued guidance that a failure to self-report significant misconduct can lead to more severe
penalties.

Last updated on 22/01/2023

11. Are there any particular requirements that
employers should implement with respect to the
prevention of wrongdoing, for example, related to
whistleblowing or the prevention of harassment?

() Belgium

Author: Nicolas Simon
at Van Olmen & Wynant

EU Directive 2019/1937 on whistleblowing has been transposed in Belgium by the Act of 28 November
2022. Financial services are included in its material scope (article 2, 1°, b)). In general, companies with
more than 250 employees had to create an internal whistleblowing system by 15 February 2023. For
companies with between 50 and 250 employees, the deadline was 17 December 2023. However, these
thresholds do not count for legal entities who are active in financial services, therefore they needed to
install an internal whistleblowing system no matter their employee count and respect the deadline of 15
February 2023 (article 57, §3). The FSMA will have to verify whether the financial institutions are respecting
their whistleblowing obligations (article 36). Furthermore, persons who report violations relating to financial
services receive better protection and are awarded higher lump sum compensation if they are the victim of
a retaliation measure (six months gross remuneration; article 27, §3).

Regarding the prevention of money laundering, financial institutions were already required to provide a
procedure to enable their personnel, agents or distributors to report a violation of the legislation, through a
specific, independent and anonymous channel (article 10, Act of 18 September 2017).

The employer must ensure the wellbeing of its employees, which includes the prevention of harassment. If
harassment has occurred, they must provide appropriate support, including remediating measures,
protection against dismissal and investigation by a prevention advisor specialising in psychosocial risks
(Wellbeing Act of 4 August 1996, Wellbeing Code of 28 April 2017). The procedure must be detailed in the
work rules of the financial institutions.

Last updated on 16/04/2024
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& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

No specific law determines what employers should implement to prevent wrongdoing. However,
implementing reporting channels and policies to prevent and combat harassment is based on general
corporate governance rules.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

Financial services companies, like any private employer, must implement procedures to prevent
wrongdoing.

Concerning harassment, the Labour and the Penal Codes punish acts constituting moral and sexual
harassment. It is the employer's responsibility, under their safety obligation, to prevent and, if necessary,
deal with any behaviour constituting moral harassment. In this respect, an individual must be appointed by
the social and economic committee to combat sexual harassment and sexist behaviour.

For whistleblowing, following Directive 2019/1937/EU, the system for whistleblowers that already existed in
France was strengthened by Law 2022-401 of 21 March 2022 on the protection of whistleblowers. From
now on, companies with more than 50 employees must internally set up a procedure for collecting and
handling whistleblowers. Without an internal procedure, the whistleblower can go through an external
channel, which presents a risk to the company's reputation.

In addition, following Law 2022-401, the FMA and the French Prudential Supervision and Resolution
Authority have set up special procedures allowing any person to report to them, even anonymously, any
infringement of European legislation, the Monetary and Financial Code or the AMF General Regulation
(articles L. 634-1 to L. 634-4 of the Monetary and Financial Code).

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Employers are generally required under German law, regardless of their industry, to exercise a duty of
protection regarding their employees. If they become aware of allegations of employee harassment, the
employer must investigate and take appropriate steps to either dispel the suspicion (and protect the
employee incorrectly accused of harassment) or sanction the perpetrator. As such, many employers have a
process or policy in place governing this.

From July 2023, employers must observe the mandatory regulations of the Whistleblower Protection Act,
implementing the EU Whistleblower Directive. This regulation applies automatically to many institutions in
the financial sector, and beyond that to others based on their number of employees (starting with a
headcount of over 50) or by virtue of belonging to the public sector. In corporate groups, multiple
employers can set up a joint office to receive reports and conduct further investigations. Public sector
employers must, in principle, establish an internal reporting office regardless of the number of employees.
In addition, employees will also have the option to report breaches externally. The purpose of the new
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legislation is to strengthen the protection of whistleblowers and ensure that they do not face any
disadvantages within the framework of the legal requirements - including, inter alia, where the
whistleblowing concerns matters such as breaches of European law concerning financial services, financial
products and financial markets, as well as the prevention of money laundering and terrorist financing.

An office at the Federal Ministry of Justice will be established as the governing body for the new law. In
addition, the Federal Antitrust Office and BaFin will be responsible for sanctioning certain breaches under
their respective remit (antitrust and financial services, respectively).

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

Anti-money laundering and counter-financing of terrorism

Financial services employees are required to receive training on anti-money laundering and counter-
financing of terrorism. New staff should be required to attend initial training as soon as possible after being
hired or appointed. Apart from the initial training, refresher training should be provided regularly to ensure
that staff are reminded of their responsibilities and are kept informed of new developments (see question
8).

Whistleblowing

There is no single comprehensive whistleblowing legislation to protect whistleblowers in Hong Kong.
However, piecemeal provisions in various ordinances may protect specific whistleblowers for the reporting
of specific offences. For example, the Employment Ordinance provides that an employer shall not
terminate (or threaten to terminate) the employment of, or in any way discriminate against, an employee
because the employee has given evidence or information in any proceedings or inquiry in connection with
the enforcement of the Employment Ordinance, work accidents or breach of work safety legislation.

While it is not legally required, as good practice, employers should consider implementing a whistleblowing
policy to set out, among others, the type of incidents that should be reported and the procedures for filing
the report.

Workplace harassment

Under the Sex Discrimination Ordinance, Disability Discrimination Ordinance and Race Discrimination
Ordinance, any harassment in the workplace based on sex, pregnancy, disability and race (which includes
colour, descent, ethnic or national origins) is unlawful.

As employers are vicariously liable for the wrongful acts of their employees (whether or not the act was
done with the employer’s knowledge or approval), one of the statutory defences is for employers to
establish that they took “reasonably practicable steps” to prevent the wrongful act in the workplace.
Employers should therefore put in place anti-harassment policies and procedures to prevent harassment
from happening in the workplace and to provide complaint or reporting procedures to handle such
incidents.

Last updated on 22/01/2023

< India

Author: Vikram Shroff
at AZB & Partners
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Corporate whistleblowing is still at a nascent stage in India and there isn’t a robust legislative framework
for it. Section 177[1] of the Companies Act 2013, clause 49 on “Corporate Governance” of the Listing
Agreement between a listed entity and a stock exchange and the guidelines issued by RBI under Section
35(A) of the Banking Regulation Act 1949 [2] constitute the corpus of early whistleblower jurisprudence in
India. Publicly listed financial services companies are required to have whistleblowing policies.

In terms of generally applicable laws, the IDA lists “Unfair Labor Practices” that the employer is prohibited
from engaging in. There are certain state-specific laws which reiterate the same. There might also be
sector-specific initiatives. One such example is the “Protected Disclosures Scheme for Private Sector and
Foreign Banks” by the RBI, which cover areas such as corruption, criminal offences, non-compliance with
rules, misuse of office, suspected or actual fraud causing financial and reputational loss and detriment to
the public interest.

When it comes to the prevention of harassment, the general statutes are also applicable to financial sector
organisations. Employers are required to comply with the Sexual Harassment of Women at Workplace
(Prevention, Prohibition and Redress) Act, 2013, by taking reasonable steps to assist affected women
workers. If harassment is coupled with any other issue like caste-based discrimination, then employees may
register complaints through well-established civil or criminal redress mechanisms in the legal system.

[1] Section 177, Companies Act 2013, available at <https://ca2013.com/177-audit-committee/>

[2]Section 35A, Banking Regulation Act 1949, available at
<https://indiankanoon.org/doc/587034/#:~:text=it%20is%20necessary%20t0%20issue,t0%20comply%20wit
h%20such%?20directions>

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Yes. Concerning the prevention of wrongdoing, RFSPs should implement a written protected
disclosures/whistleblowing policy that explains the secure and confidential internal and external reporting
channels available to workers who wish to report relevant wrongdoings. The anti-retaliation protection
should be explained and workers should understand from the policy how a report of relevant wrongdoing
will be dealt with by the RFSP.

RFSPs should ensure that they have clear, up-to-date and fully compliant policies governing:

e dignity at work (including anti-harassment and anti-bullying measures); and
e grievance and disciplinary policies.

RFSPs should ensure that employees are trained on the RFSP's dignity at work (anti-bullying and
harassment) policies to ensure that the RFSP's values, culture and commitment to preventing harassment
and bullying are clear regarding their rights and obligations.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Yes, from 1 January 2017 financial institutions must have an internal whistleblowing policy in place.
Financial services employees are encouraged to first raise issues with their employer. However, employees
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may also raise serious concerns with the IoM FSA if they remain unsatisfied at the end of the employer’s
process.

Under employment legislation, if an employee is dismissed because they have made a “protected
disclosure” (ie, blown the whistle), that dismissal is automatically unfair. Compensatory damages for
whistleblowing are uncapped in the Isle of Man Employment and Equality Tribunal.

While there is no sector-specific guidance on harassment in the workplace, all employers have a legal duty
to ensure that employees are not harassed at work (this would extend to bullying and being subjected to
discrimination). Failure to have and enforce appropriate policies on bullying and harassment is likely to
impair any defence that the employer may raise to a legal claim because it will not be able to show that it
took “all reasonable steps” to prevent such acts.

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzalez Graf
at Marvan, Gonzalez Graf y Gonzdlez Larrazolo

In addition to the obligations previously described, employers and employees are subject to Official
Mexican Rule NOM-035-STPS-2018 Employment Psychological Risks - Identification, Analysis and
Prevention.

The purpose of NOM-035 is to establish the criteria to identify, analyse and prevent psychosocial risks; and
to promote a favourable organisational environment in the workplace.

NOM-035 establishes specific obligations for employers, including:

e informing employees about policies to prevent psychosocial risk factors and labour violence, and
promoting a favourable organisational environment;

e identifying and analysing factors of psychosocial risk;

e assessing the organisational environment;

e adopting measures to prevent psychosocial risk and promote a favourable organisational
environment;

e adopting corrective actions when identifying psychosocial risk factors;

e identifying workers that could have been exposed to traumatic events and providing help; and

e keeping records of the analysis and identification of psychosocial risks, evaluations of the
organisational environment, and corrective action.

To prove compliance, employers must adopt the following measures:

e develop a psychosocial risk policy;

e establish a complaints channel to receive and deal with reports of possible practices preventing a
favourable organizational environment and report acts of workplace violence;

e conduct surveys to identify employees that have been exposed to psychosocial risks;

e conduct surveys to identify psychosocial risk factors and potential threats to the organisational
environment; and

e create intervention programmes with specific actions based on the results obtained.

The Ministry of Labour and Social Welfare is the authority that inspects compliance with these obligations.
NOM-035 does not establish specific sanctions for non-compliance, but inspectors may apply fines derived
from the FLL. Also, employers must regularly carry out evaluations, research and follow-up on complaints.
They must also prepare regular reports on the subject.

These provisions apply to all employers and there are no particular provisions regarding the prevention of
harassment in financial entities.

Last updated on 14/03/2023
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= Netherlands

Author: Sjoerd Remers
at Lexence

Financial services companies must create a safe and healthy work environment. Furthermore, financial
services sector companies have a statutory responsibility to protect consumers from unethical,
unprofessional and negligent behaviour and services. In this regard, it is advisable (and common) to
implement an internal code of conduct.

Under Dutch law, financial services companies must set up an internal reporting procedure (with specific
requirements) where suspected misconduct can be reported.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

MAS’ Guidelines on Individual Accountability and Conduct provide that appropriate policies, systems and
processes should be put in place to enforce expected conduct, including transparent investigation and
disciplinary procedures, formal whistleblowing programmes, and a process for the reporting and escalation
of issues to senior management on any issues related to employee conduct. Anti-workplace discrimination
legislation is also expected in 2024.

Last updated on 16/04/2024

€) Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

There are no specific whistleblowing laws in Switzerland, but employees have a right to report grievances
and misconduct to their employer, provided that they do not commit a breach of a fiduciary duty or cause
damage (eg, malicious false reports).

However, employees must also report material facts or incidents of misconduct and the misconduct of
other employees discovered in the course of their work to their employer under the employee's duty of
loyalty.

On the other hand, an employee’s duty of loyalty and, in particular, an employee’s statutory duty of
confidentiality flowing from it may also give rise to a duty to not report.

Based on the current legal situation, there may be a conflict between an employee’s need to report
grievances (internally or externally) and a possible duty to not report with regard to an external report. An
attempt to resolve this conflict through legislation has failed, and a new attempt to introduce
whistleblowing legislation in Switzerland is not expected anytime soon.

Concerning whistleblowing by employees to a public authority or even to the public, employees are
regularly prevented from doing so by confidentiality obligations under criminal law. Any justification for
such a disclosure will usually only be examined in the context of a criminal investigation against the
employee.

However, larger companies have taken measures and set up certain processes to uncover and prevent
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wrongdoing without having to do so under mandatory laws. For instance, companies have implemented
internal or external reporting offices.

When it comes to harassment, an employer is explicitly required to protect employees from sexual
harassment (prevention) and to protect any victims from further disadvantages (active protection).
According to the Gender Equality Act, victims of sexual harassment may be awarded compensation of up to
six months' wages by the courts, in addition to damages and restitution, unless the employer can prove
that they have "taken all measures that are necessary and appropriate according to experience to prevent
sexual harassment and that they can reasonably be expected to take”. Employers are therefore advised to
actively address the issue of sexual harassment (as well as general discrimination and bullying) in the
workplace and include it in their regulations or directives.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

Whistleblowing

In the DIFC, whistleblowing is addressed both by the DFSA, who introduced its regulatory regime for
whistleblowing in 2022 through amendment to its Regulatory Law 2004, as well as the more general
obligations contained in the Operating Law of the DIFC Authority.

Under the Regulatory Law, any person who makes a qualifying disclosure to a specified person is entitled to
protection under the law. Similar provisions are contained in the Operating Law.

The disclosure may be made internally within the company, for example, to a director, officer or any person
in @ management position of the relevant company, or any person designated by that company to receive
the disclosure of such information; or externally, for example, to the Registrar, Financial Services Regulator,
Office of Data Protection, or criminal law enforcement agency in the UAE.

The qualifying disclosure must relate to the disclosure of information made in good faith, that relates to a
reasonable suspicion that a regulated entity, or any of its employees or officers, has or may have,
contravened a provision of legislation administered by the DFSA, or has engaged in money laundering,
fraud, or other financial crime.

A person making a protected disclosure shall not be subject to any civil or contractual liability for making
the disclosure, nor shall they be dismissed or otherwise suffer a detriment or disadvantage in connection
with making the disclosure.

The corresponding DFSA module sets out the DFSA’s expectations that companies should implement
appropriate written policies in order to facilitate the reporting of any regulatory concerns by whistleblowers,
and to assess, and, where appropriate, escalate regulatory concerns reported to it.

The ADGM published Guiding Principles on Whistleblowing in December 2022, which whilst non-binding,
were designed to assist entities and individuals in the ADGM in establishing whistleblowing frameworks and
ensure that potential whistleblowers were encouraged to speak up and were fairly treated when they did
so. In March 2024, the ADGM announced a public consultation on proposals for a whistleblowing
framework, which will lead to the introduction of Whistleblower Protections Regulations and amendments to
the Employment Regulations.

Harassment

Harassment is not dealt with in the regulatory framework outlined above, but is contained in the applicable
employment legislation.

Last updated on 24/04/2024
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=& United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

Whistleblowing

In addition to the requirements of the SM&CR outlined above which relate to the prevention of wrongdoing
(including the Conduct Rules, fitness and propriety assessments, Senior Managers’ Duty of Responsibility,
the certification and approvals processes and associated training requirements), the PRA and the FCA
maintain rules on whistleblowing. These are intended to encourage whistleblowers to come forward to
report wrongdoing and protect them from retaliation when they do.

For certain types of SM&CR firms, the rules mandate measures that employers must implement, for others
they provide guidance on measures to consider.

The key measures are as follows:

e Whistleblowers’ champion - a non-executive director and senior manager with responsibility for
whistleblowing compliance within the firm, including oversight of internal policies and procedures and
certain reporting requirements.

e Whistleblowing channel - a system which allows whistleblowers to report concerns confidentially and
anonymously, and which allows such concerns to be assessed, addressed, and escalated where
appropriate.

e Notification regarding external whistleblowing channels - that is, making staff aware of their right to
report matters directly to the PRA and FCA and explaining how they can do so.

e Whistleblowing training - this must cover arrangements on whistleblowing within the firm and be
provided (and tailored) to employees based in the UK, their managers, and employees responsible for
operating the firm’s whistleblowing arrangements.

Prevention of harassment

Harassment and related unacceptable workplace behaviours (such as bullying and discrimination) are not
specifically addressed in the SM&CR rules on individual accountability. However, it is clear from regulators’
public statements that the culture of firms (in its broadest sense) is central to their approach. Having a
healthy firm culture is seen as critical to consumer protection and well-functioning markets, and firms with
healthy cultures are considered to be less prone to misconduct.

Firms that are subject to the SM&CR need to be alive to the possibility that instances of harassment and
other non-financial misconduct could amount to breaches of the individual accountability regime or trigger
certain requirements under it, such as a requirement to investigate, reassess an individual’s fithess and
propriety, or notify certain matters to the regulators. The same could apply to any failure by relevant staff
to investigate and deal appropriately with allegations of this kind, such as a senior manager who turns a
blind eye to reports of sexual harassment or workplace bullying. While there have been relatively few
instances of non-financial misconduct resulting in an enforcement action to date, this is likely to become an
emerging trend.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

Whistleblowing in the United States is governed by two main statutory sources, the Sarbanes-Oxley Act
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(SOX) and the Dodd-Frank Act (Dodd-Frank).

SOX protects whistleblowers who report violations of securities laws to:

o federal regulatory bodies or law enforcement;
e members of Congress or congressional committees; or
e supervisors or persons authorised by the employer to investigate, discover, or terminate misconduct.

Dodd-Frank generally only protects whistleblowers who report violations of the securities or commodities
laws to the SEC or CFTC. However, it also prohibits employers from discriminating against financial services
employees for objecting or refusing to participate in any activity that would be a violation of securities law
(note that Dodd-Frank prohibits mandatory arbitration of retaliation claims under the Act).

Whistleblowers in the banking industry are also protected under both federal and applicable state laws for
reporting violations of banking law to the US Department of Justice.

Under Dodd-Frank and banking laws, employees may be offered a bounty for whistleblowing activities that
results in successful enforcement actions.

Employment Discrimination and Sexual Harassment Claims are not subject to mandatory FINRA arbitration,
though the claims may be arbitrated if all parties agree.

Californian employers with at least five employees globally must implement policies and provide training on
the prohibition of harassment, discrimination, and retaliation in the workplace.

Last updated on 22/01/2023

12. Are there any particular rules or protocols that
apply when terminating the employment of an
employee in the financial services sector, including
where a settlement agreement is entered into?

() Belgium
Author: Nicolas Simon

at Van Olmen & Wynant

If the person concerned is subject to “fit & proper” authorisation from the NBB (see question 2), a form
must be filed with the NBB to inform it of the termination.

Furthermore, the settlement agreement cannot include payments that would not respect the caps for
remuneration and termination indemnities (see question 7).

Finally, job security clauses have been negotiated at a sectoral level, meaning a specific procedure must be
followed for individual or collective dismissal under JC No. 310, with a sanction of six to nine months’
remuneration.

Last updated on 16/04/2024
& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados
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As a legal requirement, it is necessary to issue the term of termination of the employment contract. This
document specifies the amounts paid at that time (there is a difference between terminations for just
cause and without cause).

For workers in the sector, general rules apply, as no specific rules are created by law or a collective
instrument.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

The general law regarding dismissals applies to employees in the financial services sector. Under French
law, there are two grounds for dismissal: personal reasons, which are related to the employee's behaviour
or state of health; and economic reasons, which are not related to the employee. In both cases, the cause
must be real and serious (ie, the reason must be objective and materially verifiable, as well as
proportionate to the facts put forward). Failing that, the judge may propose the reinstatement of the
employee, but if one of the parties refuses, then the employee is entitled to compensation for dismissal
without real and serious cause, the latter depending on the employee's seniority.

Certain grounds for dismissal are null and void, in particular dismissals that are discriminatory or contrary
to a fundamental freedom. The employee may then be reinstated (in very specificcases) or compensated,
but this compensation may not be less than six months' salary.

Dismissal for personal reasons cannot be declared before a preliminary interview with the employee and
must be notified at least two working days after this interview, unless otherwise stipulated by collective
bargaining agreement. For example, the national collective bargaining agreement for the banking industry
stipulates that the preliminary interview cannot take place less than 7 calendar days, except in the case of
more favourable legal provisions or specific arrangements (e.g. inaptitude), from the date of first
presentation to the employee of the letter of summons (article 26).

Dismissal for economic reasons may be individual or collective. Individual dismissals for economic reasons
also require a prior interview and notification of redundancy, but above all notification to the
Administration. Collective dismissals for economic reasons require consultation of the Social and Economic
Committee, as well as the establishment of an employment protection plan if the termination concerns at
least 10 employees within 30 days.

Since 1 July 2010, the FMA's General Regulation requires investment service providers to pass an
examination to obtain certification. This certification must be obtained within six months of hiring, so not
securing this certification by the end of this period may justify a dismissal.

A dismissal means a redundancy payment is excluded, except in the case of employment protection plans,
from assessment for social security contributions for the portion not subject to income tax within certain
exemption limits. In addition, article L.511-84-1 of the French Monetary and Financial Code excludes the
variable portion of compensation that may be reduced or recovered as a penalty under the "clawback"
mechanism from assessment for severance pay.

Last updated on 16/04/2024

M Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers
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Employment relationships with risk-takers of significant institutions whose annual fixed remuneration
exceeds three times the contribution assessment ceiling for general pension insurance can be terminated
more easily, in return for a severance payment, even if a unilateral dismissal is not socially justified. For
this purpose, the institution needs to file a motion to the labour court to terminate the employment
relationship during an ongoing dismissal protection dispute. The court will then terminate the employment
relationship and award a severance payment of up to 12 months’ salary.

Where employers wish to amicably terminate an employment relationship, they will usually offer a
termination agreement that provides for a severance payment as consideration for the job loss. Severance
payments offered by institutions under the German Banking Act are, in principle, treated as variable
remuneration from a regulatory perspective. Unless certain exceptions and privileges apply, this means
that severance payments are subject to the regulatory remuneration rules that apply to variable
remuneration, meaning that, for example, the bonus cap and ex-post risk adjustment mechanisms of IVV
apply (section 5 paragraph 6 sentence 1 IVV). Exceptions are permissible, inter alia, if severance payments
are granted in line with the company’s general policy on severance payments, payments to which there is
a legal entitlement, and severance payments to be made based on a final judgment or court settlement.

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

There are no particular rules or protocols that apply when terminating the employment of an employee in
the financial services sector. The termination procedures will follow the requirements under the
Employment Ordinance and the contractual terms of the employment contract. In certain cases (eg,
termination of senior executives), the parties may enter into a mutual release and settlement agreement.

The licensed corporations should notify the regulators of any changes, including cessation of appointment
of the licensed representative and responsible officer or managers-in-charge of core functions, within seven
business days. In the case of registered institutions, the notification should be made to both the SFC and
the HKMA.

Under section 64R of the 10, within 14 days after the day on which an authorised insurer, a licensed
insurance agency or a licensed insurance broker company (collectively, “Appointing Principal”) terminates
the appointment of a licensed insurance agency, a licensed individual insurance agent, a licensed technical
representative (agent), a licensed technical representative (broker) or a responsible officer (as the case
may be), then the Appointing Principal should notify the IA in writing of the termination.

Last updated on 22/01/2023

< India
Author: Vikram Shroff
at AZB & Partners

The general legal standards on termination of employment are also applicable to employees in the financial
services sector. India is not an “at-will” jurisdiction but is also not an “employment-for-life” jurisdiction. In
general, termination of employment may be carried out for reasonable cause or on account of misconduct.
In cases of termination on any ground other than misconduct, the employee must be provided with prior
notice of termination or pay in lieu thereof. The body of laws that govern employee rights around
termination are the IDA, state-specific shops and establishments acts, standing orders, and the
employment contract. Workmen (basically non-managers) have additional protection in terms of the right
to retrenchment compensation when terminated.
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Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

Where possible it is important to try to resolve any outstanding issues that a PCF has or may have before
the PCF's contract is terminated. An RFSP is required to give details of the circumstances of a PCF's
termination of employment and to confirm whether or not there are outstanding issues regarding the PCF.

It is important to ensure that there are adequate provisions to govern the following in any settlement
agreement or termination arrangements:

e adequate handover of operational responsibility;

e continued co-operation on operational matters within the employee's knowledge or in relation to
matters that may subsequently be investigated by the CBI;

e secure return of all company property including any personal data; and

e post-termination confidentiality obligations and any other necessary post-termination restrictions.

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

Terminating an employee’s employment must occur in accordance with the terms of their contract,
otherwise the employer risks a claim for wrongful dismissal.

Additionally, financial institutions have certain notification obligations to the loM FSA as outlined in question
10. Where a settlement agreement is entered into in respect of the exit of an employee and a factor in their
departure is a disciplinary issue, the loM FSA will usually wish to know the terms of, and circumstances
leading to, the settlement agreement. In particular, the loM FSA will want to understand whether the reason
for the termination was a systemic failure on the part of the financial institution or an issue with the
individual and their capability or conduct. The settlement agreement cannot prevent an employee from
making a protected disclosure and must not require the employee to warrant that they have not made a
protected disclosure.

Last updated on 17/04/2024

(*) Mexico

Author: Héctor Gonzdlez Graf
at Marvan, Gonzalez Graf y Gonzéalez Larrazolo

Under the Constitution and the FLL, an employee has the right to secure employment (employment stability
right) and an employer cannot terminate an employment contract without legal cause.

An employer may only dismiss an employee under one or more of the legal causes provided for in article 47
of the FLL (eg, lack of ethics, dishonesty, violence, harassment, absence more than three times in a month
without authorisation, disobedience, and intoxication). Dismissal should be carried out within the one
month after the employer becomes aware of the legal cause for termination (statute of limitations).

The FLL requires employers to provide the employee with a written notice of dismissal in which the date
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and causes are expressly described. A lack of written notice makes the termination unlawful and triggers
the severance obligation described below.

In addition, financial entities may end the employment of individuals without notice in the following
circumstances:

¢ if a general manager or officer no longer complies with the legal requirements to occupy their position
(see question 2);

e if the CNBV or the CNSF, as applicable, disqualifies, removes, or relieves individuals from their
positions; and

e if a brokerage house’s proxies are no longer authorised by the CNBV.

If there are no legal grounds to justify the termination and an employee is dismissed, the dismissal is
wrongful and the employee has the right to:

¢ be reinstated (article 49 of the FLL establishes the cases where an employer is exempt from
reinstating an employee, for example employees of trust); or

e a severance payment (three months of salary, plus 12 days of salary for each year of service capped
at twice the general minimum wage of the geographic area where the employee rendered services,
plus 20 days of salary per year of service, and, if applicable, back pay.

These obligations are only enforceable (reinstatement and payment of severance) if the dismissal is
deemed wrongful by the labour authorities in their corresponding resolution. Nevertheless, if there are no
legal grounds that justify the termination, it is common practice to pay the severance in advance if there is
no intention to reinstate the employee after termination.

When termination occurs, financial entities must inform the self-reqgulated bodies to revoke powers of
attorney within five days. The self-regulated body must then inform the CNBV of the revocation. For the
removal or resignation of the general manager and officers, financial entities must inform the
corresponding authority within five to ten days, depending on the type of financial entity.

For the termination of employment of employees in general positions, there is no particular document to
execute other than a termination document (resignation or employment termination agreement and
release).

Last updated on 14/03/2023

< Netherlands

Author: Sjoerd Remers
at Lexence

There are no particular rules or protocols that apply when terminating the employment of financial services
employees.

Please see question 7 for more information on severance payments.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Depending on the employee concerned, the MAS may have to be notified of an employee ceasing to hold
an office or to act as a representative (see questions 2, 4 and 11). Termination-related benefits and
remuneration may also require disclosure (see question 7).
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Apart from this, there are no industry-specific rules or protocols applicable to terminations. Singapore’s
Employment Act and the Tripartite Guidelines on Wrongful Dismissal, of general application to all
employers, also prescribe rules concerning notice periods, the timing of final payments, and circumstances
in which a termination may be wrongful, among other things.

Last updated on 16/04/2024

€) Switzerland

Author: Simone Wetzstein, Matthias Lotscher, Sarah Vettiger
at Walder Wyss

There are no specific rules or protocols that apply when terminating the employment of an employee in the
financial services sector. However, because changes in the strategic and executive management of, in
particular, regulated companies such as banks, insurance companies, securities firms, fund management
companies, managers of collective assets or asset managers are subject to a prior authorization by FINMA,
the timing of termination and re-hiring of particular persons should be considered.

The general rules on the termination of an employment relationship apply under Swiss law: any
employment contract concluded for an indefinite period may be unilaterally terminated by both employer
and employee, subject to the contractual or (if no contractual notice period was agreed) statutory notice
periods for any reason (ordinary termination).

The termination notice needs to be physically received before the notice period can start, meaning the
notice needs to be received by the employee before the end of a month so that the notice period can start
on the first day of the next month. If notice is not received before the end of the month, the notice period
would start the month following the receipt of the notice. A termination notice might be either delivered by
mail or personally.

Swiss law does not provide for payment in lieu of a notice period. The only option in this regard is to either
send the employee on garden leave or to agree within the termination agreement to terminate the
employment relationship per an earlier termination date than the one provided for in the termination
notice.

As a general rule, an employment contract may be terminated by either party for any reason. However,
Swiss statutory law provides for protection from termination by notice for both employers and employees,
distinguishing between abusive and untimely notices of termination.

Based on social policy concerns, the employer must observe certain waiting periods, during which a notice
cannot validly be served (so-called untimely notice). Such waiting periods apply (art. 336¢ CO), for example,
during compulsory military or civil defence service, full- or part-time absence from work due to illness or an
accident, or during an employee’s pregnancy and 16 weeks following the birth of the child. Any notice given
by the employer during these waiting periods is void. Any notice given before the respective period is
effective, but once the special situation has occurred and for the period it lasts, the running of the
applicable notice period is suspended and only continues after the end of the period in question.

In addition, Swiss civil law defines certain grounds based on which terminations are considered abusive
(article 336 CO). Termination by the employer might be considered abusive (egq, if it is based on a personal
characteristic of the other party (eg, gender, race, age), or if the other party exercises a right guaranteed
by the Swiss Federal Constitution (eg, religion or membership in a political party) unless the exercise of this
right violates an obligation of the contract of employment or is seriously prejudicial to the work climate). If
the employer abusively terminates the employment contract, the employer has to pay damages to the
employee and a penalty of up to six months' remuneration (article 336a CO). Nevertheless, an abusive
termination remains valid.

Regarding settlement agreements, Swiss employment law allows the conclusion of such agreements, but
there are strict limits on the parties’ freedom of contract. Termination agreements may not be concluded
that circumvent statutory provisions on employee protection. According to Swiss case law, termination
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agreements are usually valid and enforceable if both parties make real concessions, and if the agreement is
also favourable for the employee. To conclude a termination agreement initiated by the employer, the
employee must also be granted a sufficient reflection period. No further formalities need to be observed
when concluding termination agreements, although it is generally advisable to have them in writing.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford
at Morgan Lewis & Bockius

As noted in question 7, the DFSA General Rulebook and FSRA General Rulebook contain Best Practice
Guidance for remuneration structure and strategies of authorised persons. In this regard, both sets of
guidance provide that where an authorised entity provides discretionary payouts on termination of
employment (either by way of severance payments, or other payments, such as “golden parachutes”),
these should be subject to appropriate limits or shareholder approval. In addition, they should be aligned
with the firm’s overall financial status and performance.

Last updated on 24/04/2024

=& United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

Settlement agreements

The whistleblowing measures outlined above are complemented by mandatory requirements for SM&CR
firms concerning settlement agreements, namely that any such agreement must include a term stating
that it doesn’t prevent the individual from making a protected disclosure, and must not require the
individual to warrant that they have not made a protected disclosure or that they do not know of any
information which could lead to them doing so (a “protected disclosure” is a type of disclosure recognised
in English employment law that gives the person making it legal protection from retaliatory detrimental
treatment).

SM&CR firms entering into settlement agreements must also ensure that they are not drafted in a way that
is incompatible with other relevant regulatory requirements. For example, there is a specific prohibition in
the FCA Handbook on firms entering into any arrangements or agreements with any person that limit their
ability to disclose information required by the regulatory reference rules (see question 2). As such, terms
relating to confidentiality and the provision of employment references should allow the firm sufficient
flexibility to comply with regulatory reference requirements, which could include a requirement to update
such a reference. In addition, any obligations of confidentiality should include a carve-out to permit relevant
regulatory disclosures and reports.

Handover procedures

The SM&CR includes requirements designed to ensure that adequate handovers take place between
outgoing and incoming senior managers. Firms must take all reasonable steps to ensure that senior
managers (and anyone who has management or supervisory responsibilities for them) have all the
information and material that they could reasonably expect to have to perform their responsibilities
effectively and under the requirements of the regulatory system. This applies when someone becomes a
senior manager and when an existing senior manager takes on a new job or new responsibilities (or when
their responsibilities or job are being changed).

Firms must have a handover policy in place to ensure compliance with these requirements. They must also
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make and maintain adequate records of steps taken to comply with them.

The information and material handed over should be practical and helpful, with an assessment of what
issues should be prioritised, and judgement and opinion as well as facts, figures and records. It should also
include details about unresolved or possible regulatory breaches and any unresolved concerns expressed
by the FCA, the PRA or any other regulatory body.

The format and arrangements of a handover should allow for an orderly transition, which should include the
outgoing senior manager contributing to the handover everything that it would be reasonable to expect
them to know and consider relevant, including their opinions. This could be achieved by requiring outgoing
senior managers to prepare a handover certificate, but the FCA recognises that this will not always be
practical.

To ensure that these requirements are satisfied, it is good practice to include in senior managers’
employment contracts (and settlement agreements) specific obligations relating to handovers.

Reallocating senior managers’ responsibilities

In addition to ensuring that adequate handovers take place between outgoing and incoming senior
managers, firms should also ensure on the departure of a senior manager that their responsibilities are
reallocated and that this is recorded in a way that is compliant with relevant regulatory requirements. This
may include temporary reallocation to one or more existing senior managers where the replacement does
not take over immediately on the departure of the departing senior manager, as well as updating the firm’s
management responsibilities map and statements of responsibilities.

Reporting requirements

When an individual ceases to perform an SMF, the firm must generally notify the relevant regulatory within
seven business days.

SM&CR firms must notify the relevant regulators if certain types of disciplinary action are taken, which can
include dismissal - see question 10.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

Form U5, the Uniform Termination Notice for Securities Industry Registration, is used by broker-dealers to
terminate the registration of an associated person with FINRA and in other applicable jurisdictions and self-
regulatory organisations. A FINRA member firm must file Form U5 within 30 days of an employee’s
termination. This form includes the reason for an employee’s departure and must include a detailed
description of the reasons for termination. Employee appeals related to the content of the U5 are arbitrated
before FINRA (eg, if an employee challenges their termination).

Payments to retiring employees

FINRA prohibits paying commissions to unregistered persons, except for retired representatives receiving
trailing commissions where a bona fide contract was entered into between the broker-dealer and the
retiring employee.

California

California law prohibits the use of non-disclosure provisions in settlement agreements that are designed to
restrict an employee's ability to disclose information about unlawful acts in the workplace, including
information pertaining to harassment or discrimination or any other conduct the employee has reason to
believe is unlawful. Provisions protecting the identity of a claimant are permitted where requested by the
claimant. California law also prohibits “no-rehire” provisions in settlements of employment disputes, with
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limited exceptions for employees whom the employer, in good faith, determined engaged in sexual
harassment or sexual assault, or any criminal conduct.

Last updated on 22/01/2023

13. Are there any particular rules that apply in
relation to the use of post-termination restrictive
covenants for employees in the financial services
sector?

() Belgium
Author: Nicolas Simon

at Van Olmen & Wynant

There are no specific rules for the financial services sector, except that they cannot have an effect that
does not respect the caps for remuneration (see question 7).

Last updated on 16/04/2024

& Brazil

Author: Cajo Medici Madureira, Rodrigo Souza Macedo, Angelo Antonio Cabral, Rebeca Bispo Bastos
at Tortoro Madureira & Ragazzi Advogados

Yes, restrictive covenants are possible for financial service employees. However, restrictions on work in
other companies in the sector (non-competition) must be paid for less than 24 months. These criteria are
not provided for by law, but were constructed by Brazilian courts when adjudicating on this issue.

Last updated on 16/04/2024

() France

Author: Béatrice Pola
at DS Avocats

Three specific clauses are potentially relevant to employees in the financial services sector.

Firstly, regarding the confidentiality clause, employees in the financial services sector are bound to respect
professional and banking secrecy.

More specifically, article 25 of Section Ill of Chapter 4 of Title Il of Book 1 of the national collective
agreement for financial companies of 22 November 1968, provides that all staff members are bound by
professional secrecy within the company and towards third parties. Employees may not knowingly pass on
to another company information specific to their employer or previous employer.

Article 24 of Chapter 3 of Title Ill of the national collective bargaining agreement for bank employees of 10
January 2000 codifies the absolute respect of professional secrecy.

Article 44 of Chapter 2 of Title IV of the national collective bargaining agreement for the financial markets
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of 11 June 2010 states that the employee must comply specifically with the rules of conduct regarding
professional secrecy, both within the company and concerning third parties.

Confidentiality clauses can also be concluded between the employee and his or her employer, to reinforce
the obligation of confidentiality.

In principle, a confidentiality clause allows for the protection of certain information exchanged during the
contract and can be enforced after the termination of the employment contract if it is not perpetual. In this
case, it is quite conceivable to contractualise such an obligation for employees in the financial services
sector because of their functions, which by their very nature require discretion.

The law already states that anyone who uses or discloses confidential information obtained in the course of
negotiations without authorisation is liable. Case law has addressed the issue of confidentiality clauses by
ruling that an employee not executing this clause after his or her departure makes him or her liable for the
resulting damage, without the employer having to prove gross negligence. The clause may be accompanied
by a pecuniary sanction, which may be altered by the judge if it is lenient or excessive.

This clause in no way imposes a non-compete obligation and, therefore, does not entitle the employee to
financial compensation.

In practice, it is complex to ensure compliance with this clause; however, the more specific the clause, the
more effective it is.

Secondly, a non-compete clause allows an employer to limit an employee's professional activity at the end
of an employment contract to prevent that employee from working for a competing company.

Despite the specificity of the activities of the financial sector, it seems that the common law of
noncompetition clauses applies.

Thus, such a clause may be provided for by a collective agreement, in which case it is a conventional non-
compete obligation. To be enforceable, the employee must have been informed of the existence of the
applicable collective agreement. In this case, article 35 of Chapter | of Title IV of the national collective
bargaining agreement for financial markets of 11 June 2010 provides for a non-compete obligation.

The non-compete clause is, in the majority of cases, contractual (ie, present in the employee’s employment
contract). To be valid, this clause must meet various cumulative conditions to be compatible with the
principle of freedom to work.

It must be essential to the protection of the legitimate interests of the company, limited in time and space,
take into account the specificities of the employee's job, and include an obligation for the employer to pay
the employee meaningful financial compensation. All these conditions are cumulative, and the employer
cannot unilaterally extend the scope of the clause, otherwise it is null and void. Given the specificity of the
activity of companies in the financial services sector, the condition of protection of the legitimate interests
of the company would be met. However, taking into account the specificities of the employee's job may
undermine such a clause if it is proven that his or her training and experience would prevent him or her
from finding a job. The company's interest in imposing a noncompete clause must therefore be
demonstrated.

The judge may restrict the application of the non-compete clause by limiting its effect in time, space or
other terms when it does not allow the employee to engage in an activity consistent with his or her training
and experience. However, the scope of application of the clause cannot be reduced by the judge if only the
nullity of the clause has been invoked by the employee. If the non-compete clause is not enforced, the
employer may take summary proceedings against the former employee who does not respect it, and also
against the employee's new employer if they were hired with full knowledge of the facts, or if they continue
to be employed after learning of the clause.

The employer may waive the clause if this is explicit and results from an unequivocal will. In the specific
case of contractual termination, the employer who wishes to waive the clause must do so no later than the
termination date set in the agreement.

Finally, concerning the non-solicitation clause, such a clause can be concluded between two companies



through a commercial contract. These companies mutually prohibit each other from hiring their respective
employees. Therefore, this clause is distinct from a non-compete clause and does not meet its conditions of
validity. However, it must be proportionate to the legitimate interests to be protected given the purpose of
the contract.

Last updated on 16/04/2024

B Germany

Author: Till Heimann, Anne-Kathrin Bertke, Marina Christine Csizmadia
at Kliemt.HR Lawyers

Post-contractual non-compete obligations will typically only be binding when a severance payment is
agreed upon that amounts to at least 50% of the pro-rated annual remuneration that the employee
received before the obligation comes into force). It is advisable to regularly review for which roles such
arrangements are agreed upon as they can be costly, and a unilateral waiver does not automatically
eliminate the obligation to pay compensation, only if sufficient advance notice is given.

In the financial services sector, the severance payment for non-competition covenants is considered
variable remuneration and subject to the same regulatory compensation rules (for example, section 5
paragraph 6 sentence 1 IVV, section 6 paragraph 4 No. 2 Investment Firm Remuneration Ordinance).
However, severance payments do not have to be factored into the ratio of variable to fixed remuneration
according to section 25a paragraph 5 sentences 2 to 5 KWG if, subject to section 74 paragraph 2 of the
German Commercial Code, the payments do not exceed the total fixed remuneration originally owed.

Last updated on 16/04/2024

Hong Kong

Author: Charles Mo, Joanne Mok
at Morgan Lewis & Bockius

There are no particular rules that apply concerning the use of post-termination restrictive covenants for
employees in the financial services sector. The rules concerning post-termination restrictive covenants are
governed by common law principles in which they will only be enforced if the restriction is necessary for
the protection of the employer’s legitimate business interest and is reasonable in scope and duration.

Last updated on 22/01/2023

< India
Author: Vikram Shroff
at AZB & Partners

Post-termination non-competes are not enforceable, as they are treated as a restraint of trade. Courts have
given prevalence to the livelihood of the employee over the employer’s interests. However, a reasonable
non-solicit restriction may be enforceable in India.[1]

Employees in financial services are also bound by post-employment (for both resignation and retirement)
obligations.[2] RBI employees[3] who cease to be in service should not accept or undertake “commercial
employment”[4] for one year from the date on which they cease to be in service without the prior approval
of the concerned authority. For SEBI employees[5], the cooling-off period is also one year. “Commercial
employment”[6] broadly includes employment in any company or setting up their own practice without
having professional qualifications and relying only on official experience. Such engagement may bestow an


https://www.internationalemploymentlawyer.com/profiles/till-heimann
https://www.internationalemploymentlawyer.com/profiles/anne-kathrin-bertke
https://www.internationalemploymentlawyer.com/profiles/marina-christine-csizmadia
https://www.internationalemploymentlawyer.com/profiles/charles-mo
https://www.internationalemploymentlawyer.com/profiles/joanne-mok
https://www.internationalemploymentlawyer.com/profiles/vikram-shroff

unfair advantage upon clients by virtue of the ex-employees’ prior experience at the organisation. The
grant of prior approval by the concerned authority is dependent on whether there is any ensuing conflict of
interest from such engagement.

[1] Employment Contracts in India: Enforceability of Restrictive Covenants, available at
<https://www.nishithdesai.com/fileadmin/user_upload/pdfs/Research%20Papers/Employment_Contracts_in_|I
ndia.pdf>

[2] Section 55, SEBI (Employees’ Service) Regulations 2001.

[3] General Administration Manual, RBI, available at
<https://rbidocs.rbi.org.in/rdocs/content/pdfs/71073.pdf>

[4] Section 2, Regulation 37A, RBI Staff Regulations, 1948.
[5] Section 55(3), SEBI (Employees’ Service) Regulations 2001.

[6] Section 55(2), SEBI (Employees’ Service) Regulations 2001; Section 2, Regulation 37A, RBI Staff
Regulations, 1948.

Last updated on 16/04/2024

() Ireland

Author: Karen Killalea, Ciara Ni Longaigh
at Maples Group

No there are no bespoke rules that apply. Post termination restrictions in Ireland are void as being in
restraint of trade unless it can be shown that the restrictions are necessary to protect an employer's
legitimate proprietary interest and they are proportionate and reasonable in their scope and duration to
achieve that protection[i].

[i] Law as of 15 April 2024

Last updated on 24/04/2024

@ Isle of Man

Author: Katherine Sheerin, Lindsey Bermingham, Kirsten Porter, Emily Johnson
at Cains

The IoM FSA does not regulate the use of post-termination restrictive covenants for employees in the
financial services sector. Post-termination restrictive covenants will be a matter of contract and will
typically include non-compete, non-solicitation and non-dealing restrictions. These are subject to the same
common law rules on interpretation and enforceability as in any other sector. Restraint of trade provisions
are, in principle, contrary to public policy as a result of which it is for the employer to justify the length and
scope of the restrictive covenant and show that it goes no further than necessary to protect its legitimate
business interests. If a restraint is considered to be excessive, the courts will not generally rewrite or
modify it to make it enforceable and, therefore, the whole of a defective covenant could fall away or be of
no effect.

Last updated on 17/04/2024
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I’) Mexico

Author: Héctor Gonzédlez Graf
at Marvan, Gonzalez Graf y Gonzéalez Larrazolo

There are no particular rules or legal provisions concerning the use of post-termination restrictive
covenants. Nevertheless, it is common practice to execute termination agreements with officers and
general managers whereby non-disclosure, non-compete and non-solicitation provisions are set forth by the
parties. The use of non-compete and non-solicitation provisions in termination agreements is only
recommended for very specific employees and must be negotiated when the employment is terminated.

Plain non-compete and non-solicitation provisions binding employees after termination are not enforceable
under Mexican law, because the Mexican Constitution grants individuals the right to perform any job,
industry, commerce or work as long it is legal and not prohibited by a judicial or governmental decision.

Post-employment non-compete obligations, which are treated as an exception, must be agreed upon in
connection to specific activities that may be deemed unfair competition, and may be enforced with
economic compensation.

The period of enforceability must be proportional to:

the number of years of employment;

the level of information and importance of the position;
the economic compensation; and

the scope of the non-compete obligations.

Unfair competition and solicitation - either for business, or to induce other individuals to leave the
company, while the employment contract between an individual and employer is in effect - may be
considered misconduct. This misconduct is a cause of termination without notice for the company, and
therefore it is feasible to enforce it.

The terms and conditions must be specifically addressed in writing, within the employment termination
agreement, making express reference to the importance of the information, potential competition, activities
that may be deemed unfair competition, intellectual property, and commercial advantages. The
compensation paid is usually similar to or above the income of the employee while he or she was active
with the company. Clawback and damages payments for breach of contract are standard practices.

Last updated on 14/03/2023

< Netherlands

Author: Sjoerd Remers
at Lexence

There are no particular rules that apply concerning the use of post-termination restrictive covenants for
financial services employees.

Last updated on 16/04/2024

Singapore

Author: /an Lim, Mark Jacobsen, Nicholas Ngo, Elizabeth Tan
at TSMP Law Corporation

Singapore law in relation to post-termination restrictive covenants is of general application and not specific
to the financial services sector. Such restraints are prima facie void, but may be valid and enforceable if
they are reasonable (both in the interests of the parties and the public), and if they go no further than what
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is necessary to protect a party’s legitimate proprietary interest.

The Singapore Courts have recognised that an employer has legitimate proprietary interests in its trade
connections (commonly protected by restraints against the solicitation of clients or customers); the
maintenance of a stable, trained workforce (commonly protected by restraints against the poaching of
employees); and its confidential information and trade secrets (commonly protected by confidentiality
restraints). This is not a closed list.

Non-competition clauses are however relatively more difficult to enforce as compared to other restrictive
covenants, and they may not be enforceable at all under Singapore law as it presently stands if an
employer’s legitimate proprietary interests are already covered by other restraints. Even then, it may still
be possible for the employer to obtain an ex parte interim injunction for non-competition though.

Guidelines on restrictive covenants are also expected to be released in the second half of 2024, which will
look to shape norms and provide employers and employees with guidance regarding the inclusion and
enforcement of restrictive covenants in employment contracts.

Last updated on 16/04/2024

€ Switzerland

Author: Simone Wetzstein, Matthias Létscher, Sarah Vettiger
at Walder Wyss

There are no particular rules that apply concerning the use of post-termination restrictive covenants for
employees in the financial services sector in Switzerland. Rather, general post-contractual non-compete
regulations come into play: the parties of an employment contract may agree on a non-compete clause,
which must be included in the employment contract in writing to be valid. For the non-compete clause to be
relevant, it must be sufficiently limited in terms of time, place and subject matter. Normally, the duration of
a post-termination non-compete clause is no more than one year; however, the statutorily permissible
duration is three years.

As a prerequisite for a contractual non-compete clause to be binding, access to sensitive data is required.
The employee must either have access to customer data or manufacturing or business secrets. However,
access alone is not enough. There must also be the possibility of harming the employer using this
knowledge.

If a relationship between the customer and the employee or employer is personal (which is, for example,
the case for lawyers or doctors), a post-termination non-compete clause is not applicable according to the
Federal Supreme Court.

If there is an excessive non-compete clause, this can be restricted by a judge. In practice, most of the time,
no restriction of the post-termination non-compete clause is imposed if the employer offers consideration in
return for the agreement. The prohibition of competition may become invalid for two reasons. Firstly, the
clause can become irrelevant if the employer has no more interest in maintaining the non-compete clause.
Secondly, the clause is not effective if the employer has terminated the employment relationship. However,
this does not apply if the employee has given the employer a reason to terminate the employment
relationship.

Swiss employment law does not provide for any compensation for a post-termination non-compete clause.

Last updated on 16/04/2024

€ UAE

Author: Rebecca Ford


https://www.internationalemploymentlawyer.com/profiles/simone-wetzstein
https://www.internationalemploymentlawyer.com/profiles/matthias-lotscher
https://www.internationalemploymentlawyer.com/profiles/sarah-vettiger
https://www.internationalemploymentlawyer.com/profiles/rebecca-ford

at Morgan Lewis & Bockius

The DFSA and FSRA Rulebooks do not regulate the use of post-termination restrictive covenants. It is fairly
typical for financial services firms in both free zones to include non-dealing, non-solicitation, non-compete
and similar restrictive covenants in their employment contracts. These are subject to the same common
law rules on interpretation and enforceability as in any other sector. In addition, whilst the courts in both
the DIFC and ADGM will award injunctive relief, there is no similar right in the federal courts. This means
that the enforceability of an injunctive order outside of the geographic scope of the two free zones is
uncertain.

Last updated on 24/04/2024

5k United Kingdom

Author: Louise Skinner, Thomas Twitchett, Oliver Gregory
at Morgan Lewis & Bockius

The SM&CR does not regulate the use of post-termination restrictive covenants for employees in the
financial services sector. It is fairly typical for financial services firms in the UK to include non-dealing, non-
solicitation, non-compete and similar restrictive covenants in their employment contracts. These are
subject to the same common law rules on interpretation and enforceability as in any other sector. The only
caveat to this is that firms should ensure that such terms do not include any provision that might conflict
with the regulatory duties of either the firm or the employee. This will be a rare occurrence in practice for
most types of restrictive covenant, but could arise in respect of post-termination contractual obligations
that are closely associated with restrictive covenants, namely those relating to confidentiality. As such,
firms should ensure that confidentiality clauses in employment contracts or other agreements such as
NDAs include appropriate carve-outs.

Last updated on 22/01/2023

#£ United States

Author: Melissa Hill, Leora Grushka
at Morgan Lewis & Bockius

The enforceability of restrictive covenants varies greatly depending on applicable state law. Many states
impose specific requirements or limitations on enforceable covenants.

FINRA-regulated firms must comply with additional regulations:

e FINRA rules prohibit interference with a customer’s choice to follow a former representative during a
change in employment where there is no existing dispute with the customer about the account. The
FINRA-registered agent must help transfer a customer’s account in the event of such a customer
request. Note that this only explicitly affects requests by customers and not solicitation by a
representative. A non-solicit provision might be upheld whereas a non-compete might not.

e Broker-dealer firms that are signatories to the Protocol for Broker Recruiting are subject to additional
requirements. Under this protocol, a departing employee may be permitted to take certain information
regarding clients they serviced while at the firm to a new employer and use that information to solicit
clients. Non-signatories are not bound to this protocol and can sue departing brokers for violating the
terms of otherwise enforceable covenants.

Non-competes and so-called garden leave provisions are regularly included in termination documents. The
enforceability of these covenants vary based on jurisdiction, with courts evaluating provisions based on
duration and geographic scope.

New York
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New York law disfavours non-compete agreements as a general rule. However, such agreements may be
enforceable if the restrictions are reasonable and are intended to protect a legitimate interest. A court can
enforce a non-compete only if the covenant:

e is no greater than required to protect an employer’s legitimate interests;
e does not impose undue hardship on the employee;

e does not cause injury to the public; or

e is reasonable in duration and geographic scope.

California

California law does not allow post-employment non-compete or non-solicit agreements except agreements
involving the sale or dissolution of a business. California law protects employer confidential information and
prohibits current or former employees from using employer confidential information in the solicitation of
employees.

Last updated on 22/01/2023
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