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SFC - Self-reporting obligation

An SFC-licensed intermediary is subject to the self-reporting obligation under paragraph 12.5 of the “Code
of Conduct for Persons Licensed by or Registered with the Securities and Futures Commission”. A licensed
or registered person should report to the SFC immediately upon the occurrence of any material breach,
infringement or non-compliance with any laws, rules regulations, and codes administered or issued by the
SFC, exchange or clearing house of which it is a member or participant of, and the requirement of any
regulatory authority applicable to that intermediary. This encompasses both actual and suspected
breaches, infringements or non-compliance. In the report, the particulars of the actual or suspected breach,
infringement or non-compliance, and relevant information and documents must be included to fulfil the
obligation.

The same is to be reported by the registered institutions to the HKMA. The HKMA also requires authorised
institutions to submit an incident report on the same day of discovering the incident.

SFC - Internal investigation disclosure obligation

In addition, a licensed corporation is required to provide the SFC with information about whether a licensed
individual who ceases to be accredited to it (outgoing employee) was under any investigation commenced
by the licensed corporation within six months preceding his or her cessation of accreditation. If the internal
investigation commences after the notification of cessation of accreditation, the licensed corporation should
also notify the SFC as soon as practicable. In addition, even if a firm has completed its investigation and
made no negative findings against an outgoing employee, the firm will still be required to notify the SFC of
the investigation.

The SFC expects licensed corporations to proactively disclose information about all investigative actions
and the following is a non-exhaustive list of examples of investigations involving an outgoing employee
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that a licensed corporation should disclose to the SFC:

e investigations about a suspected breach or breach of applicable laws, rules and regulations;

e investigations about a suspected breach or breach of the licensed corporation's internal policies or
procedures;

e investigations about misconduct that are likely to give rise to concerns about the fitness and
properness of the outgoing employee;

e investigations about any matter that may have an adverse market or client impact; and

e investigations about any matter potentially involving fraud, dishonesty and misfeasance.

HKMA - Reporting incidents to HKMA

According to the “Incident Response and Management Procedures” published by the HKMA, once an
authorised institution has become aware that a significant incident has occurred, the authorised institution
concerned should notify the HKMA immediately and provide it with whatever information is available at the
time. An authorised institution should not wait until it has rectified the problem before reporting the
incident to the HKMA.

According to the Supervisory Policy Manual SB-1 “Supervision of Regulated Activities of SFC-Registered
Authorized Institutions”, to be in line with the reporting requirements imposed by the SFC on licensed
representatives, authorised institutions will be required to notify the HKMA in writing within seven business
days upon knowledge of the occurrence of certain information (including any subsequent changes) of the
relevant individuals. The required information is on whether or not the person is or has been:

e convicted of or charged with any criminal offence (other than a minor offence) in Hong Kong or
elsewhere;

e subject to any disciplinary action, or investigation by a regulatory body or criminal investigatory body
(as the case may be) in Hong Kong or elsewhere;

e subject to, or involved in the management of a corporation or business that has been or is subject to,
any investigation by a criminal investigatory body or any regulatory body in Hong Kong or elsewhere
concerning offences involving fraud or dishonesty;

e engaged in any judicial or other proceedings, whether in Hong Kong or elsewhere, that is material or
relevant to the fitness and propriety of the individual; or

e bankrupt or aware of the existence of any matters that might render him insolvent or lead to the
appointment of a receiver of his property under the Bankruptcy Ordinance.

HKMA - Guidance Note on Cooperation with HKMA Investigations

Under the “Guidance Note on Cooperation with the HKMA in Investigations and Enforcement Proceedings”,
the HKMA encourages and recognises the cooperation of authorised institutions, banks and their staff in
investigations and enforcement proceedings. Under this Guidance Note, cooperation includes early and
voluntary reporting of any suspected breach or misconduct, taking a proactive approach to assist the
HKMA's investigation, and making timely arrangements to provide evidence and information.

IA - Self-reporting obligation

Under “the Code of Conduct for Licensed Insurance Agents/Brokers”, there is a self-reporting obligation by
licensed insurance agencies or brokerages to the IA. A licensed insurance agency or brokerage is required
to have proper controls and procedures to ensure the following incidents are reported to the IA as soon as
is reasonably practicable:

e a disciplinary action taken by the HKMA, the SFC or the Mandatory Provident Fund Schemes Authority;

e a criminal conviction (other than a minor offence) by any court in Hong Kong or elsewhere;

e any material breaches of requirements under the 10 or any rules, regulations, codes or guidelines
administered or issued by the IA; and

e any material incidents which happen to the agency or brokerage.
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As a general principle, supervised companies are required to ensure that persons holding, in particular,
executive, overall management, oversight or control functions fulfil the requirements of the “fit and proper”
test. Consequently, such persons must be of good repute and can guarantee compliance with applicable
laws and regulations.

If a person cannot guarantee that the regulatory requirements are fulfilled at all times (eg, because of a
material breach of its duties) the employing entity and its audit companies may be required to immediately
report to FINMA, respectively, any incident that is of significance.

Last updated on 16/04/2024
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Anti-money laundering and counter-financing of terrorism

Financial services employees are required to receive training on anti-money laundering and counter-
financing of terrorism. New staff should be required to attend initial training as soon as possible after being
hired or appointed. Apart from the initial training, refresher training should be provided regularly to ensure
that staff are reminded of their responsibilities and are kept informed of new developments (see question
8).

Whistleblowing

There is no single comprehensive whistleblowing legislation to protect whistleblowers in Hong Kong.
However, piecemeal provisions in various ordinances may protect specific whistleblowers for the reporting
of specific offences. For example, the Employment Ordinance provides that an employer shall not
terminate (or threaten to terminate) the employment of, or in any way discriminate against, an employee
because the employee has given evidence or information in any proceedings or inquiry in connection with
the enforcement of the Employment Ordinance, work accidents or breach of work safety legislation.

While it is not legally required, as good practice, employers should consider implementing a whistleblowing
policy to set out, among others, the type of incidents that should be reported and the procedures for filing
the report.

Workplace harassment

Under the Sex Discrimination Ordinance, Disability Discrimination Ordinance and Race Discrimination
Ordinance, any harassment in the workplace based on sex, pregnancy, disability and race (which includes
colour, descent, ethnic or national origins) is unlawful.

As employers are vicariously liable for the wrongful acts of their employees (whether or not the act was
done with the employer’s knowledge or approval), one of the statutory defences is for employers to
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establish that they took “reasonably practicable steps” to prevent the wrongful act in the workplace.
Employers should therefore put in place anti-harassment policies and procedures to prevent harassment
from happening in the workplace and to provide complaint or reporting procedures to handle such
incidents.

Last updated on 22/01/2023
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There are no specific whistleblowing laws in Switzerland, but employees have a right to report grievances
and misconduct to their employer, provided that they do not commit a breach of a fiduciary duty or cause
damage (eg, malicious false reports).

However, employees must also report material facts or incidents of misconduct and the misconduct of
other employees discovered in the course of their work to their employer under the employee's duty of
loyalty.

On the other hand, an employee’s duty of loyalty and, in particular, an employee’s statutory duty of
confidentiality flowing from it may also give rise to a duty to not report.

Based on the current legal situation, there may be a conflict between an employee’s need to report
grievances (internally or externally) and a possible duty to not report with regard to an external report. An
attempt to resolve this conflict through legislation has failed, and a new attempt to introduce
whistleblowing legislation in Switzerland is not expected anytime soon.

Concerning whistleblowing by employees to a public authority or even to the public, employees are
regularly prevented from doing so by confidentiality obligations under criminal law. Any justification for
such a disclosure will usually only be examined in the context of a criminal investigation against the
employee.

However, larger companies have taken measures and set up certain processes to uncover and prevent
wrongdoing without having to do so under mandatory laws. For instance, companies have implemented
internal or external reporting offices.

When it comes to harassment, an employer is explicitly required to protect employees from sexual
harassment (prevention) and to protect any victims from further disadvantages (active protection).
According to the Gender Equality Act, victims of sexual harassment may be awarded compensation of up to
six months' wages by the courts, in addition to damages and restitution, unless the employer can prove
that they have "taken all measures that are necessary and appropriate according to experience to prevent
sexual harassment and that they can reasonably be expected to take”. Employers are therefore advised to
actively address the issue of sexual harassment (as well as general discrimination and bullying) in the
workplace and include it in their regulations or directives.
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