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02. Are there particular pre-screening measures that
need to be taken when engaging a financial services
employee?  Does this vary depending on seniority or
type of role?  In particular, is there any form of
regulator-specified reference that has to be provided
by previous employers in the financial services
industry?
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The pre-screening measures, when employing a financial service employee, are carried out in compliance
with the frameworks laid down by the respective industry regulators. For instance, the Reserve Bank of
India (RBI), the central banking sector regulator in India, periodically issues certain guidelines for banking
and non-banking employers to conduct mandatory employee background checks. These regulators also
recognise certain “Self-Regulatory Organisations” (SROs), who then play the primary role in conducting
grassroots verifications. SROs conduct character and antecedent verification of employees registered with
them as per the standards set by the regulator. Strict police verification of at least the last two addresses is
usually mandated and verifications are periodically updated and shared on a common database at an
industry level. For instance, the Finance Industry Development Council is an SRO of Non-Banking Finance
Companies (NBFCs) and is registered with the RBI.

A financial services employer should be sensitive to the data being used for pre-screening measures as
India protects individual privacy. Hence, both the employer and the service provider engaged by the
employer should obtain prior consent from the prospective employee before pre-screening. If the pre-
screening measures include the collection of “sensitive personal data information[1]”, then an employer
must seek the individual’s consent, which would also help mitigate risks for any claims concerning the
invasion of an employee’s privacy. Employers should ideally ensure that pre-screening is complete before
the employee is hired. A comprehensive pre-screening will include verification of educational qualifications,
checks with past employers, verification of residential addresses, police records, and passport status.
Usually, with seniority of the role, checks with past employers happen more rigorously, while for entry-level
employees, checks with academic institutions about educational qualifications may be done more
rigorously. Similar standards must be met by contract employees empanelled by the service providers.
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There is no regulator-specified reference that must be provided by previous employers in the financial
services industry. However, in practice, most public sector banks (eg, Bank of India) and many central
public sector undertakings in financial services (eg, Life Insurance Corporation of India (LIC)), as per their
selection or onboarding protocols, require at least two “Character Certificates”, one of which should be
from the head of the educational institution last attended or the present employer and the other should be
from gazetted officers[2] or bank officers, without any familial ties to the employee.

[1] Information Technology Act, 2000 & Information Technology (Reasonable Security Practices and
Procedures and Sensitive Personal Data or Information) Rules 2011.

[2] A ‘gazetted officer’ is a high rank government official working as an officer for the government of India
or any state government whose name and credentials are published in the Gazette of India.
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Under Swiss civil law, there is no requirement to apply pre-screening measures. However, while not a
statutory requirement under Swiss financial market laws per se, companies subject to these laws apply pre-
screening measures to ensure that a prospective financial services employee meets the requirements set
forth by these laws. In particular, regulated companies such as banks, securities firms, insurance
companies, fund management companies, managers of collective investment schemes and asset managers
are required to obtain authorisation from the Swiss Financial Market Supervisory Authority (FINMA) relating
to strategic and executive management and each change thereto.

As a general rule, the higher the responsibility or position of a person, the more requirements financial
services employees may need to fulfil. Persons holding executive or overall management functions (eg, a
member of the board or members of the senior management) are required to fulfil certain requirements set
forth by the applicable Swiss financial market regulations. Such requirements may include providing current
CVs showing relevant work experience and education as well as excerpts from the debt and criminal
register. It may also include providing various declarations (eg, concerning pending and concluded
proceedings, qualified participations and other mandates). Furthermore, financial services employees
holding certain control functions (eg, compliance officer, risk officer and their deputies) may also be
required to prove that they are suitable for the position by providing, for example, a current CV showing
relevant work experience and education.

Last updated on 16/04/2024

at Walder Wyss

ContributorsContributors

India
Vikram Shroff
AZB & Partners

Switzerland
Simone Wetzstein
Matthias Lötscher

https://www.internationalemploymentlawyer.com/profiles/simone-wetzstein
https://www.internationalemploymentlawyer.com/profiles/matthias-lotscher
https://www.internationalemploymentlawyer.com/profiles/sarah-vettiger
https://www.internationalemploymentlawyer.com/profiles/vikram-shroff
https://www.internationalemploymentlawyer.com/profiles/simone-wetzstein
https://www.internationalemploymentlawyer.com/profiles/matthias-lotscher


www.internationalemploymentlawyer.com

Sarah Vettiger
Walder Wyss

https://www.internationalemploymentlawyer.com/profiles/sarah-vettiger
https://www.internationalemploymentlawyer.com

	Employment in Financial Services
	Contributing Editor
	02. Are there particular pre-screening measures that need to be taken when engaging a financial services employee?  Does this vary depending on seniority or type of role?  In particular, is there any form of regulator-specified reference that has to be provided by previous employers in the financial services industry?
	Flag / Icon  India
	India
	Flag / Icon  Switzerland
	Switzerland


	Contributors
	India
	Switzerland



