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08. Can the employer search employees’ possessions
or files as part of an investigation?

Hong Kong
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As part of an investigation, an employer may search objects or files that are the company’s property (eg,
electronic devices given by the employer for business purposes and emails or messages stored on the
company’s server) without prior notice and the employee’s consent is not needed. The employer, however,
has no right to search an employee’s possessions (eg, a private smartphone) without the employee’s
consent.

To avoid arguments as to who a particular object belongs to, employers may specify in internal policies
what is to be regarded as a corporate asset and could be subject to a search in a workplace investigation.

Concerning an employee’s possessions, even if he or she consents to a search, it is good practice for the
employer to conduct the search in the presence of the employee or an independent third party who can act
as a witness to the search. If the employer suspects that a criminal offence has been committed and that a
search of the employee’s possessions would reveal evidence, the employer should consider reporting its
suspicion to the police, as they have wider legal powers to search.[1]

 

[1] Usually upon execution of a warrant.
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The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong

at Slaughter and May

at Bär & Karrer

https://www.internationalemploymentlawyer.com/profiles/phil-linnard
https://www.internationalemploymentlawyer.com/profiles/clare-fletcher
https://www.internationalemploymentlawyer.com/profiles/wynne-mok
https://www.internationalemploymentlawyer.com/profiles/jason-cheng
https://www.internationalemploymentlawyer.com/profiles/audrey-li
https://www.internationalemploymentlawyer.com/profiles/laura-widmer
https://www.internationalemploymentlawyer.com/profiles/sandra-schaffner


justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.
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10. What confidentiality obligations apply during an
investigation?
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Workplace investigations should usually be conducted on a confidential basis to preserve the integrity of
the investigation, avoid cross-contamination of evidence and maintain the confidentiality of the employee
under investigation. This means that those involved in the investigation (ie, the subject employee and any
material witnesses) should be made aware of the fact and substance of the investigation on a need-to-know
basis.

While the extent of the confidentiality obligations are usually governed by the employer’s internal policies
and the employment contract, there are circumstances where the employer has a statutory duty to keep
information unearthed in the investigation confidential. For instance, if it is found that certain property
represents proceeds of an indictable offence[1] or drug trafficking[2], or is terrorist property[3], the
employer should report its knowledge or suspicion to the Joint Financial Intelligence Unit (JFIU) as soon as is
reasonably practicable and avoid disclosure to any other person as such disclosure may constitute “tipping
off”. Another example is if a workplace investigation is commenced in response to a regulatory enquiry, the
employer may be bound by a statutory secrecy obligation and may not be at liberty to disclose anything
about the regulatory enquiry to anyone including those who are subject to the workplace investigation. For
example, section 378 of the Securities and Futures Ordinance (SFO) imposes such a secrecy obligation on
anyone who is under investigation or assists the Securities and Futures Commission (SFC) in an
investigation.[4]

 

[1] OSCO section 25A(5). A person who contravenes the section is liable on conviction on indictment to a
fine of $500,000 and to imprisonment for 3 years, or upon summary conviction to a fine of $100,000 and to
imprisonment for 1 year.

[2] DTROPO section 25A(1). A person who contravenes the section is liable on conviction on indictment to a
fine of $500,000 and to imprisonment for 3 years, or upon summary conviction to a fine of $100,000 and to
imprisonment for 1 year.

[3] UNATMO section 12(1). A person who contravenes the section is liable on conviction to a fine and to
imprisonment for 3 years, or upon summary conviction to a fine of $100,000 and to imprisonment for 1
year.
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[4] A person who fails to maintain secrecy is liable upon conviction on indictment to a maximum fine of $1
million and imprisonment for up to two years (or upon summary conviction, to a maximum fine of $100,000
and imprisonment for up to six months).
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Besides the employee's duty of performance (article 319, Swiss Code of Obligations), the employment
relationship is defined by the employer's duty of care (article 328, Swiss Code of Obligations) and the
employee's duty of loyalty (article 321a, Swiss Code of Obligations). Ancillary duties can be derived from
the two duties, which are of importance for the confidentiality of an internal investigation.[1]

In principle, the employer must respect and protect the personality (including confidentiality and privacy)
and integrity of the employee (article 328 paragraph 1, Swiss Code of Obligations) and take appropriate
measures to protect the employee. Because of the danger of pre-judgment or damage to reputation as well
as other adverse consequences, the employer must conduct an internal investigation discreetly and
objectively. The limits of the duty of care are found in the legitimate self-interest of the employer.[2]

In return for the employer's duty of care, employees must comply with their duty of loyalty and safeguard
the employer's legitimate interests. In connection with an internal investigation, employees must therefore
keep the conduct of an investigation confidential. Additionally, employees must keep confidential and not
disclose to any third party any facts that they have acquired in the course of the employment relationship,
and which are neither obvious nor publicly accessible.[3]

 

[1] Wolfgang Portmann/Roger Rudolph, BSK OR, Art. 328 N 1 et seq.

[2]Claudia Fritsche, Interne Untersuchungen in der Schweiz, Ein Handbuch für Unternehmen mit
besonderem Fokus auf Finanzinstitute, p. 202.

[3] David Rosenthal et al., Praxishandbuch für interne Untersuchungen und eDiscovery, Release 1.01,
Zürich/Bern 2021, p. 133.
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