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08. Can the employer search employees’ possessions
or files as part of an investigation?
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An employer can search an employee’s personal possessions (eg, handbag, pockets and locker) if the
employer has a legitimate interest in a search. This could, for example, include a reasonable suspicion of
theft of employer property. Furthermore, an employer may search, but not continually monitor, an
employee’s computer and email provided that it is in accordance with GDPR requirements. For the
processing to be lawful under the GDPR, the employer has to establish a purpose and a legal basis for the
processing of personal data. Furthermore, data subjects must have received information on the legal basis
for and purpose of the processing of personal data beforehand. If the data subjects have not received such
information, the employer’s right to process their data is limited. However, if the employer has reasonable
grounds to believe that trade secrets or similar has been copied and stolen, no such requirements would

typically apply.

Investigations into an employee's possessions may, under certain circumstances, also be carried out by the
Swedish authorities.

Last updated on 15/09/2022

€ Switzerland

Author: Laura Widmer, Sandra Schaffner
at Bar & Karrer

The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]
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[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fir regulierte Finanzinstitute
und andere Unternehmen, Zirich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fir regulierte Finanzinstitute
und andere Unternehmen, Zurich/St. Gallen 2013, p. 168 et seq.
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22. What must the employee under investigation be
told about the outcome of an investigation?
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This depends on the outcome of the investigation and the applicable rules.

If the outcome of the investigation leads to termination, the employer will have to disclose some
information regarding the reason for termination. If the employee questions the termination, the employer
may have to disclose more information in a subsequent dispute. If the outcome of the investigation leads to
less invasive measures, such as a warning, there are less extensive requirements to provide information.

If the Swedish Whistleblowing Act applies, the duty of confidentiality and the restrictions on access to and
disclosure of personal data must be considered (see question 10). If the investigation is based on the rules
in the Swedish Discrimination Act, there are also feedback requirements concerning the involved parties.
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Workplace investigations often result in an investigation report that is intended to serve as the basis for
any measures to be taken by the company's decisionmakers.

The employee's right to information based on article 8, Swiss Federal Act on Data Protection also covers the
investigation report, provided that the report and the data contained therein relate to the employee.[1] In
principle, the employee concerned is entitled to receive a written copy of the entire investigation report
free of charge (article 8 paragraph 5, Swiss Federal Act on Data Protection and article 1 et seq, Ordinance
to the Federal Act on Data Protection). Redactions may be made where the interests of the company or
third parties so require, but they are the exception and must be kept to a minimum.[2]

[1] Arbeitsgericht Zurich, Entscheide 2013 No. 16; Roger Rudolph, Interne Untersuchungen:
Spannungsfelder aus arbeitsrechtlicher Sicht, SJZ 114/2018, p. 393 et seq.

[2] Roger Rudolph, Interne Untersuchungen: Spannungsfelder aus arbeitsrechtlicher Sicht, SJ]Z 114/2018, p.
394.
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