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08. Can the employer search employees’ possessions
or files as part of an investigation?
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In internal investigations, the fundamental rights and freedoms of employees are at stake,  including the
right to privacy, respect for the privacy of home life and correspondence, freedom of expression, and the
obligation of loyalty in searching for evidence.

In principle, work emails and files can be reviewed, even without the employee's consent, prior knowledge
or warning. This includes: work email accounts; files stored on a work computer or a USB key connected to
a work computer; and SMS messages and files stored on a work mobile phone and documents stored in the
workplace unless they are labelled as “personal”. On the other hand, it is not permissible for an employer
(or an investigator) to review “personal” emails and files, such as documents or emails identified as
“personal” by the employee, or personal email accounts (Gmail, Yahoo, etc), even if accessed from a work
computer.

There are certain exceptions to the above principle. An employer is allowed to check “personal” emails or
data in any of the following cases:

if the employee is present during the review;
if the employee is absent, but was duly notified and invited to be present;
if there is a particularly serious “specific risk or event”;
if the review is authorised by a judge (this means having to prove a legitimate reason justifying not
informing the employee).

When documents or emails are not marked as “personal” but contain information of a personal nature, the
employer may open and review the data but may not use such documents or emails to justify applying
disciplinary measures to the employee or use such documents or emails as evidence in court if they indeed
relate to the employee’s private life.

Special attention must be given to employee representatives who must be entirely free to carry out their
duties.
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The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.
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11. What information must the employee under
investigation be given about the allegations against
them?
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According to the French data protection authority, the employee under investigation must be informed of
the name of the person in charge of the investigation, the alleged facts that have led to the whistleblowing
alert and their rights to access and rectify data collected about them. This information must be given as
soon as the data collection starts, before the interviews, as per GDPR principles.
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As a result of the employer's duty of care (article 328, Swiss Code of Obligations), employees under
investigation have certain procedural rights. These include, in principle, the right of the accused to be
heard. In this context, the accused has the right to be informed at the beginning of the questioning about
the subject of the investigation and at least the main allegations and they must be allowed to share their
view and provide exculpatory evidence.[1] The employer, on the other hand, is not obliged to provide the
employee with existing evidence, documents, etc, before the start of the questioning.[2]

Covert investigations in which employees are involved in informal or even private conversations to induce
them to provide statements are not compatible with the data-processing principles of good faith and the
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requirement of recognisability, according to article 4 of the Swiss Federal Act on Data Protection.[3]

Also, rights to information arise from the Swiss Federal Act on Data Protection. In principle, the right to
information (article 8, Swiss Federal Act on Data Protection) is linked to a corresponding request for
information by the concerned person and the existence of data collection within the meaning of article 3
(lit. g), Swiss Federal Act on Data Protection. Insofar as the documents from the internal investigation
recognisably relate to a specific person, there is in principle a right to information concerning these
documents. Subject to certain conditions, the right to information may be denied, restricted or postponed
by law (article 9 paragraph 1, Swiss Federal Act on Data Protection). For example, such documents and
reports may also affect the confidentiality and protection interests of third parties, such as other
employees. Based on the employer's duty of care (article 328, Swiss Code of Obligations), the employer is
required to protect them by taking appropriate measures (eg, by making appropriate redactions before
handing out copies of the respective documents (article 9 paragraph 1 (lit. b), Swiss Federal Act on Data
Protection)).[4] Furthermore, the employer may refuse, restrict or defer the provision of information where
the company’s interests override the employee’s, and not disclose personal data to third parties (article 9
paragraph 4, Swiss Federal Act on Data Protection). The right to information is also not subject to the
statute of limitations, and individuals may waive their right to information in advance (article 8 paragraph
6, Swiss Federal Act on Data Protection). If there are corresponding requests, the employer must generally
grant access, or provide a substantiated decision on the restriction of the right of access, within 30 days
(article 8 paragraph 5, Swiss Federal Act on Data Protection and article 1 paragraph 4, Ordinance to the
Federal Act on Data Protection).

 

[1] Roger Rudolph, Interne Untersuchungen: Spannungsfelder aus arbeitsrechtlicher Sicht, SJZ 114/2018, p.
390.

[2] Roger Rudolph, Interne Untersuchungen: Spannungsfelder aus arbeitsrechtlicher Sicht, SJZ 114/2018, p.
390.

[3] Roger Rudolph, Interne Untersuchungen: Spannungsfelder aus arbeitsrechtlicher Sicht, SJZ 114/2018, p.
390.

[4] Claudia Götz Staehelin, Unternehmensinterne Untersuchungen, 2019, p. 37.
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