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07. What data protection or other regulations apply
when gathering physical evidence?

France
Author: Pascale Lagesse , Valentino Armillei

GDPR principles fully apply to data gathering, as well as case law protecting the right to respect one’s
private life and the secret of correspondence.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

The Swiss Federal Act on Data Protection applies to the gathering of evidence, in particular such collection
must be lawful, transparent, reasonable and in good faith, and data security must be preserved.[1]

It can be derived from the duty to disclose and hand over benefits received and work produced (article
321b, Swiss Code of Obligations) as they belong to the employer.[2] The employer is, therefore, generally
entitled to collect and process data connected with the end product of any work completely by an
employee and associated with their business. However, it is prohibited by the Swiss Criminal Code to open
a sealed document or consignment to gain knowledge of its contents without being authorised to do so
(article 179 et seq, Swiss Criminal Code). Anyone who disseminates or makes use of information of which
he or she has obtained knowledge by opening a sealed document or mailing not intended for him or her
may become criminally liable (article 179 paragraph 1, Swiss Criminal Code).

It is advisable to state in internal regulations that the workplace might be searched as part of an internal
investigation and in compliance with all applicable data protection rules if this is necessary as part of the
investigation.

 

[1] Simona Wantz/Sara Licci, Arbeitsvertragliche Rechte und Pflichten bei internen Untersuchungen, in:
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[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz, Ein Handbuch für Unternehmen mit
besonderem Fokus auf Finanzinstitute, p. 148.
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12. Can the identity of the complainant, witnesses or
sources of information for the investigation be kept
confidential?

France
Author: Pascale Lagesse , Valentino Armillei

The identity of the complainant must be kept confidential and cannot be disclosed. There are two
exceptions: if the complainant consents to the disclosure; or if the employer is asked for this information by
the judicial authorities.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

As mentioned under Question 10, the employer’s duty of care (article 328, Swiss Code of Obligations) also
entails the employer’s duty to respect and protect the personality (including confidentiality and privacy)
and integrity of employees (article 328 paragraph 1, Swiss Code of Obligations) and to take appropriate
measures to protect them.

However, in combination with the right to be heard and the right to be informed regarding an investigation,
the accused also has the right that incriminating evidence is presented to them throughout the
investigation and that they can comment on it. For instance, this right includes disclosure of the persons
accusing them and their concrete statements. Anonymisation or redaction of such statements is
permissible if the interests of the persons incriminating the accused or the interests of the employer
override the accused’ interests to be presented with the relevant documents or statements (see question
11; see also article 9 paragraphs 1 and 4, Swiss Federal Act on Data Protection). However, a careful
assessment of interests is required, and these must be limited to what is necessary. In principle, a person
accusing another person must take responsibility for their information and accept criticism from the person
implicated by the information provided.[1]

 

[1] Roger Rudolph, Interne Untersuchungen: Spannungsfelder aus arbeitsrechtlicher Sicht, SJZ 114/2018, p.
390.

Last updated on 15/09/2022

at Bredin Prat

at Bär & Karrer

https://www.internationalemploymentlawyer.com/profiles/pascale-lagesse
https://www.internationalemploymentlawyer.com/profiles/valentino-armillei
https://www.internationalemploymentlawyer.com/profiles/laura-widmer
https://www.internationalemploymentlawyer.com/profiles/sandra-schaffner


www.internationalemploymentlawyer.com

ContributorsContributors

France
Pascale Lagesse
Valentino Armillei
Bredin Prat

Switzerland
Laura Widmer
Sandra Schaffner
Bär & Karrer

https://www.internationalemploymentlawyer.com/profiles/pascale-lagesse
https://www.internationalemploymentlawyer.com/profiles/valentino-armillei
https://www.internationalemploymentlawyer.com/profiles/laura-widmer
https://www.internationalemploymentlawyer.com/profiles/sandra-schaffner
https://www.internationalemploymentlawyer.com

	Workplace Investigations
	Contributing Editors
	07. What data protection or other regulations apply when gathering physical evidence?
	Flag / Icon  France
	France
	Flag / Icon  Switzerland
	Switzerland

	12. Can the identity of the complainant, witnesses or sources of information for the investigation be kept confidential?
	Flag / Icon  France
	France
	Flag / Icon  Switzerland
	Switzerland


	Contributors
	France
	Switzerland



