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08. Can the employer search employees’ possessions
or files as part of an investigation?
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Yes, an employer can search its employees’ official possessions and files as part of an investigation. It may
be difficult, however, to seize personal assets or possessions of an employee (such as the individual’'s
mobile phone or personal laptop).

Employers should expressly create policies that address key issues associated with employee surveillance,
forensic searches and investigations, such as:

e whether or not the official assets and infrastructure of the company can be used for personal purposes
by employees;

e the organisation's right to monitor, surveil or search any authorised or unauthorised use of its
corporate assets; and

¢ that the employee should not have any expectation of privacy when using the companies’ resources,
etc.

Any forensic review of digital data must be carried out with due regard to Indian rules of evidence to avoid
situations where such evidence becomes unreliable in a future legal claim or dispute.
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The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]


https://www.internationalemploymentlawyer.com/profiles/phil-linnard
https://www.internationalemploymentlawyer.com/profiles/clare-fletcher
https://www.internationalemploymentlawyer.com/profiles/atul-gupta
https://www.internationalemploymentlawyer.com/profiles/kanishka-maggon
https://www.internationalemploymentlawyer.com/profiles/kopal-kumar
https://www.internationalemploymentlawyer.com/profiles/laura-widmer
https://www.internationalemploymentlawyer.com/profiles/sandra-schaffner

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fir regulierte Finanzinstitute
und andere Unternehmen, Zirich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fur regulierte Finanzinstitute
und andere Unternehmen, ZUrich/St. Gallen 2013, p. 168 et seq.
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26. How long should the outcome of the investigation
remain on the employee’s record?
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There is no statutory guidance on this. It is common for employers to retain details of disciplinary
proceedings on an employee's record for the entire duration of their employment.

It is also advisable to retain the details of any investigations or disciplinary proceedings for at least three
years after an individual has been dismissed on account of such proceedings, as this is the general
limitation period for raising claims of unfair dismissal. In labour matters, courts in India often allow delays
in filing suit after the limitation period, meaning organisations sometimes make a practical call to retain
details of investigations and disciplinary proceedings for longer.
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From an employment law point of view, there is no statute of limitations on the employee's violations.
Based on the specific circumstances (eg, damage incurred, type of violation, basis of trust or the position of
the employee), a decision must be made as to the extent to which the outcome should remain on the
record.

From a data protection point of view, only data that is in the interest of the employee (eg, to issue a
reference letter) may be retained during the employment relationship. In principle, stored data must be
deleted after the termination of the employment relationship. Longer retention may be justified if rights are
still to be safeguarded or obligations are to be fulfilled in the future (eg, data needed regarding foreseeable
legal proceedings, data required to issue a reference letter or data in relation to a non-competition
clause).[1]

[1] Wolfgang Portmann/Isabelle Wildhaber, Schweizerisches Arbeitsrecht, 4. Edition, Zurich/St. Gallen 2020,
N 473.
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