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08. Can the employer search employees’ possessions
or files as part of an investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

Article 13 of the Constitution of the PRC provides that the lawful private property of the citizens shall not be
violated. Therefore, during the process of investigation, without the employees' consent, the employer has
no right to search the employees' personal possessions or files. If it is necessary to search the employees'
personal possessions or files, the employer may require the employees to sign a Letter of Informed Consent
before searching; or the employer may call the police and the search will be conducted under the escort of
the public security authorities or directly by the public security authorities.
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Japan
Author: Chisako Takaya

Since inspections of personal belongings may potentially undermine employees' fundamental human
rights, they would not become lawful simply because they are conducted under employment regulations.

Inspections of personal belongings must be conducted uniformly among employees in the workplace based
on reasonable grounds, in a generally reasonable manner and to a generally reasonable degree, and based
on the work rules, etc.

When inspections of personal belongings are conducted under employment regulations, etc, employees
must agree to the inspection except in special circumstances, such as the method or degree of the
inspection being unreasonable.

On the other hand, an investigation of information stored on a company network system may constitute an
infringement of the right to privacy. If there is a provision in the employment regulations regarding the use
of the internet and monitoring, it is possible to investigate under such a provision. A Japanese court case on
the illegality of reading e-mails in the absence of a monitoring provision stated that private use of e-mails
also carries a certain right to privacy, but also stated that "considering the fact that the system is
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maintained and managed by the company, the protection of the employee's privacy can only be expected
within a reasonable range according to the specific circumstances of the system," and that the act of
reading e-mails was not illegal because the extent of private use of e-mails was beyond the limit, which
was outside the reasonable range of socially accepted ideas. The court also ruled that the monitoring of the
employee's abusive private use of e-mail, which was discovered in the course of an investigation of
slanderous e-mails within the company, was not illegal because even if the monitoring was conducted
without notice, there was suspicion of a violation of the duty of devotion to duty and corporate order. The
court also stated that the investigation was necessary and that the scope of the investigation did not
exceed its limit.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.
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