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08. Can the employer search employees’ possessions
or files as part of an investigation?
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The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.
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There is no explicit answer to this question. However, it is important to make a distinction between
employees’ possessions and files that are strictly personal and employees’ possessions and files that are
found on devices or files provided for company use. For the first category, the employer does not have the
right to search employees’ possessions and files. For the latter category though, justifications need to be
established, by observing the requirements explained in question 7. Furthermore, the employers must also
ensure that employees are fully and explicitly informed in advance of the monitoring operations, either
through a provision included in the employment agreement, or in a separate notice or employee policy, the
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receipt of which should be duly acknowledged by the employee.
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It may sometimes be difficult to draw a clear distinction between the property of the employer and
employees’ personal property, both physical and electronic, particularly where employees are increasingly
working from home. Employers should ideally have a clear policy to delineate what is the employer’s
property.

Employees typically have a reasonable expectation of privacy at work, although how far this extends will
depend on the circumstances of each case and the employer’s policies.

When it comes to employees’ personal possessions, a search should only be conducted in exceptional
circumstances where there is a clear, legitimate justification. The employer should always consider
whether it is possible to establish the relevant facts through the collection of other evidence. Even if the
employee’s contract specifies that it is permitted, employers would usually require explicit employee
consent for the search to be lawful. The employee should be invited to be present during the search; if this
is not feasible, another independent third party (such as a manager) should be present.  

If the employee refuses to consent to a search of their personal possessions, their refusal should not be
used to assume guilt; the investigator should explore why the employee has refused and seek to resolve
their concerns if possible.

If the employer believes that a criminal offence has been committed it should consider involving the police,
since they have wider powers to search individuals and their possessions. 
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