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08. Can the employer search employees’ possessions
or files as part of an investigation?

Ireland
Author: Bláthnaid Evans , Mary Gavin

The first consideration here is what constitutes "employees' possessions". More often than not, employees
will be using employer property and there should be clear policies in place that specify company property.

The difficulty arises if an employee is using personal equipment such as a mobile phone for work purposes.
While there may be specific applications dealing with work-related matters that are accessible by the
employer remotely, some applications may be device-specific and that is where issues may arise. In such
instances, it is not unreasonable to ask the employee to provide such information or consent to a search of
their personal property. However, this is the exception rather than the rule and all other legitimate avenues
of obtaining such information should be explored first. Further, such requests for information should not be
a fishing expedition as an employee has a reasonable expectation of privacy at work, which must be
balanced against the rights of the employer to run their business and protect the interests of their
organisation.

A search of physical items such as a desk or drawers should only be conducted in exceptional
circumstances, even where there is a clear, legitimate justification to search and the employee should be
present at the search.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
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hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.
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Thailand
Author: Ratthai Kamolwarin , Norrapat Werajong

Electronic information created during employment would generally be owned by the employer and would
be the employer’s assets. If an employee is given a computer or laptop to use for work, the employer has
the right to log into that device and take any data that is stored therein, provided that the data does not
contain sensitive information of that employee and PDPA requirements are met.

To avoid any potential issues regarding physical data such as documents on the employee’s desk, it is
advisable to search those areas with the subject employee to show good faith. In practice, the employee
normally agrees to search those areas with the employer, or allows the employer to search alone.
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