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06. Can co-workers be compelled to act as witnesses?
What legal protections do employees have when
acting as witnesses in an investigation?

Austria
Author: Michaela Gerlach , Sonia Ben Brahim

An essential part of an internal investigation is the questioning of employees. Their statements contribute
significantly to clarifying possible violations. In particular, the legal principles that apply to criminal
proceedings, including the right to refuse to testify, do not apply directly to internal investigations.

Employees do not legally have to participate in such interviews. Their duty to cooperate arises indirectly
from other legal provisions, in particular from employees’ duties of loyalty and service under labour law.

Austrian law suggests there is a general principle of loyalty, which triggers a “duty to inform” under some
circumstances; in principle, the employee and any witnesses are expected to provide information in the
context of internal investigations. While the employee is not compelled to incriminate him or herself, he or
she also may not withhold work-related information that the employer legitimately wishes to protect, for
the sole reason that it might incriminate him or her. The decision as to whether the employee must disclose
information depends on a balancing of interests in the specific case.

Investigators and employers must strictly adhere to the permissible limits. This requires compliance with
labour law, criminal law and data protection law.

Last updated on 29/09/2023

Switzerland
Author: Laura Widmer , Sandra Schaffner

Due to the employee's duty of loyalty towards the employer and the employer's right to give instructions to
its employees, employees generally must take part in an ongoing investigation and comply with any
summons for questioning if the employer demands this (article 321d, Swiss Code of Obligations). If the
employees refuse to participate, they generally are in breach of their statutory duties, which may lead to

at GERLACH

at Bär & Karrer

https://www.internationalemploymentlawyer.com/profiles/phil-linnard
https://www.internationalemploymentlawyer.com/profiles/clare-fletcher
https://www.internationalemploymentlawyer.com/profiles/michaela-gerlach
https://www.internationalemploymentlawyer.com/profiles/sonia-ben-brahim
https://www.internationalemploymentlawyer.com/profiles/laura-widmer
https://www.internationalemploymentlawyer.com/profiles/sandra-schaffner


measures such as a termination of employment.

The question of whether employees may refuse to testify if they would have to incriminate themselves is
disputed in legal doctrine.[1] However, according to legal doctrine, a right to refuse to testify exists if
criminal conduct regarding the questioned employee or a relative (article 168 et seq, Swiss Criminal
Procedure Code) is involved, and it cannot be ruled out that the investigation documentation may later end
up with the prosecuting authorities (ie, where employees have a right to refuse to testify in criminal
proceedings, they cannot be forced to incriminate themselves by answering questions in an internal
investigation).[2]

 

[1] Nicolas Facincani/Reto Sutter, Interne Untersuchungen: Rechte und Pflichten von Arbeitgebern und
Angestellten, published on hrtoday.ch, last visited on 17 June 2022.

[2] Same opinion: Nicolas Facincani/Reto Sutter, Interne Untersuchungen: Rechte und Pflichten von
Arbeitgebern und Angestellten, published on hrtoday.ch, last visited on 17 June 2022.
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Vietnam
Author: Stephen Le , Trang Le

There are no provisions in Vietnamese law that impose any statutory or legal obligation on an employee to
act as a witness in an investigation. Hence, an employer does not have the power to compel its employees
to act as witnesses in an investigation. However, a request for an employee to provide evidence or give
details of an event that he or she knows of may reasonably be deemed to be a lawful and reasonable
directive from an employer. Consequently, an employee’s refusal to act as a witness may be tantamount to
an act of insubordination, which may lead to disciplinary action by the employer. In any circumstances, if
an employee refuses to attend an interview or is generally not cooperating with an investigation, the
reasons for this will need to be considered carefully by the employer.

Last updated on 25/09/2023

at Le & Tran Law Corporation

08. Can the employer search employees’ possessions
or files as part of an investigation?

Austria
Author: Michaela Gerlach , Sonia Ben Brahim

In general, it is advisable to back up data, documents, emails and other records promptly to prevent their
deletion. Admissibility depends on whether the data originates from personal or professional records and
whether they are legally relevant. If internal investigations are carried out based on a specific suspicion of
a criminal offence, it is the processing of legally relevant data. In general, the processing of professional
emails or documents is permissible. If there is no professional connection, access to private files and
documents is only permitted in exceptional cases.

If, for example, using a business email account for private purposes is not allowed, the employer can
usually assume that the data processed is only "general" data within the meaning of article 6 GDPR and
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that such data processing is justified by a balancing of interests. However, if private use is allowed, the
data may still be part of a special category within the meaning of article 9 GDPR. In such cases, the
justification for its use must be based on one of the grounds explicitly mentioned in article 9(2) GDPR.

The employer must protect the employee's rights under section 16 of the ABGB and must consider the
proportionality of the interference. Only the least restrictive means – the method that least interferes with
the employee's rights – may be used to obtain the necessary information. The employer's interest in
obtaining the information must outweigh the employee's interest in protecting his or her rights. The
implementation or initiation of controls by the employer does not automatically constitute an interference
with personal rights, as being subject to the employer's rights of control is part of the position as an
employee.

Last updated on 29/09/2023

Switzerland
Author: Laura Widmer , Sandra Schaffner

The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.
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Vietnam
Author: Stephen Le , Trang Le

As part of an investigation, an employer may search the objects or files that are part of the company’s
property (eg, company or employers’ laptops or phones for business purposes and emails or messages
stored on the company’s servers) without prior notice and without the need of the consent of the employee.
However, the employer has no right to search an employee’s personal possessions without consent.

To further avoid arguments or conflicts as to the right of ownership of a particular object or property,
employers may specify in their internal policies, labour contracts, and handover documents what is to be
regarded as the company’s assets and subject to a search in a workplace investigation.
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