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07. What data protection or other regulations apply
when gathering physical evidence?

Singapore
Author: Jonathan Yuen , Doreen Chia , Tan Ting Ting

The employer may collect the personal data of an individual without the individual’s consent or from a
source other than the individual, where it is necessary for any investigation according to section 17(1) read
with paragraph 4 of Part 3 of the Third Schedule of the Personal Data Protection Act 2012 (PDPA). Under
section 2(1) of the PDPA, “investigation” means an investigation relating to:

a breach of an agreement;
a contravention of any written law, or any rule of professional conduct or other requirement imposed
by any regulatory authority in the exercise of its powers under any written law; or
a circumstance or conduct that may result in a remedy or relief being available under any law.

Under the Banking Act 1970, a bank and its officers cannot disclose customer information to third parties,
subject to certain exceptions. An employer carrying out a workplace investigation does not fall within any of
the exceptions.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

The Swiss Federal Act on Data Protection applies to the gathering of evidence, in particular such collection
must be lawful, transparent, reasonable and in good faith, and data security must be preserved.[1]

It can be derived from the duty to disclose and hand over benefits received and work produced (article
321b, Swiss Code of Obligations) as they belong to the employer.[2] The employer is, therefore, generally
entitled to collect and process data connected with the end product of any work completely by an
employee and associated with their business. However, it is prohibited by the Swiss Criminal Code to open
a sealed document or consignment to gain knowledge of its contents without being authorised to do so
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(article 179 et seq, Swiss Criminal Code). Anyone who disseminates or makes use of information of which
he or she has obtained knowledge by opening a sealed document or mailing not intended for him or her
may become criminally liable (article 179 paragraph 1, Swiss Criminal Code).

It is advisable to state in internal regulations that the workplace might be searched as part of an internal
investigation and in compliance with all applicable data protection rules if this is necessary as part of the
investigation.

 

[1] Simona Wantz/Sara Licci, Arbeitsvertragliche Rechte und Pflichten bei internen Untersuchungen, in:
Jusletter 18 February 2019, N 52.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz, Ein Handbuch für Unternehmen mit
besonderem Fokus auf Finanzinstitute, p. 148.
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16. If there is a works council or trade union, does it
have any right to be informed or involved in the
investigation?

Singapore
Author: Jonathan Yuen , Doreen Chia , Tan Ting Ting

An employee who is a member of a works council or trade union has the right to seek assistance from the
works council or trade union representative (whichever is applicable) and have the works council or trade
union involved in resolving the grievances.

For unionised companies, the grievance procedure and the role of the union representative are usually set
out in the collective agreement entered into between the company and the works council or trade union. In
some organisations, the employee handbook or grievance policy will also state when the trade union
representative will be involved in the investigation process.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

In general, works councils and trade unions are not very common in Switzerland and there are no statutory
rules that would provide a works council or trade union a right to be informed or involved in an ongoing
internal investigation. However, respective obligations might be foreseen in an applicable collective
bargaining agreement, internal regulations or similar.
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