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01. What legislation, guidance and/or policies govern
a workplace investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

Currently there are no unified laws, administrative regulations or policies in the field of labor laws in
People's Republic of China (referred to as “PRC”) regarding investigations on workplaces of ordinary
employers. The laws and regulations of employers in certain specific industries (such as banking, securities,
insurance, medical institutions, etc.) and the laws and regulations governing certain personnel (such as
officers of state-owned enterprises and members of the Communist Party of China) contain provisions
relating to investigations on employees' conduct, but such provisions are only applicable to the
aforementioned specific industries or personnel.
Employers generally will specify their investigation rights and rules and procedures of internal
investigations in their internal rules and regulations (such as the employee handbook) or the employment
contracts entered into with their employees. However, it should be noted that workplace investigations are
still subject to laws and regulations in relation to personal information, privacy and data protection.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

No specific rules directly govern a workplace investigation in the event of employee misconduct. However,
several rules, both legal and administrative, affect the conduct of such an investigation. In addition, codes
of conduct, internal regulations or guidelines may also exist within companies.

A new law (No. 2022-401) came into effect on 1 September 2022 and constitutes one of the cornerstones
for future regulation of workplace investigations. This law transposes into French law the European
directive relating to whistleblower protection. It does not, however, constitute a revolution, as a previous
French law dated 9 December 2016 (the so-called Sapin 2 Law) already provided the whistleblower with a
specific status and protection. These laws are fundamental when considering an internal investigation as
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the rules protecting the whistleblower and requiring the establishment of an internal whistleblowing
channel (eg, a dedicated email or hotline) affect the degree of flexibility available to companies in
conducting the investigation.

A new decree has been adopted (No. 2022-1284), dated 3 October 2022, for application of these new
provisions. This decree sets out several obligations relating to the internal whistleblowing reporting
process. The reporting channel will necessarily contribute to shape the internal investigation triggered by
situations which have been reported by that channel. Companies subject to this decree may define the
reporting procedure using the supporting tool of their choice (company collective agreement, internal
memorandum, etc.), as long as the employee representative bodies are duly consulted on the matter. The
decree also specifies that an acknowledgement of receipt of the alert must be provided to the author of the
alert in writing within seven days from the company receiving the alert. The author of the alert must also
be informed in writing, within a reasonable period not exceeding three months from acknowledgement of
receipt of the alert, of the measures envisaged or taken to assess the accuracy of the allegations and,
where appropriate, to remedy the situation which had been reported, as well as the reasons for these
measures and, finally, the closure of the case.

More generally, not only do all the “pure” labour law rules relating to the protection of the human rights of
employees need to be complied with (right to privacy, data protection under the GDPR, etc), but also the
disciplinary rules and regulations that protect employees from unfounded sanctions imposed by their
employer. For example, an employer can only sanction an employee's misconduct if the disciplinary
procedure begins within two months of when the misconduct was committed or when the employer
becomes aware of it. In this respect, an internal investigation can be necessary for the employer to obtain
full knowledge of the facts alleged to have been committed by the employee. It is nonetheless
recommended that the internal investigation be completed within these two months to avoid the risk of the
disciplinary action being time-barred.

Administrative rules produced by the French anti-corruption agency should also be taken into consideration
(good practice, guidelines and recommendations relating to senior management’s commitment to
implement anti-corruption measures, corruption risk mapping, corruption risk management measures and
procedures), as well as the guidelines produced by the French Ministry of Employment relating to the
prevention of sexual harassment and gender-based violence or the recommendations of the Human Rights
Defender, which is a French special institution aimed at protecting fundamental rights.

When the investigation in question concerns moral or sexual harassment or violence in the workplace, the
national interprofessional agreement of 26 March 2010 should be <referred to. This text stipulates that in
the event of an investigation procedure, it should be based on, but not limited to, the following guiding
principles:

it is in everyone's interest to act with the discretion necessary to protect everyone's dignity and
privacy;
no information, unless it is anonymized, should be divulged to parties not involved in the case in
question;
complaints must be investigated and dealt with without delay;
all parties involved must be listened to impartially and treated fairly;
complaints must be supported by detailed information;
deliberate false accusations must not be tolerated, and may result in disciplinary action;
external assistance may be useful, notably from occupational health services.

Many are calling for the adoption of legislative rules governing such investigations, and their coordination
with general whistleblower protection measures.

Finally, a company must take its own rules and regulations into account. Every company with at least 50
employees has the legal obligation to draw up internal rules and regulations, which notably set out the
disciplinary sanctions applicable to employees, as well as a reminder of certain employees' rights.

Last updated on 27/11/2023



02. How is a workplace investigation usually
commenced?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The employer will generally obtain clues of employees' misconduct, actively or passively, through such
means as internal audit, employee whistleblowing, whistleblowing from suppliers or partners, regular or
irregular compliance management assessment of the employer and management concerns, and carry out
investigation based on such clues. Meanwhile, the employer will further investigate whether the employees
involved have committed other acts of misconduct.
The investigation is usually carried out from outside to inside and from the macro level to the specific level.
That is to first interview the provider of the clues and other insiders for verification and obtaining further
information. Then to conduct internal and external system and written documents review based on the
investigation clues. Preliminary evidence will be formed after the basic verification of facts. Finally, the
employer will interview the employees involved and listen to their explanations, and finally determine the
subsequent handling method.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

When a report of wrongdoing is brought to the employer's attention, whether through a whistleblower or
another channel, and an internal investigation is expected, it may be either mandatory or optional,
depending on the facts of the alleged wrongdoing.

The investigation will be mandatory when the alleged wrongdoing relates to an ethical issue according to
anti-corruption regulations, the employer’s duty of due diligence regarding, for example, human rights or
environmental matters, or where the works council has issued an alert relating to a “serious and imminent
danger” (or to “fundamental human rights”), but also whenever it relates to the employer's obligation to
ensure employee safety (eg, moral or sexual harassment).

If the investigation is not mandatory, it is up to the employer to decide whether or not to carry out the
investigation. Several key questions can help the employer determine whether or not it is appropriate to
carry out an investigation, such as:

What are the benefits of doing nothing? The company will have to draw up a list of the pros and cons
of an investigation, bearing in mind that in some cases a poorly conducted investigation could make
the situation worse;
What is the priority (eg, obtaining or securing evidence, or correcting the irregularity)?
What rules or codes of ethics must the company comply with?
Should external legal counsel only advise the company or should they play a major role in the
investigation process by becoming an investigator?

Last updated on 27/11/2023
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03. Can an employee be suspended during a
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workplace investigation? Are there any conditions on
suspension (eg, pay, duration)? 

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

When an employer is found to have engaged in misconduct of an employee, whether it has the right to
suspend the employee from his/her duties and subject him/her to investigation, there are no explicit
provisions in the existing labor law. Generally speaking, suspension of investigation arranged internally by
an employer is within the scope of autonomous management of the employer. However, such suspension of
investigation is subject to certain restrictions, and the basic rights and interests of the employee must be
guaranteed. For example, the employer should continue to pay social insurance fund for the employee.
Suspension investigation shall generally be specified in advance in the labor contract or rules and
regulations, and the duration of suspension investigation should be within the necessary and reasonable
period. Indefinite suspension or the suspension of obviously long time will not be supported by arbitral
tribunals and courts.

Generally annual leave may be taken preferentially by the employees during suspension period. The
annual leave period shall be deemed as normal attendance, and the salary shall remain unchanged. Under
the circumstance that the annual leave has been used up, in judicial practice, there are few cases
supporting the claim that the employer can fully deduct the employee's salary during the suspension
period. It is generally believed that the employer shall at least guarantee the basic living needs of the
employee during the suspension period (i.e. the salary shall not be lower than the local minimum salary
standard) or pay the employee as per the original salary standard. However, in judicial practice, some
arbitrators and judges hold the view that an employer may use its discretion to reduce employees' salary if
all of the following conditions are met:

it is stipulated in its rules and regulations or a contract that it is entitled to suspend employees from
their duties and reduce salaries if their fraudulent behaviour harms the employer's interests;
the rules and regulations are stipulated in its rules and regulations, and are publicly announced and
accepted by the employees; and
there is evidence showing the corresponding fraudulent behaviour of the employees.

Last updated on 29/11/2023
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An employee may be suspended or relocated during a workplace investigation by:

suspending the employee as a precautionary measure (eg, pending a confirmation of dismissal);
temporarily assigning the employee to another site; or
exempting the employee from having to work while continuing to pay them their salary.

The employee can be suspended as a precautionary measure, pending confirmation of dismissal, but this
implies that disciplinary proceedings have already begun and that the investigation is therefore at a
relatively advanced stage and that there is sufficient evidence to suggest the need for disciplinary action. It
should be made clear to the employee that the suspension is a provisional measure (in the absence of
specifying this, the suspension could be interpreted as a disciplinary layoff constituting a sanction and, in
some jurisdictions, as depriving the employer of the possibility of dismissing the employee for the same
facts).

at Jingtian & Gongcheng

at Bredin Prat

https://www.internationalemploymentlawyer.com/profiles/leo-yu
https://www.internationalemploymentlawyer.com/profiles/yvonne-gao
https://www.internationalemploymentlawyer.com/profiles/tracy-liu
https://www.internationalemploymentlawyer.com/profiles/larry-lian
https://www.internationalemploymentlawyer.com/profiles/pascale-lagesse
https://www.internationalemploymentlawyer.com/profiles/valentino-armillei


Temporary reassignment can also be considered. However, this contractual change must not apply for long
and the measure taken must be temporary. The employer must act promptly – the measure is only valid for
as long as the investigation continues. Failing this, and because of the absence of concurrent disciplinary
proceedings, there is considerable risk that the temporary reassignment may be reclassified by a judge as
an illegal modification of the employment contract or as a disciplinary sanction preventing the employee
from subsequently being dismissed.

Finally, paid exemption from work is also possible and consists of temporarily suspending, by mutual
agreement, the obligation of the employer to provide work for the employee and the employee’s obligation
to work, without affecting their remuneration. Such a measure must generally be taken with the consent of
the employee, because it implies a suspension (and therefore a modification) of the employment contract.
This measure may be useful in temporarily removing an employee with whom the employer maintains a
good relationship. This may be an employee who is or feels they are a victim of harassment, especially
when the employee is not on sick leave.

Last updated on 15/09/2022

04. Who should conduct a workplace investigation,
are there minimum qualifications or criteria that need
to be met?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

In some laws and regulations for specific industries, enterprises or personnel, there are certain
requirements for the qualifications of investigators. For example, according to the Interim Measures for
Investigating and Dealing with Disciplinary Violations of Professional Personnel by Medical Institutions, the
personnel conducting an investigation and evidence collection shall not be less than two. If the investigator
is a close relative of the investigated person, or a tip-off person or a key witness of the issue to be
investigated, the investigator shall withdraw from the investigation.
However, at present, there are no unified and detailed national rules and regulations on the qualification of
the investigators and organizations. In practice, the selection of the personnel and organizations
responsible for internal investigation is usually based on the relevant provisions in the internal rules and
regulations of the employer. The personnel conducting internal investigation are usually internal functional
departments of the employer and are independent to some extent, including the personnel department,
legal department, compliance department or risk control department. For significant or complex issues or
senior management investigations, in order to ensure professionalism, accuracy and compliance, external
law firms, consultants and accounting firms are also frequently hired to conduct investigations.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

In determining who is to conduct a workplace investigation, the main objective is to ensure that the team is
independent or at least that it is perceived as being independent. The key people in the investigation team
can be identified in a pre-established procedure. It is good practice to give decision-makers the possibility
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to set up, on a case-by-case basis, the team most appropriate to the situation.

Last updated on 15/09/2022

05. Can the employee under investigation bring legal
action to stop the investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

There is no provision in the law which provides the employee the right to suspend or interrupt an
investigation by initiating a lawsuit. However, the employee who is suspended for investigation may
request to terminate the employment contract unilaterally and demand the employer to pay economic
compensation on the ground that the employer has not paid enough remuneration, and may initiate labor
arbitration and litigation accordingly, but such arbitration and litigation will not have the effect of
suspending or interrupting the investigation.
In addition, if the employee's privacy or personal information is improperly disposed of during the
investigation, the relevant evidence obtained during the suspension investigation may be deemed as
illegal evidence by arbitral tribunals and courts, and the employer may also be exposed to relevant legal
liabilities for the infringement of privacy, etc.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

An internal investigation is not a police enquiry or a judicial instruction; there is no legal provision enabling
an employee to stop the investigation. At the same time, there is no legal provision enabling the employer
to force an employee to be interviewed. Interviewing an employee within the context of an internal
investigation is also not a disciplinary matter. Therefore, the employee has no right to be assisted by
another employee or an employee representative. The employee could, however, lawfully request the
presence of their lawyer, especially if the company’s lawyer is part of the investigation team.

Last updated on 15/09/2022
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06. Can co-workers be compelled to act as witnesses?
What legal protections do employees have when
acting as witnesses in an investigation?

China
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Article 75 of the Civil Procedure Law of the PRC (Amended in 2021) provides, "All entities and individuals
that are aware of the circumstances of a case shall have the obligation to testify in court. The persons-in-
charge of relevant entities shall support the witnesses to testify in court. "Article 193 of the Criminal
Procedure Law of the PRC (Amended in 2018) provides, "Where, after the notification of a people's court, a
witness refuses to testify in court without justified reasons, the people's court may compel the witness to
appear in court, unless the witness is the spouse, a parent or a child of the defendant."
According to relevant provisions of the Civil Procedure Law of the PRC, only a court has the power to
compel a witness to appear in court. Neither the employer nor any other individual may compel any
colleague to act as a witness and testify in court. However, the employer may set forth in the employment
contract or its internal rules and regulations that the employee shall cooperate with its internal
investigation.

As for the legal system for witness protection, PRC's criminal procedure laws stipulate a relatively detailed
legal system for witness protection, such as establishing a crime of retaliating against a witness; making
public a witness's personal information such as name, address, employer and contact information for the
purpose of protecting the personal safety of the witness; using assumed names in the indictments; and so
on. However, there are relatively few legal provisions regarding the legal protection of witness in civil
procedure, and provisions only regulate the expenses that may be incurred by the witness for testifying in
court. For instance, Article 77 of the Civil Procedure Law of the PRC (Amended in 2021) provides, "The
necessary expenses incurred by a witness in fulfilling his obligation to testify in court, including
transportation, accommodation and meals, as well as the loss of salaries, shall be borne by the losing party.
If a party applies for a witness to testify, the costs and expenses shall be advanced by the party; if the
people's court notifies a witness to testify without the application by a party, the costs and expenses shall
be advanced by the people's court. "

Last updated on 29/11/2023

France
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Co-workers can spontaneously act as witnesses and provide statements to superiors before, during or after
the interviews. Co-workers can also be interviewed as witnesses at the investigator’s request, although
they are not under any obligation to answer the questions and they cannot be compelled to do so. The
investigators have an absolute obligation of discretion during the investigation and cannot reveal any
details of the information gathered.

Certain employees may benefit from whistleblower status, which implies that they may be exempt from
potential criminal and civil liability relating to their report or testimony and they are protected from any
retaliatory measures from the employer. “Facilitators” who helped the whistleblower and the individuals
connected with the whistleblower and risk retaliatory measures by testifying as a witness may also benefit
from this status, as of 1 September 2022.

Last updated on 15/09/2022
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07. What data protection or other regulations apply
when gathering physical evidence?
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The Civil Code of the PRC, the Personal Information Protection Law of the PRC and other laws provide for
the protection of employees' personal information and privacy. Employers are often involved in checking
the information and materials stored in the computers, hard disks and other electronic office equipment
provided to employees in internal investigation and are likely to access the employees' personal
information including personal privacy information, such as the communication records stored in instant
communication software such as WeChat, QQ or other instant communication software or to and from
private email boxes. According to the Personal Information Protection Law of the PRC, employers are
required to perform the obligation of informing and obtain the individuals' consent prior to the processing of
personal information, i.e. the principle of informing + consent. Moreover, the Civil Code of the PRC
stipulates that no organization or individual may process any person's private information, except as
otherwise provided by law or with the explicit consent of the right holder.
Therefore, the legitimacy of obtaining data evidence can be enhanced and guaranteed only if it is explicitly
stated in the relevant rules and regulations that the employer shall have the right to the work equipment
provided to the employees or obtains the employees' personal consent.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

GDPR principles fully apply to data gathering, as well as case law protecting the right to respect one’s
private life and the secret of correspondence.

Last updated on 15/09/2022
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08. Can the employer search employees’ possessions
or files as part of an investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

Article 13 of the Constitution of the PRC provides that the lawful private property of the citizens shall not be
violated. Therefore, during the process of investigation, without the employees' consent, the employer has
no right to search the employees' personal possessions or files. If it is necessary to search the employees'
personal possessions or files, the employer may require the employees to sign a Letter of Informed Consent
before searching; or the employer may call the police and the search will be conducted under the escort of
the public security authorities or directly by the public security authorities.
Last updated on 29/11/2023
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In internal investigations, the fundamental rights and freedoms of employees are at stake,  including the
right to privacy, respect for the privacy of home life and correspondence, freedom of expression, and the
obligation of loyalty in searching for evidence.

In principle, work emails and files can be reviewed, even without the employee's consent, prior knowledge
or warning. This includes: work email accounts; files stored on a work computer or a USB key connected to
a work computer; and SMS messages and files stored on a work mobile phone and documents stored in the
workplace unless they are labelled as “personal”. On the other hand, it is not permissible for an employer
(or an investigator) to review “personal” emails and files, such as documents or emails identified as
“personal” by the employee, or personal email accounts (Gmail, Yahoo, etc), even if accessed from a work
computer.

There are certain exceptions to the above principle. An employer is allowed to check “personal” emails or
data in any of the following cases:

if the employee is present during the review;
if the employee is absent, but was duly notified and invited to be present;
if there is a particularly serious “specific risk or event”;
if the review is authorised by a judge (this means having to prove a legitimate reason justifying not
informing the employee).

When documents or emails are not marked as “personal” but contain information of a personal nature, the
employer may open and review the data but may not use such documents or emails to justify applying
disciplinary measures to the employee or use such documents or emails as evidence in court if they indeed
relate to the employee’s private life.

Special attention must be given to employee representatives who must be entirely free to carry out their
duties.

Last updated on 15/09/2022

09. What additional considerations apply when the
investigation involves whistleblowing?

China
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In practice, the following factors to be considered will be: (1) verification of the informant's identity; (2)
whether the informant has any conflict of interest with the reported employee or whether it will affect the
objectivity of their reporting; (3) how to persuade the informant to provide more information or evidence, or
to cooperate in court as a witness; (4) how to increase the admissibility of evidence when the informant
refuses to cooperate in court as a witness or fails to provide original evidence; (5) how to improve the
evidence chain and protect the informant from being attacked or retaliated by the informant, etc.
Last updated on 29/11/2023
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Evidence obtained in the context of an investigation must specify who provided it and the date it was
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provided. No retaliatory measures may be taken against the whistleblower for the act of whistleblowing.

In certain cases, the whistleblower report must be forwarded to the judicial authorities (eg, when there is an
obligation to assist persons in imminent danger, for serious offences or a disclosure that a vulnerable
person is in danger (ie, minors under 15 or a person who is unable to protect themselves)).

Last updated on 15/09/2022

10. What confidentiality obligations apply during an
investigation?

China
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Although there are no specific laws or regulations regulating the extent of confidentiality obligation
employers or the investigators shall comply with, in practice, the confidentiality obligation of both parties
usually originates from the confidentiality agreement between the employee and the employer, as well as
general provisions on protection of personal information and right of privacy, etc.
In this regard, it is advisable to require the relevant personnel responsible for handling the suspension for
investigation to sign a confidentiality agreement or a letter of commitment, and require them to pay
attention to the protection of the personal information and privacy of the complainant and other relevant
personnel, for the purpose of avoiding extra losses caused by the occurrence of disputes relating to right of
reputation, right of privacy and personal information leakage during the investigation.

Last updated on 29/11/2023

France
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Interviewers, investigators, interviewees or any others involved in the investigation are often bound by a
reinforced confidentiality obligation, particularly when the internal investigation is triggered by a
whistleblower alert. In addition, every person that comes to know of the investigation, facts or people
involved is bound by an obligation of discretion. Furthermore, investigators should specifically be trained
for interviews and be reminded of their obligations relating to the investigation.

The investigators will need to determine the order of the tasks to be carried out in the investigation, as this
will have a significant impact on confidentiality management. Should they start with the hearings or a
review of documents? The answer may depend on the subject matter of the investigation. It is advisable to
first review the documentation before organising interviews, particularly to avoid the destruction of certain
documents by employees acting in bad faith or by those wishing to erase the traces of alleged wrongdoing.
Sometimes, however, it is possible to start with the interviews, especially in the case of harassment, as
there may be no documents to review. If the decision is taken to conduct the documentation review after
the interviews, it could be useful to ask the employees involved to sign a document stating that they must
preserve and retain documents, meaning that if they delete or destroy documents, they would be acting
against the company and in breach of the law.

Last updated on 15/09/2022
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11. What information must the employee under
investigation be given about the allegations against
them?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

Although there are no explicit provisions of law or policy requiring employers to provide specific
information of allegations to investigated employees, in practice, at the early stage of investigation, in
order to avoid alerting the investigated employee and reduce the possibility that the investigated employee
may destroy the relevant evidence, the employer usually will not disclose the information of allegations to
the investigated employee at the beginning of investigation. At the later stage of an investigation, when the
employer has already obtained main evidence, the employer usually will properly disclose to the
investigated employee the allegations that are clearly known by the employer and have sufficient
evidence, and listen to the counterparty's opinions or argument, for the purpose of obtaining more
information or getting the employee's confession.
Last updated on 29/11/2023
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According to the French data protection authority, the employee under investigation must be informed of
the name of the person in charge of the investigation, the alleged facts that have led to the whistleblowing
alert and their rights to access and rectify data collected about them. This information must be given as
soon as the data collection starts, before the interviews, as per GDPR principles.

Last updated on 15/09/2022
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12. Can the identity of the complainant, witnesses or
sources of information for the investigation be kept
confidential?

China
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At the level of criminal procedure in PRC, only the Criminal Procedure Law of PRC provides that
pseudonyms may be used in the indictment as a substitute for the disclosure of a witness's personal
information, such as name, address, employer and contact information, to protect the personal safety of
the witness. However, there are no relevant provisions on whether the identity of the complainant, the
witness in civil litigation and the provider of information shall be kept confidential during an investigation.
During the course of an investigation, in order to protect the privacy of relevant personnel and avoid the
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risk of infringement, the employer usually keeps the identity of the complainant or the provider of
investigation information confidential. However, at the civil litigation stage, the witness is unavoidably
required to testify in court, and must truthfully identify himself/herself to the court.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

The identity of the complainant must be kept confidential and cannot be disclosed. There are two
exceptions: if the complainant consents to the disclosure; or if the employer is asked for this information by
the judicial authorities.

Last updated on 15/09/2022

at Bredin Prat

13. Can non-disclosure agreements (NDAs) be used to
keep the fact and substance of an investigation
confidential?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

Yes. In practice, before conducting a compliance investigation, we recommend that the employer and the
investigator enter into a confidentiality agreement to require the investigator to keep confidential the facts
and the substance of the investigation. This will not only better protect the personal information of the
complainant, the witness and the investigated employee, but also help the investigation to proceed
smoothly.
Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

Most of the time, the legal protection afforded by the legally prescribed confidentiality obligation that
applies to whistleblowing is sufficient. This is all the more so given every person involved is bound by an
obligation of discretion. However, there is no legal obstacle to the creation of an NDA between the
employer and the people involved.

NDAs setting out a strict and reinforced obligation of confidentiality and discretion during the investigation
should be signed by any external parties involved (eg, translation agency, IT expert) or when the internal
investigation is outside the scope of whistleblowing regulations.

Last updated on 15/09/2022
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14. When does privilege attach to investigation
materials?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The employer has the property right over all its properties. When discovering employee's misconduct, the
employer is entitled to conduct an investigation within a certain scope according to the relevant laws and
regulations, as well as the management system of the employer. Generally speaking, the employer is not
required to obtain consent of the employee when conducting an investigation of the space and objects
owned by it. The employer has no right to directly conduct an investigation of the employee's private
space, objects, bank accounts and stock trading accounts. The public security organ or other public
authorities should be involved in the investigation. In principle, if the employee's private space or objects
are mixed with the employer's private space or objects, the employer should obtain consent of the
employee for an investigation. Meanwhile, the employer's investigation should be controlled within the
reasonable and necessary limit, and the employer is not allowed to illegally use or disclose the
investigation results, otherwise it may constitute infringement. In addition, we also recommend that the
employer stipulate explicitly in the employment contract and the internal management system that the
employer has the right to detain and inspect the articles or equipment distributed by the employer, so as to
reduce the compliance risk of internal investigation.
Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

Privilege does not generally apply to internal investigation materials as the investigation does not
constitute a relationship between a lawyer and their client, and even less so a judicial investigation.
However, if a lawyer is appointed as an investigator, privilege may apply to materials exchanged between
the lawyer and that client.

Last updated on 15/09/2022

at Jingtian & Gongcheng

at Bredin Prat

15. Does the employee under investigation have a
right to be accompanied or have legal representation
during the investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The relevant laws and regulations in the PRC have not made explicit provision regarding rights to
representation. In practice, some arbitral tribunals and courts hold the view that it is reasonable for the
employee to refuse to cooperate with the investigation if he/she is not accompanied or has no legal
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representatives. Therefore, the employer usually cannot impose disciplinary punishment by warning or
even termination of employment contract on the basis of such refusal. Therefore, we tend to believe that,
where the employee under investigation requests to be accompanied or have legal representation, the
employer should fully consider and communicate with the employee about the request, and prudently
impose disciplinary punishment on the employee for failing to cooperate with the investigation.
Of course, considering that satisfying such request will increase the difficulties and obstacles for the
employer to carry out the investigation to a certain extent, we still suggest that the employer include in its
rules and regulations such provisions as "the employee being investigated shall actively and
unconditionally cooperate with the employer's investigation", etc., in order to provide institutional support
for the follow-up requirement or even disciplinary punishment by the employer on employee and to
encourage the employee to cooperate in the investigation.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

The employee under investigation has the right to be assisted by a lawyer during the interviews and, if the
employee chooses to be so, the lawyer must also always be present. The employee may not, however, be
accompanied by anyone other than a legal representative (ie, another employee cannot attend the
interview).

Last updated on 27/11/2023

at Bredin Prat

16. If there is a works council or trade union, does it
have any right to be informed or involved in the
investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The relevant laws and regulations in the PRC have not expressly provided the employer’s obligation to
inform the trade union of the internal investigation or the right of the trade union to participate in the
employer's internal investigation. In practice, given the confidential nature of internal investigation, the
employer usually does not voluntarily inform the trade union of such information. However, in accordance
with Article 25 of the Measures for the Supervision of Labor Law by Trade Unions of the PRC, the trade
union shall have the right to conduct an investigation if the employer has violated the labor laws and
regulations or infringed the legitimate rights and interests of the employee. Therefore, it is still possible
that the employer, in the course of the internal investigation, may be investigated by the trade union if it
has violated the labor laws and regulations or infringed the legitimate rights and interests of the employee
(e.g. being suspected of infringing personal information or privacy).
In addition, if the employer determines that the employee has committed a serious disciplinary offence
based on the result of the internal investigation and thus decides to terminate the employment contract
unilaterally, it shall notify the trade union of the reasons for termination in advance. If the employer has
violated the laws, administrative regulations or the provisions of the employment contract, the trade union
is entitled to request the employer to make corrections.
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Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

Neither the works council nor the trade unions have any right to be informed or involved in the
investigation. It is the employer who is responsible for carrying out the investigation. However, when the
investigation is triggered due to a works council issuing an alert relating in particular to a “serious and
imminent danger”, one member of the works council must be involved in the investigation process.

Last updated on 15/09/2022

at Bredin Prat

17. What other support can employees involved in the
investigation be given?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The relevant laws and regulations in the PRC have not made explicit requirements regarding the supports
received by the employee involved in the investigation. In practice, the employer will usually prepare an
internal time schedule before carrying out the investigation. Although the detailed time schedule will not be
disclosed to the employee, the employer will usually inform the employee of each investigation in advance.
In order to improve the transparency of the investigation, we recommend that employer should make
positive and proper responses to employee who enquires about the progress of the investigation, so as to
avoid employee's suspicion.
In addition, the Personal Information Protection Law of the PRC stipulates the rights of individuals in the
process of personal information processing. In the scenario of internal investigation of an employer, the
investigated party may, in accordance with such provisions, ask the employer for the right to review and
even copy the personal information collected. Where the employee finds that the personal information
collected by internal investigation is inaccurate or incomplete, he/she is entitled to request for correction or
supplementation.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

Apart from being informed of any facts and data concerning them being collected during the investigation,
employees involved in the investigation do not have any specific rights. Some companies choose to use
external firms specializing in psychosocial risk management, not only to conduct internal investigations,
but also to provide additional psychological support for their employees, as part of the employer's safety
obligation.

Last updated on 27/11/2023
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18. What if unrelated matters are revealed as a result
of the investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

If any matter unrelated to this investigation is revealed during the investigation and the matter is
suspected of violating regulations, the employer may comprehensively consider whether it is necessary to
investigate the new matter. If the employer assesses that a combined investigation will seriously affect and
hinder the progress of the investigation or complicate the investigation, the employer can handle the
unrelated matters through separate investigations.
In addition, Article 6 of the Personal Information Protection Law of the PRC requires that the processing of
personal information shall be for a specific and reasonable purpose and shall be directly related to the
purpose of the processing and shall adopt the method with minimum impact on individuals' rights and
interests. If the result of the investigation reveals unrelated personal information, it means that the
collection and storage of such personal information are unrelated to the purpose of the processing.
According to paragraph 1 of Article 47 of the Personal Information Protection Law of the PRC, the employer
as the personal information processor shall take the initiative to delete personal information. If the
employer fails to delete such information, the employee is entitled to request for deletion.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

Unrelated matters revealed during the investigation do not necessarily mean that another investigation will
be opened. Nevertheless, if reprehensible acts unrelated to the current investigation are revealed, the
employer will need to take action and sanction the perpetrator (after checking the facts). Sometimes the
only way to check the facts is to carry out another investigation on a separate matter. However, the
investigation team may also consider if there is enough connection between the matters to widen the
scope of the current internal investigation.

Last updated on 15/09/2022

at Jingtian & Gongcheng

at Bredin Prat

19. What if the employee under investigation raises a
grievance during the investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

There is no specific provision on this in relevant laws and regulations in the PRC. In practice, the employer
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will usually stipulate the relevant grievance procedure and process in its internal rules and regulations, and
provide the employee with the relevant grievance rights in accordance with the grievance regulations.
Alternatively, even if there is no provision on grievance procedure and process in their internal rules and
regulations, from the perspective of fairness and rationality, we recommend that the employer should
review and evaluate the grievance raised by the employee. If it is confirmed that irregularities exist in the
investigation, which may directly affect the conclusions of the investigation (e.g. a past conflict between
the employee and the investigator or the employee was unfairly treated in the investigation), the employer
shall suspend the investigation and resume the investigation after timely resolution of such complaint. If
the grievance does not affect the normal conduct of the investigation, the employer can still proceed with
the investigation.
Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

The grievance may also have to be investigated (eg, moral/sexual harassment reported by an employee
under investigation).

Last updated on 15/09/2022

at Bredin Prat

20. What if the employee under investigation goes off
sick during the investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

During the investigation, the employer should fully respect the basic labor rights of the employee.
According to the relevant provisions of Labor Contract Law of the PRC, if an employee is sick during the
investigation, the employer should permit him/her to take sick leave provided that he/she provides the
medical certificate issued by the medical institution and performs the medical leave application procedure
as required by the employer. Therefore, the employer usually needs to request the employee to cooperate
with the investigation after the sick leave, and cannot force the investigation by means of coercion or
violence.
However, for the contents that can be investigated by the employer alone, such as the information
publicized by the employee on social media and the employee's relevant information publicized on official
website, since the investigation of such information is not affected by the employee's physical condition,
the employer may adjust the investigation plan and conduct such part of the investigation first.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

The investigation will likely be able to continue with the other employees and, as soon as the employee
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under investigation returns from sick leave, they will be able to be interviewed.

However, as disciplinary sanctions are time-barred after two months from the moment the misconduct was
committed or from when the employer becomes aware of it, if the sick leave lasts for the whole of that
period, the investigation must be conducted anyway. In this instance, the investigator can ask the
employee to attend the interview despite being on sick leave or arrange for the interview to take place
using other means (eg, conference call). As a last resort, a questionnaire can be sent to the employee, but
the pros and cons must be assessed as this is a way of information gathering that carries a certain amount
of risk, could be less reliable and is of less probative value.

Last updated on 15/09/2022

21. How do you handle a parallel criminal and/or
regulatory investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The PRC law is silent on how to deal with the conflict between internal investigation and criminal or
regulatory investigation. In general, the employer should cooperate with the criminal or regulatory
investigation being conducted by the investigating authority to avoid hindering official business.
According to the Civil Procedure Law of the PRC, the Administrative Procedure Law of the PRC, and the
Criminal Procedure Law of the PRC, the investigating authorities (including the public security authority, the
people's procuratorate, the people's court, and the supervision authority) have the power to investigate
and verify evidence from the witness or the individuals or entities that have access to the evidentiary
materials. Therefore, the investigating authorities have the power to compel the employer to share or
provide evidentiary materials relating to the case, and the employer shall cooperate and provide such
materials. If the employer refuses to cooperate, it may face administrative liability (such as warning, fine
and detention of the directly responsible person), judicial liability (fine shall be imposed on the main person
in charge or the directly responsible person, and detention may be granted to those who refuse to
cooperate) and even criminal liability (those who conceal criminal evidence may be guilty of perjury).

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

A criminal investigation always takes precedence over other investigations. However, this does not mean
that the internal investigation has to stop. It can and should continue, and the report drawn up upon
completion of the investigation could be used by the authorities in the criminal investigation. In some
cases, especially when privilege does not apply, police or regulatory authorities may request that the
employer share such evidence. However, even when privilege does apply, there is no certainty that the
evidence would not have to be communicated to certain authorities.

Some administrative authorities often challenge the application of legal privilege or try to reduce its scope.
For example, the French financial markets authority (AMF) regularly puts forward its view of legal privilege,
according to which an email where a lawyer is only copied (and is not one of the main recipients) in from
one of their clients is not confidential and can therefore be disclosed in proceedings. However, if the AMF
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investigators impose disclosure of privileged documents, this should result in the annulment of the
investigation procedure. By way of exception, legal privilege cannot be invoked against certain other
authorities, such as the URSSAF (authority in charge of collecting social security contributions) or the
DGCCRF (directorate-general for competition, consumer protection and anti-fraud investigations). Where
legal privilege is enforceable, the judge must first determine whether the documents constitute
correspondence relating to defence rights and, second, must cancel the seizure of documents that they find
to be covered by legal privilege due to the principle of professional secrecy of relations between a lawyer
and their client and the rights of defence.

Last updated on 15/09/2022

22. What must the employee under investigation be
told about the outcome of an investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

There is no explicit stipulation in the laws and regulations in the PRC on this issue. In practice, given the
confidentiality of any investigation into a violation, the employer usually will not disclose the investigation
result or submit the investigation report to the investigated employee, unless it is explicitly provided in its
rules and regulations that the employer is obliged to inform the employee of the investigation result.
However, according to the Employment Contract Law of the PRC and the opinions of the mainstream
arbitration tribunals and courts, if an employer decides to take disciplinary action against an employee (in
particular, termination of employment contract) according to the investigation result, it is generally
required to inform the employee of the investigation result. In other words, the employer generally needs
to inform the employee of the specific facts based on which the disciplinary action is taken. Failure to do so
may result in the generalization of serious violation of the employer's rules and regulations and lead the
arbitration tribunals and courts to regard the termination as illegal.
Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

The employee under investigation, like the other employees interviewed and the whistleblower, must be
informed that the investigation has been completed. However, there is no obligation to provide them with
the report and, for reasons of confidentiality, it is very often best not to do so.

Last updated on 15/09/2022
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23. Should the investigation report be shared in full,
or just the findings?

China
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Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

For the employee: As mentioned in our response to question 22, the relevant laws and regulations in the
PRC do not impose any obligation on an employer to share investigation report (including the findings) with
its employee, unless otherwise expressly provided in its internal rules and regulations that the employer
may share with its employee any investigation report or findings that do not involve trade secrets or
another person's privacy or personal information. Therefore, the employer has the discretion to decide
whether and to what extent to share the investigation report based on its business management needs.
For the police/regulatory authorities: In general, an employer shall provide a complete report according to
the law as required by the authority handling the case. It is recommended that the employer should
conduct a detailed review of the investigation authority and the information contained in the evidence
collection documents issued by the authority, and communicate with the authority to specify the scope of
assistance and evidentiary materials to be provided. Although the employer cannot refuse to provide
relevant evidentiary materials to the investigation authority on the grounds that such evidentiary materials
involve trade secret or personal privacy, it still needs to carefully assess the relevance of the evidentiary
materials to the facts of the case and timely communicate with the authority to confirm and narrow the
scope of providing evidence as much as possible. If necessary, the employer can consult professional
lawyers to provide professional opinions. In addition, we suggest that the employer may also try to require
the investigation officer to sign a confidentiality letter, and file the investigation materials involving trade
secret or personal privacy, the reasons thereof, etc., for the purpose of reducing legal risks faced by the
employer.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

There is no obligation to share the investigation report. The findings, or a summary of them without
revealing any confidential information, may be disclosed, but it is the employer’s responsibility to keep the
identity of every person interviewed confidential.

Last updated on 15/09/2022

at Jingtian & Gongcheng

at Bredin Prat

24. What next steps are available to the employer?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The employer may take disciplinary actions against the employee based on the investigation result and
pursue their civil, administrative and even criminal liabilities. To be specific: 1) the employer may criticize
and educate the employee, or take disciplinary actions such as warning, demotion and removal according
to the internal rules and regulations of the employer. If the misconduct of the employee constitutes one of
the circumstances stipulated in Article 39 of the Employment Contract Law of the PRC, the employer is
entitled to take the most severe disciplinary action, namely termination of employment contract; 2) if the
employee has caused economic loss to the employer, the employer may lawfully initiate a civil litigation
recourse procedure; 3) if the employee violates the Law on Administrative Penalties for Public Security
Administration of the PRC, the employer may deliver the case to the administrative department for
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corresponding administrative penalties; 4) if the employee is suspected of a crime, the employer should
deliver the case to the public security authority and pursue his/her corresponding criminal liabilities
according to the law.
Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

The employer can decide to sanction the person who was under investigation or to close the case. The
employer may also need to protect any victims, witnesses and whistleblowers. If, during the investigation,
it is discovered that a supplier or other commercial partner is implicated, the relevant contract may be
terminated. The employer can take legal action , file a complaint (if the company is a direct victim of a
criminal offence) or report the offence to the public prosecutor’s office. The employer must archive the file
or ensure its lawful preservation after a certain period.

Last updated on 15/09/2022

at Bredin Prat

25. Who can (or must) the investigation findings be
disclosed to? Does that include regulators/police? Can
the interview records be kept private, or are they at
risk of disclosure?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

If the relevant investigation authorities or regulatory authorities require the employer to provide the
investigation findings and the interview records of its employee's illegal activities, the employer is usually
obliged to cooperate with the authorities and make disclosures according to the requirements of the law.
Meanwhile, according to Article 110 of the Criminal Procedure Law of the PRC, any entity or individual who
has found out facts of a crime or a criminal suspect has both the right and the duty to report the case or
provide information to the public security authority, the people's procuratorate or the people's court.
Therefore, if the investigation findings show that the employee is suspected of a crime, the employer
should disclose the information to the relevant investigation authorities including the public security
authority. For some special industries, for example, the investigation findings against the banking industry
usually also need to be reported to the higher-level banking supervisory authorities. Although the relevant
investigation staff and supervisory staff are usually required to comply with the confidentiality obligations
according to the laws or regulations, the risk of leakage of the reported information due to the expansion of
the scope of persons who are aware of the investigation findings cannot be completely excluded.
In addition, an employer may decide whether to disclose the results of an investigation (mainly including
the violation of disciplines and the disciplinary punishment) to other employees at its own discretion, but
has to disclose the relevant information among employees to the extent that it is "minimum and
necessary", so as to avoid infringing on the employee's personal information or privacy or even right of
reputation.

Last updated on 29/11/2023
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France
Author: Pascale Lagesse , Valentino Armillei

The findings must be submitted to the employer or management, but there is no obligation to disclose
them to anybody else. The only exception is if a judicial investigation has been opened. In this case, the
entire report must be provided to the authorities if the judge requests this. Normally the investigators only
take written notes and there is no audio or video recording, unless the employee consents. Whether or not
to make a voluntary disclosure of wrongdoing is a tactical decision for companies. Disclosure may mitigate
fines and penalties or even help the employer avoid liability entirely. However, the downsides of disclosure
include increased costs, the possibility of a follow-on government investigation and exposure to penalties.
Thus, most companies assess their options on a case-by-case basis to determine what steps would be in
the best interests of the company.

Last updated on 15/09/2022
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26. How long should the outcome of the investigation
remain on the employee’s record?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

The relevant laws and regulations in the PRC have not clarified the retention period of the investigation
findings. According to Article 19 of the Personal Information Protection Law of the PRC, unless otherwise
required by laws or administrative regulations, the retention period of personal information shall be the
shortest period necessary to achieve the purpose of handling the information. Since the employee's
personal information is very likely to be involved in the investigation findings, such report should be
retained for the shortest period necessary to achieve the purpose of handling the information. In general,
once the investigation is completed, the purpose of the internal investigation has been achieved or it is no
longer necessary to achieve the purpose, and the employer may, in accordance with Article 22 of the
Administrative Regulations of the PRC on Network Data Security (Draft for Comments), delete or anonymize
the personal information within fifteen (15) working days. If it is technically difficult to delete the personal
information, or it is difficult to do so within fifteen (15) working days due to business complexity or other
reasons, the employer shall not conduct any processing other than storing the personal information and
adopting necessary security measures, and shall give reasonable explanations to the employee.
Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei

If the outcome of the internal investigation has led to the sanctioning of an employee, this sanction may no
longer be invoked to support a new sanction after three years. Moreover, under the GDPR principles, the
duration of retention must be proportional to the use of the data. Therefore, the data must be retained only
for a period that is “strictly necessary and proportionate”. If the employer wants to keep information about
the investigation in the longer term, it is possible to archive the employee’s record even though the

at Jingtian & Gongcheng

at Bredin Prat

https://www.internationalemploymentlawyer.com/profiles/pascale-lagesse
https://www.internationalemploymentlawyer.com/profiles/valentino-armillei
https://www.internationalemploymentlawyer.com/profiles/leo-yu
https://www.internationalemploymentlawyer.com/profiles/yvonne-gao
https://www.internationalemploymentlawyer.com/profiles/tracy-liu
https://www.internationalemploymentlawyer.com/profiles/larry-lian
https://www.internationalemploymentlawyer.com/profiles/pascale-lagesse
https://www.internationalemploymentlawyer.com/profiles/valentino-armillei


employer will no longer be able to use it against the employee after three years.

Last updated on 15/09/2022

27. What legal exposure could the employer face for
errors during the investigation?

China
Author: Leo Yu , Yvonne Gao , Tracy Liu , Larry Lian

It is inevitable that the investigation involves the employee's personal information, and once the
investigation is mishandled, the employer may face the following legal risks:

Civil liability: Both the Civil Code of the PRC and the Personal Information Protection Law of the PRC, clearly
provide the civil liability for infringement of privacy and illegal processing of personal information.
Therefore, the investigated employee or relevant organizations such as the people's procuratorate have the
right to claim or file a public interest lawsuit on the employer's improper collection of evidence, requiring
the employer to bear the liability for infringement. In addition, the evidence obtained by an employer
through infringing the employee's privacy and personal information rights and interests, in violation of the
law, cannot be used as the valid evidence for the employer's unilateral termination of the employment
contract or requiring the employee to compensate for losses.

Administrative liability: Article 66 of the Personal Information Protection Law of the PRC provides that,
where personal information is processed in violation of regulations, administrative penalties imposed by the
department performing duties of personal information protection may be up to revoking the business
license, and the person directly in charge and other directly liable persons may be fined up to one million
yuan and prohibited from practicing within a time limit. Meanwhile, Article 67 of the Personal Information
Protection Law of the PRC provides that relevant illegal acts shall be recorded in the employer's credit files
and disclosed to the public.

Criminal liability: if an employer illegally sells or provides to others the personal information obtained
during the internal investigation, and the circumstance is serious enough, the judicial authority has the
right to hold the employer, the managers directly in charge and other directly liable persons criminally
liable in accordance with the crime of "infringement of citizens' personal information" under Article 253A of
the Criminal Law of the PRC.

It should be noted that a compliance investigation may also involve the employer's communication and
investigation reporting with overseas authorities, or overseas institutions' direct access to information from
the employer's domestic systems. If the employer conducts cross-border transmission of such personal
information, it shall also meet one of the conditions set out in Article 38 of the Personal Information
Protection Law of the PRC (i.e. passing the security assessment organized by the national cyberspace
administration authority, obtaining certification from a professional institution concerning the protection of
personal information or entering into a standard contract with an overseas recipient). Violations of the
above provisions may result in civil, administrative and even criminal liability.

Last updated on 29/11/2023

France
Author: Pascale Lagesse , Valentino Armillei
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www.internationalemploymentlawyer.com

Within the context of an investigation following a whistleblower alert, any violation of the confidentiality
obligation is punishable by two years’ imprisonment and a €30,000 fine.

If the employer fails to comply with its obligation to protect its employees’ safety, the employer will be
liable for damages resulting from any failings during the investigation (eg, if sexual harassment is reported
and no action is taken by the employer)

Last updated on 15/09/2022
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