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01. What legislation, guidance and/or policies govern
a workplace investigation?
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Before commencing a workplace investigation, an employer must review the terms of any applicable
employment contract, policy, procedure or industrial instrument. These documents will likely contain
clauses that will dictate the investigation process.

There is also a significant body of common law that dictates how an investigation should be conducted and
the procedural fairness that should be afforded to those involved. To ensure a workplace investigation is
procedurally fair, employers must consider several factors, including:

e putting all allegations to the respondent in a manner which does not suggest a pre-determination of
the outcome;

e conducting the investigation in a timely manner;

e providing the respondent with the opportunity to respond to the allegations;

e conducting a fair investigation process;

e making an unbiased (and not pre-determined) decision; and

e permitting the respondent and complainant to involve a support person or union representative.

Employers should also consider the additional steps they can take to conduct a best-practice investigation,
including:

e being thorough and taking the time to plan the investigation;

e communicating clearly and fairly;

e considering whether the allegations are indicative of a wider workplace behaviour problem;
e maintaining confidentiality; and

e preventing victimisation.
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at Bredin Prat

No specific rules directly govern a workplace investigation in the event of employee misconduct. However,
several rules, both legal and administrative, affect the conduct of such an investigation. In addition, codes
of conduct, internal regulations or guidelines may also exist within companies.

A new law (No. 2022-401) came into effect on 1 September 2022 and constitutes one of the cornerstones
for future regulation of workplace investigations. This law transposes into French law the European
directive relating to whistleblower protection. It does not, however, constitute a revolution, as a previous
French law dated 9 December 2016 (the so-called Sapin 2 Law) already provided the whistleblower with a
specific status and protection. These laws are fundamental when considering an internal investigation as
the rules protecting the whistleblower and requiring the establishment of an internal whistleblowing
channel (eg, a dedicated email or hotline) affect the degree of flexibility available to companies in
conducting the investigation.

A new decree has been adopted (No. 2022-1284), dated 3 October 2022, for application of these new
provisions. This decree sets out several obligations relating to the internal whistleblowing reporting
process. The reporting channel will necessarily contribute to shape the internal investigation triggered by
situations which have been reported by that channel. Companies subject to this decree may define the
reporting procedure using the supporting tool of their choice (company collective agreement, internal
memorandum, etc.), as long as the employee representative bodies are duly consulted on the matter. The
decree also specifies that an acknowledgement of receipt of the alert must be provided to the author of the
alert in writing within seven days from the company receiving the alert. The author of the alert must also
be informed in writing, within a reasonable period not exceeding three months from acknowledgement of
receipt of the alert, of the measures envisaged or taken to assess the accuracy of the allegations and,
where appropriate, to remedy the situation which had been reported, as well as the reasons for these
measures and, finally, the closure of the case.

More generally, not only do all the “pure” labour law rules relating to the protection of the human rights of
employees need to be complied with (right to privacy, data protection under the GDPR, etc), but also the
disciplinary rules and regulations that protect employees from unfounded sanctions imposed by their
employer. For example, an employer can only sanction an employee's misconduct if the disciplinary
procedure begins within two months of when the misconduct was committed or when the employer
becomes aware of it. In this respect, an internal investigation can be necessary for the employer to obtain
full knowledge of the facts alleged to have been committed by the employee. It is nonetheless
recommended that the internal investigation be completed within these two months to avoid the risk of the
disciplinary action being time-barred.

Administrative rules produced by the French anti-corruption agency should also be taken into consideration
(good practice, guidelines and recommendations relating to senior management’s commitment to
implement anti-corruption measures, corruption risk mapping, corruption risk management measures and
procedures), as well as the guidelines produced by the French Ministry of Employment relating to the
prevention of sexual harassment and gender-based violence or the recommendations of the Human Rights
Defender, which is a French special institution aimed at protecting fundamental rights.

When the investigation in question concerns moral or sexual harassment or violence in the workplace, the
national interprofessional agreement of 26 March 2010 should be <referred to. This text stipulates that in
the event of an investigation procedure, it should be based on, but not limited to, the following guiding
principles:

e itisin everyone's interest to act with the discretion necessary to protect everyone's dignity and
privacy;

e no information, unless it is anonymized, should be divulged to parties not involved in the case in
question;

e complaints must be investigated and dealt with without delay;

e all parties involved must be listened to impartially and treated fairly;

e complaints must be supported by detailed information;

e deliberate false accusations must not be tolerated, and may result in disciplinary action;

e external assistance may be useful, notably from occupational health services.



Many are calling for the adoption of legislative rules governing such investigations, and their coordination
with general whistleblower protection measures.

Finally, a company must take its own rules and regulations into account. Every company with at least 50
employees has the legal obligation to draw up internal rules and regulations, which notably set out the
disciplinary sanctions applicable to employees, as well as a reminder of certain employees' rights.
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A workplace investigation is usually governed by the employer’s internal grievance policy or contractual
guidelines found in the employment contract or employee handbook. In the absence of the same, the
default governing regime is as set out by the Ministry of Manpower (MOM) and the Tripartite Alliance for
Fair and Progressive Employment Practices (TAFEP) in its guidelines and advisories, which include:

e the Tripartite Advisory on Managing Workplace Harassment;
e the TAFEP Grievance Handling Handbook; and
e the Tripartite Guidelines on Fair Employment Practices.

In addition, section 14(1) of the Employment Act 1968 provides that an employer is required to conduct
“due inquiry” before dismissing an employee covered under the Employment Act 1968 without notice for
misconduct. The Singapore Courts take the view that “due inquiry” suggests some sort of process in which
the employee concerned is informed about the allegations and the evidence against him or her so that he
or she has an opportunity to defend him or herself with or without evidence during the investigation
process.

Further, there are numerous cases where the Singapore High Court has alluded to or implicitly accepted
the application of the implied term of mutual trust and confidence in employment contracts that would
oblige the employer to act reasonably and fairly during the investigation, even though it is worth noting
that the Singapore Court of Appeal has stated that the status of the implied term of mutual trust and
confidence has not been settled in Singapore and that the Appellate Division of the Singapore High Court
has stated that “[i]lt remains an open question for the Court of Appeal to resolve in a more appropriate
case, ideally with facts capable of bearing out a claim based directly on the existence of the implied term”
(see [81]-[82] of Dong Wei v Shell Eastern Trading (Pte) Ltd and another [2022] SGHC(A) 8).

Hence, any references to the application of the implied term of mutual trust and confidence in Singapore in
this article must be read in light of the above.

The current position is expected to change in the second half of 2024, with the passing of Singapore’s first
workplace fairness law, the Workplace Fairness Legislation. On 4 August 2023, the Singapore government
announced that it has accepted the final set of recommendations by the Tripartite Committee on
Workplace Fairness in respect of the upcoming Workplace Fairness Legislation. The Tripartite Committee on
Workplace Fairness recommended, among other things, that employers are required to put grievance-
handling processes in place. It is therefore expected that the Workplace Fairness Legislation may contain
requirements on how and when a workplace investigation should be conducted.

This article sets out the current position, before the Workplace Fairness Legislation was enacted, and will be
updated when appropriate.
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There is no specific legal regulation for internal investigations in Switzerland. The legal framework is
derived from general rules such as the employer's duty of care, the employee's duty of loyalty and the
employee's data protection rights. Depending on the context of the investigation, additional legal
provisions may apply; for instance, additional provisions of the Swiss Federal Act on Data Protection or the
Swiss Criminal Code.
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A workplace investigation will generally be triggered by an employee making a complaint; however, issues
may also be brought to the attention of an employer through an anonymous tip, by suppliers or contractors,
from customers or because of observations and hearsay.

Complaints can be made directly to Human Resources (HR), anonymously, by email to a line manager or a
third party. While complaints do not need to be written and can be informal, brief or verbal, complaints of
this nature can make the process harder and more information may be required.

The receipt of a complaint does not necessarily mean that an employer needs to undertake an investigation
immediately. A grievance policy ordinarily contains a multi-step approach to dealing with complaints,
starting with internal resolution options such as informal discussions, conciliation and mediation. However,
an investigation should be commenced where:

e the complaint alleges serious misconduct or unlawful conduct;

e the employer is required to conduct a workplace investigation as per an employment contract, policy,
procedure or industrial instrument; or

e the complaint is complex and requires clarity on what has occurred to establish the facts.
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When a report of wrongdoing is brought to the employer's attention, whether through a whistleblower or
another channel, and an internal investigation is expected, it may be either mandatory or optional,
depending on the facts of the alleged wrongdoing.

The investigation will be mandatory when the alleged wrongdoing relates to an ethical issue according to
anti-corruption regulations, the employer’s duty of due diligence regarding, for example, human rights or
environmental matters, or where the works council has issued an alert relating to a “serious and imminent
danger” (or to “fundamental human rights”), but also whenever it relates to the employer's obligation to
ensure employee safety (eg, moral or sexual harassment).
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If the investigation is not mandatory, it is up to the employer to decide whether or not to carry out the
investigation. Several key questions can help the employer determine whether or not it is appropriate to
carry out an investigation, such as:

e What are the benefits of doing nothing? The company will have to draw up a list of the pros and cons
of an investigation, bearing in mind that in some cases a poorly conducted investigation could make
the situation worse;

e What is the priority (eg, obtaining or securing evidence, or correcting the irregularity)?

e What rules or codes of ethics must the company comply with?

e Should external legal counsel only advise the company or should they play a major role in the
investigation process by becoming an investigator?
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A workplace investigation usually commences with the receipt of feedback, a complaint or a grievance, by
named or anonymous persons, in respect of a work-related matter or event, or the conduct of an employee.
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Internal investigations are usually initiated after reports about possible violations of the employer's code of
conduct, applicable laws or regulations have been submitted by employees to their superiors, the human
resources department or designated internal reporting systems such as hotlines (including whistleblowing
hotlines).

For an internal investigation to be initiated, there must be a reasonable suspicion (grounds).[1] If no such
grounds exist, the employer must ask the informant for further or more specific information. If no grounds
for reasonable suspicion exists, the case must be closed. If grounds for reasonable suspicion exist, the
appropriate investigative steps can be initiated by a formal investigation request from the company
management.[2]

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fir regulierte Finanzinstitute
und andere Unternehmen, Zirich/St. Gallen 2013, p. 21.

[2] Klaus Moosmayer, Compliance, Praxisleitfaden fur Unternehmen, 2. A. Minchen 2015, N 314.
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It is an important consideration as to whether any of the employees involved in the investigation should be
suspended, stood down or asked to undertake alternative duties for the period of the investigation. This
decision will need to be made taking into consideration the nature of the complaint, any further damage to
workplace relationships that could be caused by employees continuing to interact with each other, and
potential work, health and safety issues.

It should not be automatic that the respondent is suspended as the employer will need to consider whether
this is necessary in the circumstances. However, a period of suspension should be considered where:

the allegations involve serious misconduct;

there is a risk that the conduct will continue throughout the investigation;
the respondent’s presence could exacerbate the situation; or

the respondent’s presence could be disruptive to the investigation.

As an alternative to suspension, other options include working from home, performing amended duties or
moving to a different workspace.

If an employee is suspended then they should ordinarily receive their full pay for this period. There are
some exceptions to this, for example, if the employee is a casual employee or if a policy, employment
contract or other industrial instrument allows the employee to be suspended without pay.

Generally, there is no minimum or maximum period a suspension should last, as this will depend on the
length of the investigation.
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An employee may be suspended or relocated during a workplace investigation by:

e suspending the employee as a precautionary measure (eg, pending a confirmation of dismissal);
e temporarily assigning the employee to another site; or
e exempting the employee from having to work while continuing to pay them their salary.

The employee can be suspended as a precautionary measure, pending confirmation of dismissal, but this
implies that disciplinary proceedings have already begun and that the investigation is therefore at a
relatively advanced stage and that there is sufficient evidence to suggest the need for disciplinary action. It
should be made clear to the employee that the suspension is a provisional measure (in the absence of
specifying this, the suspension could be interpreted as a disciplinary layoff constituting a sanction and, in
some jurisdictions, as depriving the employer of the possibility of dismissing the employee for the same
facts).

Temporary reassignment can also be considered. However, this contractual change must not apply for long
and the measure taken must be temporary. The employer must act promptly - the measure is only valid for
as long as the investigation continues. Failing this, and because of the absence of concurrent disciplinary
proceedings, there is considerable risk that the temporary reassignment may be reclassified by a judge as
an illegal modification of the employment contract or as a disciplinary sanction preventing the employee
from subsequently being dismissed.

Finally, paid exemption from work is also possible and consists of temporarily suspending, by mutual
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agreement, the obligation of the employer to provide work for the employee and the employee’s obligation
to work, without affecting their remuneration. Such a measure must generally be taken with the consent of
the employee, because it implies a suspension (and therefore a modification) of the employment contract.
This measure may be useful in temporarily removing an employee with whom the employer maintains a
good relationship. This may be an employee who is or feels they are a victim of harassment, especially
when the employee is not on sick leave.
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Yes. Section 14(1) read with 14(8) of the Employment Act 1968 provides that an employee can be
suspended during a workplace investigation

However, pursuant to section 14(8) of the Employment Act 1968, the employer:

e may suspend the employee from work for:
o a period not exceeding one week; or
o such longer period as the Commissioner for Labour may determine on an application by the
employer; but
e must pay the employee at least half the employee’s salary during the period the employee is
suspended from work.

Section 14(9) of the Employment Act 1968 further states that if the inquiry does not disclose any
misconduct on the employee’s part, the employer must immediately restore to the employee the full
amount of the withheld salary.

In addition to the above legislative requirements, the company is required to also comply with its policies
relating to such suspensions.

In terms of the threshold to be crossed before a suspension can take place, the Singapore Courts have
highlighted that suspending an employee quickly as part of a “knee-jerk” reaction to an unclear or
unspecific allegation with dubious credibility is arguably a breach of the implied term of mutual trust and
confidence that exists in all employment relationships ([56] of Dong Wei v Shell Eastern Trading (Pte) Ltd
and another[2021] SGHC 123). The employer would need to have proper and reasonable cause to suspend
an employee for disciplinary purposes ([56(d)] of Cheah Peng Hock v Luzhou Bio-Chem Technology Ltd
[2013] 2 SLR 577; [2013] SGHC 32), for example, where multiple credible sources claimed that they had
been sexually harassed by an employee, and the employer had strong grounds to believe that if the
employee was not suspended, the safety and wellbeing of the other employees in the organisation would
be threatened.

In contrast, an employer is not entitled to suspend an employee during a workplace investigation where the
employer has only received one complaint that has not been properly described or substantiated with
sufficient details from an unverified or unreliable source against an employee who has a good track record
with the organisation. This is especially so if the complaint is so unclear that further inquiries should be
made before the allegation can be properly ascertained and characterised (see also [51] of Dong Wei v
Shell Eastern Trading (Pte) Ltd and another[2021] SGHC 123).
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It is possible to suspend an employee during a workplace investigation.[1] While there are no limits on
duration, the employee will remain entitled to full pay during this time.

[1] David Rosenthal et al., Praxishandbuch fur interne Untersuchungen und eDiscovery, Release 1.01,
Zurich/Bern 2021, p. 181.
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Once the decision to undertake a workplace investigation has been made, it is important to decide who is
the most appropriate person to conduct the investigation. For the investigation process to run smoothly a
single lead investigator should be selected, although they may work with a larger team. The lead
investigator and investigation team can be internally or externally appointed.

In deciding whether to appoint an external investigator an employer should consider:

e the nature of the allegations;

e the seniority of the respondent;

e whether a fair investigation can be conducted internally without any actual or perceived bias;

e whether there is a dedicated HR department with someone who has the required capability, skills and
experience to conduct the investigation; and

e whether the employer wants the investigation to be covered by legal professional privilege.

If the employer decides to investigate the matter internally without appointing a third party, then the
investigator does not need to have any specific qualifications. However, it is prudent to confirm that the
investigator has the time and skills to conduct the investigation and that they can be objective.

Last updated on 15/09/2022
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In determining who is to conduct a workplace investigation, the main objective is to ensure that the team is
independent or at least that it is perceived as being independent. The key people in the investigation team
can be identified in a pre-established procedure. It is good practice to give decision-makers the possibility
to set up, on a case-by-case basis, the team most appropriate to the situation.

Last updated on 15/09/2022
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While there are no prescribed minimum qualifications or criteria that need to be met for any person
conducting a workplace investigation, the person handling employee grievances should be someone who:

e has been authorised and empowered to do so by the employer;
e is not in a position of actual or potential conflict; and
¢ is independent and impartial.

The grievance handler should be familiar with the organisation’s investigative procedure, have attended
the relevant training to ensure full compliance with the same; and have a good understanding of the
expectations and norms set out by the Tripartite Guidelines on Fair Employment Practices.
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The examinations can be carried out internally by designated internal employees, by external specialists, or
by a combination thereof. The addition of external advisors is particularly recommended if the allegations
are against an employee of a high hierarchical level[1], if the allegations concerned are quite substantive
and, in any case, where an increased degree of independence is sought.

[1] David Rosenthal et al., Praxishandbuch fur interne Untersuchungen und eDiscovery, Release 1.01,
Zlrich/Bern 2021, p. 18.
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The respondent has several rights including the right to have the complaint investigated in a fair, impartial
and adequate manner, to hear the allegations in full and to not be victimised. However, there is no avenue
for a respondent to bring legal action to stop a procedurally fair investigation.

In 2014, Australia introduced an anti-bullying jurisdiction which gave the Fair Work Commission (FWC) the
powers to issue a Stop Bullying Order. There have been circumstances where it has been successfully
argued that an investigation itself amounted to bullying and accordingly the respondent applied to the FWC
for a Stop Bullying Order to suspend the investigation.

Last updated on 25/09/2023
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An internal investigation is not a police enquiry or a judicial instruction; there is no legal provision enabling
an employee to stop the investigation. At the same time, there is no legal provision enabling the employer
to force an employee to be interviewed. Interviewing an employee within the context of an internal
investigation is also not a disciplinary matter. Therefore, the employee has no right to be assisted by
another employee or an employee representative. The employee could, however, lawfully request the
presence of their lawyer, especially if the company’s lawyer is part of the investigation team.

Last updated on 15/09/2022
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The employee under investigation is entitled to apply to the Court to stop the investigation. However, the
employee bears the legal burden of showing that the employer has, for instance:

1. failed to comply with the organisation’s grievance policy;

2. committed a serious breach of natural justice; and/or

3. breached the implied term of mutual trust and confidence when investigating the matter, and that
such a breach will, unless remedied, cause such prejudice to the employee that it would be more just
for the investigation to be stopped than to be allowed to continue.

Last updated on 15/09/2022
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The accused could theoretically request a court to stop the investigation, for instance, by arguing that
there is no reason for the investigation and that the investigation infringes the employee's personality
rights. However, if the employer can prove that there were grounds for reasonable suspicion and is
conducting the investigation properly, it is unlikely that such a request would be successful.

Last updated on 15/09/2022
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Co-workers can be interviewed as part of an investigation where they are witnesses to a complaint. If the
employee refuses to attend the interview or is generally not cooperating with the investigation, the reasons
for this will need to be considered carefully by the employer. Employers should consider whether there can
be any amendments made to the interview process to accommodate the employee. However, an employer
can make a reasonable and lawful direction to an employee to attend an interview. If an employee fails to
comply with a lawful and reasonable direction, then it may constitute grounds for disciplinary action.

Witnesses who are employees are entitled to the legal protections that ordinarily attach to their
employment, including not being bullied, discriminated against, or harassed and having their health and
safety protected. Employers should also ensure that witnesses are not victimised as a result of participating
in the investigation and that confidentiality is maintained.

Last updated on 15/09/2022
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Co-workers can spontaneously act as witnesses and provide statements to superiors before, during or after
the interviews. Co-workers can also be interviewed as witnesses at the investigator’'s request, although
they are not under any obligation to answer the questions and they cannot be compelled to do so. The
investigators have an absolute obligation of discretion during the investigation and cannot reveal any
details of the information gathered.

Certain employees may benefit from whistleblower status, which implies that they may be exempt from
potential criminal and civil liability relating to their report or testimony and they are protected from any
retaliatory measures from the employer. “Facilitators” who helped the whistleblower and the individuals
connected with the whistleblower and risk retaliatory measures by testifying as a witness may also benefit
from this status, as of 1 September 2022.

Last updated on 15/09/2022
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Singapore law does not impose any statutory or legal obligation on an employee to act as a witness in the
investigation. Accordingly, an employer does not have the power to compel its employees to act as
witnesses in an investigation.

Notwithstanding this, an employer may require an employee to assist in investigations pursuant to specific
contractual obligations in the employee’s terms of employment (as may be contained in the employment
contract, employee handbook or the employer’s internal policies and procedures in dealing with the
investigations, etc). Further, a request for an employee to provide evidence of an event that he or she
knows of may reasonably be deemed to be a lawful and reasonable directive from an employer.

Consequently, an employee’s refusal to act as a witness may amount to an act of insubordination that may
attract disciplinary action by the employer.

Employers requiring employees to act as witnesses in an investigation must ensure that they comply with
the expectations and norms set out by the Tripartite Guidelines on Fair Employment Practices and the
TAFEP Grievance Handling Handbook.
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Due to the employee's duty of loyalty towards the employer and the employer's right to give instructions to
its employees, employees generally must take part in an ongoing investigation and comply with any
summons for questioning if the employer demands this (article 321d, Swiss Code of Obligations). If the
employees refuse to participate, they generally are in breach of their statutory duties, which may lead to
measures such as a termination of employment.

The question of whether employees may refuse to testify if they would have to incriminate themselves is
disputed in legal doctrine.[1] However, according to legal doctrine, a right to refuse to testify exists if
criminal conduct regarding the questioned employee or a relative (article 168 et seq, Swiss Criminal
Procedure Code) is involved, and it cannot be ruled out that the investigation documentation may later end
up with the prosecuting authorities (ie, where employees have a right to refuse to testify in criminal
proceedings, they cannot be forced to incriminate themselves by answering questions in an internal
investigation).[2]

[1] Nicolas Facincani/Reto Sutter, Interne Untersuchungen: Rechte und Pflichten von Arbeitgebern und
Angestellten, published on hrtoday.ch, last visited on 17 June 2022.

[2] Same opinion: Nicolas Facincani/Reto Sutter, Interne Untersuchungen: Rechte und Pflichten von
Arbeitgebern und Angestellten, published on hrtoday.ch, last visited on 17 June 2022.
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07. What data protection or other regulations apply
when gathering physical evidence?

Australia

Author: Joydeep Hor, Kirryn West James, Chris Oliver
at People + Culture Strategies

As part of an investigation, the investigator may want to collect evidence such as camera footage from
CCTV, swipe card records, computer records, telephone records or recordings and GPS tracking. There are
state-based workplace surveillance laws that operate in each jurisdiction in Australia. The laws recognise
that employers are justified in monitoring workplaces for proper purposes, but this is balanced against
employees’ reasonable expectations of privacy.

The Privacy Act 1988 (Cth) (Privacy Act) also regulates how certain organisations handle personal
information, sensitive personal information and employee records. The Privacy Act contains 13 privacy
principles that regulate the collection and management of information. Employers should familiarise
themselves with the privacy principles before conducting any investigation to ensure they are not in breach
when gathering evidence.
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() France

Author: Pascale Lagesse, Valentino Armillei
at Bredin Prat

GDPR principles fully apply to data gathering, as well as case law protecting the right to respect one’s
private life and the secret of correspondence.
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Singapore

Author: Jonathan Yuen, Doreen Chia, Tan Ting Ting
at Rajah & Tann Singapore

The employer may collect the personal data of an individual without the individual’s consent or from a
source other than the individual, where it is necessary for any investigation according to section 17(1) read
with paragraph 4 of Part 3 of the Third Schedule of the Personal Data Protection Act 2012 (PDPA). Under
section 2(1) of the PDPA, “investigation” means an investigation relating to:

e a breach of an agreement;

e a contravention of any written law, or any rule of professional conduct or other requirement imposed
by any regulatory authority in the exercise of its powers under any written law; or

e a circumstance or conduct that may result in a remedy or relief being available under any law.

Under the Banking Act 1970, a bank and its officers cannot disclose customer information to third parties,
subject to certain exceptions. An employer carrying out a workplace investigation does not fall within any of
the exceptions.
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€ Switzerland

Author: Laura Widmer, Sandra Schaffner
at Bar & Karrer

The Swiss Federal Act on Data Protection applies to the gathering of evidence, in particular such collection
must be lawful, transparent, reasonable and in good faith, and data security must be preserved.[1]

It can be derived from the duty to disclose and hand over benefits received and work produced (article
321b, Swiss Code of Obligations) as they belong to the employer.[2] The employer is, therefore, generally
entitled to collect and process data connected with the end product of any work completely by an
employee and associated with their business. However, it is prohibited by the Swiss Criminal Code to open
a sealed document or consignment to gain knowledge of its contents without being au