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07. What data protection or other regulations apply
when gathering physical evidence?

Germany
Author: Hendrik Bockenheimer , Susanne Walzer , Musa Müjdeci

When collecting data (in physical or digital form), the employer must ensure compliance with the data
protection principles according to the General Data Protection Regulation (DSGVO) and the German Data
Protection Act (BDSG). These principles include, among other things, that data collection must be carried
out lawfully (principle of legality) and transparently (transparency principle) and must be comprehensively
documented – specifically concerning the purpose of the workplace investigation – to be able to prove
compliance with data protection.

The principle of legality states that data may only be collected on a legal basis (ie, there must either be a
law authorising this or the employee must have consented to the collection of his data).

The transparency principle may constitute a special challenge during workplace investigations. Under the
transparency principle, the employee must be generally informed about the collection of his data. This
includes information on who processes the data, the purposes for which it is processed and whether the
data is made available to third parties. However, there may be a risk of collusion, particularly when
electronic data has to be reviewed, and thus the success of the investigation may be jeopardised if the
relevant employee is comprehensively informed in advance. Accordingly, the employer should check, with
the assistance of the data protection officer, whether the obligation to provide information may be
dispensed with. This may be the case if providing the information would impair the assertion, exercise or
defence of legal claims and the interests of the employer in not providing the information outweigh the
interests of the employee. The respective circumstances and employer's considerations should be well
documented in each case.

Regardless of whether the employee is informed about the investigation, to prevent data loss, the
employee should be sent a so-called hold notice (ie, a prohibition to delete data). Additionally, to prevent
automatic deletion, blocking mechanisms should also be implemented.

When gathering evidence by searching the employee's possessions or files, the employee's privacy rights
also need to be observed (see question 8).
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Sweden
Author: Henric Diefke , Tobias Normann , Alexandra Baron

To the extent the gathering of physical evidence includes the processing of personal data, please see
question 1.
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Switzerland
Author: Laura Widmer , Sandra Schaffner

The Swiss Federal Act on Data Protection applies to the gathering of evidence, in particular such collection
must be lawful, transparent, reasonable and in good faith, and data security must be preserved.[1]

It can be derived from the duty to disclose and hand over benefits received and work produced (article
321b, Swiss Code of Obligations) as they belong to the employer.[2] The employer is, therefore, generally
entitled to collect and process data connected with the end product of any work completely by an
employee and associated with their business. However, it is prohibited by the Swiss Criminal Code to open
a sealed document or consignment to gain knowledge of its contents without being authorised to do so
(article 179 et seq, Swiss Criminal Code). Anyone who disseminates or makes use of information of which
he or she has obtained knowledge by opening a sealed document or mailing not intended for him or her
may become criminally liable (article 179 paragraph 1, Swiss Criminal Code).

It is advisable to state in internal regulations that the workplace might be searched as part of an internal
investigation and in compliance with all applicable data protection rules if this is necessary as part of the
investigation.

 

[1] Simona Wantz/Sara Licci, Arbeitsvertragliche Rechte und Pflichten bei internen Untersuchungen, in:
Jusletter 18 February 2019, N 52.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz, Ein Handbuch für Unternehmen mit
besonderem Fokus auf Finanzinstitute, p. 148.
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