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08. Can the employer search employees’ possessions
or files as part of an investigation?
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The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

 

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch für regulierte Finanzinstitute
und andere Unternehmen, Zürich/St. Gallen 2013, p. 168 et seq.

Last updated on 15/09/2022

United States
Author: Rachel G. Skaistis , Eric W. Hilfers , Jenny X. Zhang

As there is no unified data protection regime, privacy protections stem from a patchwork of federal and
state privacy laws which impose limits on the extent to which an employer can collect information from its
employees in connection with an internal investigation. Whether specific conduct violates an employee’s
rights is a very fact-specific inquiry requiring the application of relevant state laws and a regulatory
regime. 

In most circumstances, an employer is free to conduct searches of its workplace and computer systems in
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the course of investigating potential wrongdoing. Such searches are generally not protected by personal
privacy laws because workspaces, computer systems and company-issued electronic devices are often
considered company property. Many companies explicitly address this in written corporate policies and
employment agreements. Employees who use their own electronic devices for work should be aware that
work-related data stored on those devices is generally considered to belong to the employer (as a matter of
best practice, employers should generally prohibit or at least advise employees against using personal
devices for work and to maintain separate work devices, where possible).

These broad investigatory powers notwithstanding, the ability of an employer to conduct searches in
furtherance of an internal investigation is not unlimited. For example, if an employer seeks to obtain or
review work-related data from an employee’s personal device, the employer must be careful to exclude any
personal data. Certain states also prohibit an employer from requiring an employee to disclose passwords
or other credentials to his or her personal email and social networking accounts, but permit an employer to
require employees to share the content of personal online accounts as necessary during an interview while
investigating employee misconduct.
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19. What if the employee under investigation raises a
grievance during the investigation?
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In the context of private internal investigations, grievances initially raised by the employee do not usually
have an impact on the investigation.

However, if the employer terminates the employment contract due to a justified legal complaint raised by
an employee, a court might consider the termination to be abusive and award the employee compensation
in an amount to be determined by the court but not exceeding six months’ pay for the employee (article
336 paragraph 1 (lit. b) and article 337c paragraph 3, Swiss Code of Obligations). Furthermore, a
termination by the employer may be challenged if it takes place without good cause following a complaint
of discrimination by the employee to a superior or the initiation of proceedings before a conciliation board
or a court by the employee (article 10, Federal Act on Gender Equality).
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Where an employee who is the subject of a workplace investigation raises his or her grievance during the
investigation, the investigator should follow the same steps outlined above to triage new issues or claims.
The investigator should also discuss with in-house counsel whether any particular steps should be taken to
avoid the perception that any disciplinary measures taken against the employee (in the event the original
claims are substantiated) were retaliatory.
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