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09. What additional considerations apply when the
investigation involves whistleblowing?

= Finland

Author: Anu Waaralinna, Mari Mohsen
at Roschier

In respect of data protection, the processing of personal data in whistleblowing systems is considered by
the Finnish Data Protection Ombudsman (DPO) as requiring a data protection impact assessment (DPIA).
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€) Switzerland

Author: Laura Widmer, Sandra Schaffner
at Bar & Karrer

If an employee complains to his or her superiors about grievances or misconduct in the workplace and is
subsequently dismissed, this may constitute an unlawful termination (article 336, Swiss Code of
Obligations). However, the prerequisite for this is that the employee behaves in good faith, which is not the
case if he or she is (partly) responsible for the grievance.
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#£ United States

Author: Rachel G. Skaistis, Eric W. Hilfers, Jenny X. Zhang
at Cravath, Swaine & Moore

Several federal, state, and local employment laws prohibit retaliation against employees who come forward
with complaints or participate in corporate investigations. Employees who possess information regarding
corporate misconduct may also be considered whistleblowers protected from retaliation under federal and
state whistleblower laws, including but not limited to the Sarbanes-Oxley Act of 2002, the Dodd-Frank Wall
Street Reform and Consumer Protection Act, and the Consumer Financial Protection Act of 2010.
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An employee generally does not need to show that he or she was terminated or demoted to bring a
retaliation claim; other actions on the part of the employer may qualify if they could be seen to discourage
employees from raising complaints. To protect against a potential retaliation claim, employers should make
clear at the outset of an investigation that retaliation will not be tolerated and require the complaining
employee (and potentially his or her manager) to bring any instances of retaliation to the investigator’s
attention immediately.
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