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01. What legislation, guidance and/or policies govern
a workplace investigation?
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No specific rules directly govern a workplace investigation in the event of employee misconduct. However,
several rules, both legal and administrative, affect the conduct of such an investigation. In addition, codes
of conduct, internal regulations or guidelines may also exist within companies.

A new law (No. 2022-401) came into effect on 1 September 2022 and constitutes one of the cornerstones
for future regulation of workplace investigations. This law transposes into French law the European
directive relating to whistleblower protection. It does not, however, constitute a revolution, as a previous
French law dated 9 December 2016 (the so-called Sapin 2 Law) already provided the whistleblower with a
specific status and protection. These laws are fundamental when considering an internal investigation as
the rules protecting the whistleblower and requiring the establishment of an internal whistleblowing
channel (eg, a dedicated email or hotline) affect the degree of flexibility available to companies in
conducting the investigation.

A new decree has been adopted (No. 2022-1284), dated 3 October 2022, for application of these new
provisions. This decree sets out several obligations relating to the internal whistleblowing reporting
process. The reporting channel will necessarily contribute to shape the internal investigation triggered by
situations which have been reported by that channel. Companies subject to this decree may define the
reporting procedure using the supporting tool of their choice (company collective agreement, internal
memorandum, etc.), as long as the employee representative bodies are duly consulted on the matter. The
decree also specifies that an acknowledgement of receipt of the alert must be provided to the author of the
alert in writing within seven days from the company receiving the alert. The author of the alert must also
be informed in writing, within a reasonable period not exceeding three months from acknowledgement of
receipt of the alert, of the measures envisaged or taken to assess the accuracy of the allegations and,
where appropriate, to remedy the situation which had been reported, as well as the reasons for these
measures and, finally, the closure of the case.

More generally, not only do all the “pure” labour law rules relating to the protection of the human rights of
employees need to be complied with (right to privacy, data protection under the GDPR, etc), but also the
disciplinary rules and regulations that protect employees from unfounded sanctions imposed by their
employer. For example, an employer can only sanction an employee's misconduct if the disciplinary
procedure begins within two months of when the misconduct was committed or when the employer
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becomes aware of it. In this respect, an internal investigation can be necessary for the employer to obtain
full knowledge of the facts alleged to have been committed by the employee. It is nonetheless
recommended that the internal investigation be completed within these two months to avoid the risk of the
disciplinary action being time-barred.

Administrative rules produced by the French anti-corruption agency should also be taken into consideration
(good practice, guidelines and recommendations relating to senior management’s commitment to
implement anti-corruption measures, corruption risk mapping, corruption risk management measures and
procedures), as well as the guidelines produced by the French Ministry of Employment relating to the
prevention of sexual harassment and gender-based violence or the recommendations of the Human Rights
Defender, which is a French special institution aimed at protecting fundamental rights.

When the investigation in question concerns moral or sexual harassment or violence in the workplace, the
national interprofessional agreement of 26 March 2010 should be <referred to. This text stipulates that in
the event of an investigation procedure, it should be based on, but not limited to, the following guiding
principles:

e itisin everyone's interest to act with the discretion necessary to protect everyone's dignity and
privacy;

e no information, unless it is anonymized, should be divulged to parties not involved in the case in
question;

e complaints must be investigated and dealt with without delay;

e all parties involved must be listened to impartially and treated fairly;

e complaints must be supported by detailed information;

e deliberate false accusations must not be tolerated, and may result in disciplinary action;

e external assistance may be useful, notably from occupational health services.

Many are calling for the adoption of legislative rules governing such investigations, and their coordination
with general whistleblower protection measures.

Finally, a company must take its own rules and regulations into account. Every company with at least 50
employees has the legal obligation to draw up internal rules and regulations, which notably set out the
disciplinary sanctions applicable to employees, as well as a reminder of certain employees' rights.
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From an Italian employment law perspective, there is no specific body of legislation that governs
investigations. However, several legal and case-law principles may be relevant concerning various specific
aspects of investigations, and to which reference will be made below (eg, provisions under Law No. 300 of
1970, the so-called Workers’ Statute regarding “controls on employees”, both physical and “remote”, or
regarding “disciplinary proceedings”).

In addition, and outside of the specific scope of employment law, other law provisions may have an impact
on investigations, including those regarding privacy law (eg, Italian Legislative Decree No. 196 of 2003 and
the Regulation (EU) No. 679 of 2016 (GDPR), regarding data protection and the related policies),
whistleblowing (Law No. 179 of 2017 and Directive (EU) No. 1937 of 2019, regarding whistleblower
protection) and criminal law (eg, Italian Criminal Procedure Code, providing rules for criminal investigation
and ltalian Legislative Decree No. 231 of 2001, regarding the corporate (criminal) liability of legal entities).

Last updated on 15/09/2022
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There is no specific legal regulation for internal investigations in Switzerland. The legal framework is
derived from general rules such as the employer's duty of care, the employee's duty of loyalty and the
employee's data protection rights. Depending on the context of the investigation, additional legal
provisions may apply; for instance, additional provisions of the Swiss Federal Act on Data Protection or the
Swiss Criminal Code.

Last updated on 15/09/2022

08. Can the employer search employees’ possessions
or files as part of an investigation?
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In internal investigations, the fundamental rights and freedoms of employees are at stake, including the
right to privacy, respect for the privacy of home life and correspondence, freedom of expression, and the
obligation of loyalty in searching for evidence.

In principle, work emails and files can be reviewed, even without the employee's consent, prior knowledge
or warning. This includes: work email accounts; files stored on a work computer or a USB key connected to
a work computer; and SMS messages and files stored on a work mobile phone and documents stored in the
workplace unless they are labelled as “personal”. On the other hand, it is not permissible for an employer
(or an investigator) to review “personal” emails and files, such as documents or emails identified as
“personal” by the employee, or personal email accounts (Gmail, Yahoo, etc), even if accessed from a work
computer.

There are certain exceptions to the above principle. An employer is allowed to check “personal” emails or
data in any of the following cases:

e if the employee is present during the review;

e if the employee is absent, but was duly notified and invited to be present;

e if there is a particularly serious “specific risk or event”;

e if the review is authorised by a judge (this means having to prove a legitimate reason justifying not
informing the employee).

When documents or emails are not marked as “personal” but contain information of a personal nature, the
employer may open and review the data but may not use such documents or emails to justify applying
disciplinary measures to the employee or use such documents or emails as evidence in court if they indeed
relate to the employee’s private life.

Special attention must be given to employee representatives who must be entirely free to carry out their
duties.

Last updated on 15/09/2022
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In light of the legal and case-law principles as outlined above:

e see question 7 regarding employee “physical inspections and inspections on the employee’s
belongings”;

e regarding “audiovisual equipment and other instruments from which the possibility of remote control
of employees’ activities also arises”, article 4 of the Workers’ Statute provides for:

o the prohibition of the use of audiovisual equipment and instruments of “direct” remote control (ie,
whose sole purpose is to verify the manner, quality and quantity of working performance (eg, a
camera installed in an office to film employees’ working activities, without any other purpose));

o the possibility of carrying out controls through audiovisual equipment and “indirect” remote
instruments (ie, instruments that serve different needs (organisational, production, work safety or
company assets’ protection), but which indirectly monitor working activities (eg, a camera
installed in a warehouse to prevent theft, but which indirectly monitors the activity of warehouse
workers), which may only be installed with a trade union agreement (or National Labour
Inspectorate authorisation);

o the possibility of carrying out checks using working tools in the employee’s possession (e.g., PCs,
tablets, mobile phones, e-mail), which may be carried out even in the absence of any trade union
agreement, provided that the employee is given adequate information on how to use the tools
and how checks may be carried out on their use (according to privacy law strictly related to the
employment relationship).

Furthermore, based on case law, the employer can carry out so-called defensive controls (ie, actions
carried out in the absence of the guarantees provided for in article 4, to protect the company and its assets
from any unlawful conduct by employees). These “defensive controls” can be carried out if:

e they are intended to determine unlawful behaviour by the employee (ie, not simply to verify his or her
working performance);

e there is a “well-founded suspicion” that an offence has been committed;

e they take place after the conduct complained of has been committed; and

e adequate precautions are nevertheless put in place to guarantee a proper balancing between the
need to protect company assets and safeguarding the dignity and privacy of the employee.

Last updated on 15/09/2022
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The basic rule is that the employer may not search private data during internal investigations.

If there is a strong suspicion of criminal conduct on the part of the employee and a sufficiently strong
justification exists, a search of private data may be justified.[1] The factual connection with the
employment relationship is given, for example, in the case of a criminal act committed during working
hours or using workplace infrastructure.[2]

[1] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fur regulierte Finanzinstitute
und andere Unternehmen, Zirich/St. Gallen 2013, p. 168.

[2] Claudia Fritsche, Interne Untersuchungen in der Schweiz: Ein Handbuch fir regulierte Finanzinstitute
und andere Unternehmen, Zirich/St. Gallen 2013, p. 168 et seq.

Last updated on 15/09/2022
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